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Introduction

The Data Governance Guidelines (hereinafter referred to as the “Guidelines) are intended
primarily for business executives. They summarize the necessity of data governance, how
it should be implemented, and key points to keep in mind when putting it into practice.
Their purpose is to help companies maximize the use of data they hold as they work on
Digital Transformation (DX) to achieve Society 5.0, thereby leading to sustainable

enhancement of their corporate value.

The target audience (intended readers) includes a broad range of business executives,
regardless of whether their companies are listed or unlisted. For example, one of the
objectives of the Guidelines is to help companies clarify the actions to be taken in
accordance with their circumstances based on the matters set out in the Guidelines,
communicate them across their organization, and utilize them in dialogues with
shareholders and other stakeholders', thereby achieving a sustainable digital

transformation.

The Significance of Data Governance Implemented by Executives

In Society 5.0, which is Japan’s vision for a digitalized future, data collected from

countless different things around the world is expected to be applied horizontally through
highly versatile systems and/or software. Even at present, a vast volume of data collected
by sensors embedded in [oT products, ranging from consumer electronics to automobiles,

has already become indispensable for the economy and society to function.

In order to respond to such socio-economic transformation driven by digitalization,
companies need to shift away from a mindset of relying on individual products and
services to a data-driven strategy that improves productivity and added value through the
cross-sectoral utilization of data. The rapidly spreading generalization of artificial

intelligence, including generative Al, is likely to make this trend irreversible.

Overseas, there are already numerous advanced cases of data generation, collection, and
utilization throughout society. In Europe, there are increasingly more initiatives under the
concept of a “data space” where data is shared and linked not only within a company, but

also with relevant stakeholders and industries, and even across borders. For example,

! The term “stakeholder” in the Guidelines refers to any interested party that is directly or indirectly
affected in the course of business management of a company. This includes customers and consumers
who directly or indirectly purchase the company’s products and services, as well as individuals
associated with the data held by the company.



initiatives such as Gaia-X and Catena-X are promoted through the participation of a
number of companies. In Japan, there have been some developments in initiatives to
promote data links among companies and across industries, such as the Uranus
Ecosystem?. However, it is often pointed out that the extent of data utilization by
Japanese companies and industries is still limited compared to other countries®. Against
this backdrop, the government’s Digital Administrative and Fiscal Reform Council has
indicated that it will formulate a basic policy on the country’s data utilization framework.
Discussions are currently underway on matters such as society-driven and individual-
driven data sharing, data utilization by industrial sectors, data utilization by public and
private sectors in the fields of healthcare, finance, education, and industry, as well as

architecture and systems.

® By nature, data is not confined to specific hardware, and is neutral to systems and
organizations. When data is handled appropriately in accordance with established norms,
etc., it can flow freely and be utilized, creating added value. Moreover, the objectives and
the styles of data will be changed throughout the stages of its lifecycle—from generation
and acquisition to deletion—by undergoing processings and linkings. The three main
aspects of information security are confidentiality, integrity, and availability.
Traditionally, however, the emphasis has been on confidentiality, i.e., preventing
information leaks to unauthorized third parties, therefore the top priority tended to be on
keeping the information on the inside. However, in order to promote the use of data that
is neutral to specific hardware, systems, or organizations as described above and enhance
corporate value, it is essential to protect the data that requires protection, while also
achieving interoperability with parties you intend to share and link data with, on the
assumption that data will be shared and linked beyond the scope of stakeholders within a

company or supply chain (See Figure 1).

2 General term for public-private collaborative initiatives to link information processing systems with
different operators, administrators, and other people concerned to promote the use of data across
companies and industries in order to achieve Data Free Flow with Trust (DFFT) (e.g., establishment of
specifications, standards, and other regulations required for data links, development of data link
systems, establishment of necessary policies and institutions, and other matters).
https://www.meti.go.jp/english/policy/mono_info_service/connected_industries/ouranos.html

3 This is likely because there is a heightened awareness of the risks and disadvantages of providing data to
other companies, coupled with insufficient recognition that companies can accelerate value creation by
receiving data from other companies and linking that data with their own data.
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FIGURE 1.: CHANGES IN THE ENVIRONMENT OF DATA SHARING AND LINKING
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® Asillustrated in Figure 1, when sharing or linking data beyond a company or organization
or across countries or regions in different jurisdictions—for example, when cross-border
data transfer is a prerequisite for the business from the perspective of global supply
chains—companies need to appropriately combine, based on their portfolios, applicable
procedures and technical measures in their business domains to ensure compliance with
laws and regulations in different jurisdictions, conformity with international rules, and

protection of their rights and interests associated with data.

® To achieve this, traditional information security management, which mainly ensured
safety via secure technologies on a system-by-system basis within a company, is no
longer sufficient to ensure security. At each stage of the data lifecycle, it is essential to
implement data security that combines rules, technologies, and processes, while taking
into account the jurisdictions of each stage and the specific circumstances of data sharing
and linking, such as whether the data is actually transferred, or kept within a designated

jurisdiction, only allowing access to reference the data.

® Asdiscussed above, in order to maximize the use of data, companies need to use data as a
starting point, and constantly improve their overall capabilities (i.e., enhancing data
maturity) to respond quickly to changing social conditions and advanced technologies and
utilize data in a sustainable and organized manner, thereby increasing their corporate

value, while maintaining compliance with laws and regulations of relevant countries and




regions, including Japan, as a fundamental premise. Enhancing data maturity* not only
raises the level of internal data management and governance but also serves as an
important benchmark when selecting a partner to share and link data with, such as
whether the counterparty is capable of handling data appropriately and is trustworthy. It
also leads to improving corporate reputation. In other words, discussions on measures to
enhance data maturity will also lead to efforts that contribute to dialogue with investors

and other stakeholders.

® Meanwhile, with the emergence of advanced technologies such as Al and edge
computing, data is no longer handled solely by humans, but is now generated and
acquired, processed and utilized, transferred and provided, and stored automatically by
systems and software. While Al and other advanced technologies are expected to bring
tremendous value to companies, they are still in a developmental stage and are expected
to evolve rapidly in the future. Therefore, it would be appropriate to thoroughly consider
how to handle them in advance and to continually review the approaches during the

operational stage.

® [n the past, it was enough for companies and organizations to implement data
management® internally. However, data is now being shared and linked across industrial
sectors and from the perspective of global supply chains as mentioned above. Therefore,
in order to maximize the generation, acquisition, and utilization of data that spans across
organizations, industries, countries, and jurisdictions, companies must address wide-
ranging multi-layered issues.® These include complying with laws and regulations of each
country and international rules; identifying risks, introducing technologies related to data

access, analysis, control and improving their proficiency in using them; improving related

* The data maturity of an organization is its ability to effectively use data based on levels of importance
from the organization’s strategy or business management perspectives. In the UK, the Data Maturity
Assessment (DMA) for Government Framework defines five levels for maturity in the DMA for
government agencies: Beginning, Emerging, Learning, Developing, and Mastering.
https:/www.gov.uk/government/publications/data-maturity-assessment-for-government-framework/data-maturity-
assessment-for-government-framework-html

5 “Data management” in the Guidelines primarily refers to measures implemented at the operational level
where data is handled. On the other hand, “data governance” is positioned as activities that contribute to
explaining to stakeholders how data can be effectively utilized as a corporate management resource.
See Appendix (Related URL): Data Management Framework for Collaborative Data Utilization

https://www.meti.go.jp/policy/netsecurity/wgl/DataManagement-Framework.pdf (Available in Japanese)

6 At the international level, the International Arrangement for Partnership (IAP) was established within
the OECD in 2023 to make possible the concept of Data Free Flow with Trust (DFFT) proposed by
Japan. Under the IAP, specific projects are underway for enhancing transparency of policies and
regulations on cross-border data transfers, international remittances, and privacy-enhancing
technologies.

DFFT URL :https://www.digital.go.jp/en/policies/dfft



https://www.gov.uk/government/publications/data-maturity-assessment-for-government-framework/data-maturity-assessment-for-government-framework-html
https://www.gov.uk/government/publications/data-maturity-assessment-for-government-framework/data-maturity-assessment-for-government-framework-html
https://www.meti.go.jp/policy/netsecurity/wg1/DataManagement-Framework.pdf
https://www.digital.go.jp/en/policies/dfft

internal processes; and developing and securing human resources to manage and utilize
data’. Addressing these issues will become increasingly necessary in the future, based on
the fundamental premise of compliance with the laws and regulations of the relevant
countries and regions, including Japan, and also from the perspective of accountability to

various parties including customers and business partners regarding the handling of data.

® As described above, in light of structural transformation of the entire economy and
society that goes beyond digital transformation of individual companies, data must be
treated as a new management resource alongside the traditional management resources of
people, things, and money. In the sharing and linking of data across jurisdictions, nations,
industries, organizations, etc., it has become essential to implement protection measures
focused on data (data security), rather than responding at the level of information
systems, and to implement data governance in an agile manner that maximizes data
utilization based on the premise of compliance with the laws and regulations of each
country. This has now become an important management issue that should be addressed

by business executives through top-down leadership.

7 See page 8 of the Data Governance Handbook for Becoming a Trusted Partner of the Information-
technology Promotion Agency, Japan (IPA) https:/www.ipa.go.jp/en/digital/data/data-spaces-academy.html
(Available in Japanese)



https://www.ipa.go.jp/en/digital/data/data-spaces-academy.html

Based on the above, the Guidelines set out the following four pillars of data governance,
particularly for the purpose of enhancing corporate value through the sharing, linking,
and utilization of data, while ensuring the interoperability of data under mutual trust with
stakeholders:

(1) “Business processes aligned with the reality of cross-border data” that enable
interoperability with countries and regions where laws, regulations, and rules are

constantly changing in areas where a company is engaged in business.

(2) “Data security” throughout the counterparties sharing and linking data for which
cannot directly control. It combines rules, technologies, and processes based on the

different stages of data lifecycle.

(3) “Data maturity,” which indicates a company’s overall ability to maximize the use

of data in a sustainable, flexible, and organizational manner.

(4) “Guiding principles for the use of Al and other advanced technologies” that

continue to evolve rapidly.

Furthermore, the Guidelines set out actions to be taken by business executives, as well as
measures to be taken by Chief Data Officers (CDOs) and/or departments, etc. dedicated
to data governance®, in response to changes in the international and domestic

environment.

Perspectives Required of Executives

The purpose of data governance is not only to protect against the above-mentioned
changes in domestic and international laws and regulations, social norms, and rapid
technological changes, but also to continuously and agilely enhance corporate value
through the use of data in environments over which a company has no direct control,
through means such as value creation, building mutual trust, and ensuring fairness in the

use of data.

8 In the Guidelines, appointing a CDO or establishing a dedicated department is considered an important
means of promoting data governance within a company, however, establishing such position or
department is not the goal. Rather, it is desirable for a company to build a system that enables it to
maximize the use of data by also using other means, based on individual circumstances. It should be
noted that appointing a CDO or establishing a dedicated department is not a mandatory requirement for
DX Certification. For information on the roles and functions of CDOs or similar organizations, see the
Data-Oriented Command Center Handbook for CDOs in the Appendix (Related URL): Data Spaces
Academy (Information-technology Promotion Agency, Japan). https:/www.ipa.go.jp/en/digital/data/data-
spaces-academy.html#the-chief-data-officer-handbook
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® In implementing data governance in this manner, companies need to handle their internal
data in a cross-sectional manner. This requires a continuous agile cycle of utilizing data,
formulating risk countermeasures, evaluating their results, and reviewing initiatives
between the CDO or other dedicated department and the departments that generate and
utilize data, as well as with the person or department responsible for corporate

governance.

® Data governance is one of the responsibilities of executives that should be implemented
under their strong leadership. In doing so, it is important to address the four pillars

described later with the following perspectives in mind.

Alignment with Corporate Vision and Digital Transformation Strategy

v' To achieve a sustainable digital transformation and enhance corporate value by
maximizing the use of data, companies need to promote data governance in
alignment with their corporate vision as if they are two sides of the same coin. It is
effective to refer the Digital Governance Code’, for which the objective is to

enhance corporate value through digital transformation management.

Accountability of Executives

v" In data handling in traditional corporate management, systems that stored
information were managed by a relevant department, and those which handled the
information carried out their operations in accordance with established guidelines.
However, as companies are now utilizing data for corporate management, risks are
also increasing. For example, collected data may contain incorrect information or
personal information. Also, when data is shared or linked with stakeholders or
transferred across borders, a violation of laws and regulations of a relevant country
or region may result in a claim for a large amount of compensation or cause serious

reputational damage to the company.

v' Therefore, in the event of an incident, it is extremely important for executives to

estimate the maximum impact based on an accurate understanding of the situation,

® Appendix (Related URL): The Digital Governance Code 3.0—Toward Enhancement of Corporate
Value by DX Management https://www.meti.go.jp/english/press/2024/0919_002.html (Available in
Japanese) states that a desirable approach to digital transformation management is “linking data with
business partners and various companies within the supply chain while complying with laws,
regulations, guidelines, etc., regarding data governance.” (Page-9)



https://www.meti.go.jp/english/press/2024/0919_002.html

and fulfill their accountability to stakeholders in Japan and overseas as well as to

society.

v" Furthermore, in terms of accountability to shareholders, investors, and society under
normal circumstances, if a company discloses that it is maximizing its value through
utilizing accurate and secure data exchange with others and improving its ability (to
achieve data maturity), such efforts are expected to be highly evaluated as a factor
for achieving a sustainability transformation (SX)'° as we move toward the era of a
data-driven society. Therefore, it is essential for companies to work on data

governance from the perspective of fulfilling accountability to stakeholders.

Building a Structure That Can Maximize Data Utilization

v Defining data as an important asset of company, by assigning CDO who is
responsible for data-related matters totally for example, establishing data governance
scheme is indispensable for corporate executives. In order to maximize the profits
and improve the efficiency of each business through the use of data and thereby
enhance corporate value, companies need to review, under the leadership of the
CDO or other relevant function, how data can be utilized to contribute to the
operation and inform management decisions beyond individual business fields and
across the company, taking into account the allocation of management resources
such as people, things, and money. It is essential to review the current information
link system!! while focusing on building a system that enables the CDO to work
closely with other CxOs and heads of individual businesses under the leadership of

executives.

v" In addition, when reviewing information link systems, executives themselves need to
ensure the alignment of such systems with their corporate vision and digital
transformation strategy, while engaging in communication with shareholders and

other stakeholders in the supply chain and elsewhere.

10 For more information on sustainability transformation (SX), refer to the Appendix (Related URL): ITO
Review 3.0 of the Ministry of Economy, Trade and Industry’s SX Study Group.
URL:
https://www.meti.go.jp/policy/economy/keiei_innovation/kigyoukaikei/ito_review_3.0__sx_edition__re
leased_august2022_en.pdf

' When reviewing information link systems, companies need to pay adequate attention to the location of
the data being handled and the legal interests associated with the data.

9


https://www.meti.go.jp/policy/economy/keiei_innovation/kigyoukaikei/ito_review_3.0__sx_edition__released_august2022_en.pdf
https://www.meti.go.jp/policy/economy/keiei_innovation/kigyoukaikei/ito_review_3.0__sx_edition__released_august2022_en.pdf

Embedding Data Governance in Corporate Culture and Developing Human

Resources

v

To maximize the use of data and continuously enhance corporate value, it is essential
that the value and risks of data are understood across the entire company, including
those in the frontline operations who actually use the data. A corporate culture that
leads to sustainable enhancement of corporate value through the use of data is not a
given. It is important to envision a desired corporate culture and thoroughly
communicate it as a management policy, starting from the phase of consideration of

data governance.

Furthermore, in order to use data more effectively to contribute to enhanced
corporate value, it is essential not only to improve skills related to analysis and use
of data, but also to hire and develop human resources with highly specialized skills,
such as prompt engineering, i.e., processing data to make it suitable for algorithms of
Al models to be used.

It is also important to develop human resources, assemble highly specialized teams,
and leverage external organizations and experts to understand changing domestic
and international laws, regulations, and international rules, and to increase sensitivity

to the latest technologies that may lead to disruptive innovation.

10



The Four Pillars in the Implementation of Data Governance

1. Business processes aligned with the actual statuses of cross-border data exchanges
2. Data security
3. Data maturity—Overall ability of an organization to create value by utilizing data

4. Guiding principles for the use of Al and other advanced technologies

Based on the foregoing discussion, the Guidelines set out, for each of the four pillars of data
governance, the Basic Concept, Matters Executives Should be Aware of, and the Desired
Direction.

While the Desired Direction is basically intended to be used as a reference by executives
when they work on data governance, it also includes matters that CDOs are encouraged to work

on themselves'2.

12 In addition to the matters stated in the Desired Direction section of the Guidelines, also refer to the
materials and guidelines listed in the Appendix (Related URL).

11



1. Business processes aligned with the reality of cross-border data

1-1. Basic Concept

¢ Based on the understanding that foreign laws, international rules, and regulations,
etc., of the countries and regions where data is shared and linked are constantly
being updated, companies should clearly define their business processes that span
the value chain, including their research and development, product design,
manufacturing, finance, marketing, sales, after-sales service, and various
regulatory approvals, and also extending to their domestic and overseas
stakeholders with whom data is shared and linked. Companies should also ensure
the visualization of data utilization and, to the greatest extent possible,

traceability throughout the data lifecycle.

*  When formulating business processes for cross-border data, companies should
strengthen their understanding of risks particularly in the following contexts, and

take measures in line with the reality of cross-border data transfers, etc.:

(1) Responding to risks based on current laws and regulations of the relevant

countries and regions as well as international rules
(2) Securing legal interests associated with data based on its location

(3) Addressing risks arising from the actions of data-sharing/links partners or

servicers

(4) Addressing risks arising from the complexity of business processes and

governance

12



1-2. Matters Executives Should be Aware of

* Risks associated with cross-border data transfers vary depending on the unilateral
introduction of regulations by the relevant countries and regions, or international
rules, etc. When a company shares or links data with its overseas bases, it needs
to keep in mind the current and near-future risks involved in data sharing and
linking between the two parties, and take appropriate measures while taking into
account the regulatory situation in each country and the trends in innovations

aimed at overcoming such constraints.

*  When anticipating near-future risks, companies also need to constantly pay

attention to trends outside the relevant countries and regions.

* Even when sharing and linking data with overseas stakeholders, risks that cannot
be fully anticipated at the stage of formulating business processes may arise, such
as the introduction of data localization in the relevant countries and regions,

unintended use of data due to different business practices, or leaks of data.

1-3. Desired Measures

* In addition to understanding the current status of laws and regulations of the countries
or regions where data is shared or linked as well as international rules, companies
should use third-party organizations to examine the direction of future updates, assess
the risks that may arise in two-way data sharing and linking with their overseas bases,
as well as risks that may arise from the relationships with stakeholders, and implement

measures against the risks that require a priority response.

*  When retrieving the data stored in the office or center located in a foreign country, or
removing such data to the other countries, companies should exercise the utmost care
to comply with the laws and regulations of that country or region, even if data is
accessed or transferred within the company'®. In particular, when the data includes
third-party-generated data or personal data such as medical, financial, or educational

information, companies should ensure that associated legal interests are not violated.

13 See Appendix (Related URL): Manual on Cross-Border Industrial Data Management .
https://www.meti.go.jp/english/press/2025/0127 001.html
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Companies should examine and monitor relevant foreign laws and regulations as well
as international rules on an ongoing basis by using external organizations, and carry
out risk assessments and countermeasures themselves because they are familiar with
how their current business processes have been developed. Companies should then
receive evaluations from third parties and/or experts. When making changes to
business processes, companies should share information with relevant organizations

and stakeholders, and then agilely review the processes along with relevant rules, etc.

When sharing and linking data with overseas parties, there is a possibility that some
risks and obstacles may arise due to differences in the systems and data link platforms
of both parties, or due to the intermediaries of both parties. Therefore, companies
should clearly state the contract terms and/or rules in advance in documents concluded
with all stakeholders such as business partners with whom they share or link data,
especially with domestic and overseas stakeholders in the supply chain, to clarify

liability for defects and other matters, and review them as necessary.

At the same time, since the ultimate objective of data sharing and linking is to drive
digital transformation and enhance corporate value, companies should adopt flexible,
scalable platforms and tools to continue ensuring data interoperability. In doing so,
they should also implement measures to address risks arising from the complexity of
resulting business processes and governance, while taking into account the regulatory

situation and trends in innovations aimed at overcoming such constraints.
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2. Data security

2-1.

Basic Concept

Companies need to shift their focus from information systems to data, and have a
mindset aimed at rearranging security requirements around data itself to

effectively protect their rights associated with the data they acquire and hold.

Unlike information security, data security cannot be established based mainly on
systems and technologies. Other important elements of data security include
frameworks such as rules and contracts for handling data, as well as the human

resources that handle them.

Specifically, the following factors need to be considered:

(1) Taking measures according to the trustworthiness of stakeholders with
whom data is shared or linked

(2) Securing legal interests associated with data based on its location
(3) Justification for data use

(4) Ensuring the integrity and currency of data

(5) Visualization of data status and location

(6) Written rules, systems, processes, etc.

(7) Analysis and understanding of risks and applicable legal systems according
to the state of data and the stage of utilization

(8) Establishing all above-mentioned within acceptable risk levels throughout
the data lifecycle

(9) Human resource development and data literacy

2-2.

Matters Executives Should be Aware of

In the past, security management was implemented mainly based on the
information systems in a company. However, because users of data are not
limited to a single entity, the required data quality and protection measures vary

depending on the stage of data lifecycle. The CDO or other relevant function

15




* Companies should implement systems, technologies, and processes for

needs to examine the quality required of data across its lifecycle, not only within

their companies but also across stakeholders with whom data is shared or linked.

counterparties with whom data is to be shared or linked to enable seamless data
sharing. At the same time, companies need to block access from whom they do
not wish to share or link data. Taking such data security measures is also
important from the perspective of ensuring the trust of various parties, including

customers and business partners.

2-3.

Desired Measures

Based on the data lifecycle—from generation, transfer, processing, visualization,
linking, storage, to deletion—companies should identify risks that arise from data
moving across jurisdictional borders and potential risks originating from stakeholders
at each stage, and formulate policies to address those risks. In doing so, companies

should take into consideration the elements outlined in the Basic Concept.

Since data sharing and linking should only occur among trusted stakeholders, when
such sharing or linking is compelled by national or regional laws and regulations or
international rules, etc., companies should analyze risks according to the levels of
trustworthiness and data maturity of the counterparty, and formulate response

measures in advance to prepare for any unexpected circumstances.

The use of acquired data must remain within the scope authorized by the entity that
created the data, and the justification for data use must be maintained. Special care is
required especially when handling personal data.

For this reason, for example, when data is used automatically by software or systems
without human intervention, companies should introduce a system that uses Al or
other means to analyze personal information and biased data, and to take appropriate

action such as deleting or anonymizing such data.

In addition, because careful attention needs to be paid to the integrity of the data
acquired, companies should ensure matters such as that the data comes from a
trustworthy source, is not tampered with or leaked, and that the entity that generated or
sent the data is not disguised. When companies use data, they should ensure the
integrity of the data through contracts and written rules, and should not use data for
which integrity is not guaranteed, or at least limit its use within the organization on the

premise of its integrity, without sharing or linking such data with any third parties.
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* Companies also need to pay attention to data currency. When analyzing the acquired
data for decision-making or generating secondary data from it, outdated data may not
produce desired results. Therefore, entities that generate data should, at the very least,

timestamp their data according to the precision required for that data.

* Companies should visualize the location and condition of data across their
organization, and have an appropriate management system in place. Companies should
set rules according to the data lifecycle regardless of whether data moves within an
organization or is transferred outside the organization, and consider management and
use of data across the supply chain through technical protection measures such as
contracts and encryption, as well as digital IDs, etc. Especially when using cloud
services, companies should pay close attention to the security of the cloud service and

the jurisdiction wherein the data resides'.

* For data which has a usage period that has been set by the creator or data that may
pose risks to the creator or third parties due to the data being stored for a long period

of time, companies must ensure that such data is disposed of properly.

* Particularly for data that must be highly protected as personal information, such as
some medical or educational data, the entity that provides the data may be held
responsible if the counterparty with whom the data was shared or linked misuses the
data. However, since it is often difficult to monitor how the shared data is being used,
companies should, at minimum, stipulate the scope of responsibility in a legal

document with each counterparty with whom data is directly shared.

* In implementing data security, redefine sensitive data from those selected as a data set
in the past, companies should now classify them into levels'® according to their

importance and size of risk that may arise from sharing or linking data on a data-by-

14 Legislation is progressing for so-called data localization, which requires that data necessary for
business be stored in the country or region of the business, therefore companies need to pay close
attention to these developments.

15 Appendix (Related URL): It is desirable to establish multiple levels, such as Confidential, Secret, Trade
Secret, Internal Use Only, and Other, while ensuring consistency with confidentiality levels 1, 2, and 3
in the Guide for Common Standards for Information Security Measures for Government Agencies
(Third Edition).www.nisc.go.jp/pdf/policy/general/k303-072¢.pdf (Available in Japanese)

For information on Trade Secrets, refer to the Ministry of Economy, Trade and Industry’s website,
Trade Secrets: Protecting and Utilizing Trade Secrets.

https://www.meti.go.jp/english/policy/economy/chizai/chiteki/index.html
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data basis. Companies should also implement technical measures according to each
level, and formulate written rules, systems, and processes. Given that the ultimate
objective is to create value through the use of data, companies should avoid overly

“defensive” operations.
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3. Data maturity—QOverall ability of an organization to create value through utilizing
data

3-1. Basic Concept

* Data maturity is a company’s overall ability to clarify whether the organization is
using data effectively, maximizing the value of data, minimizing the risks, and

achieving the highest performance, and to make improvements accordingly'®.

* Specifically, companies should conduct a multi-layered analysis of laws and
regulations to be complied with, technologies to be used, and operational
methods. They should also continuously achieve and improve the following by
implementing measures such as business processes aligned with the reality of
cross-border data and data security with an aim to achieve digital transformation

and enhanced corporate value.
(1) Continuous process improvement

(2) Anticipating difficulties, taking countermeasures, and fulfilling executives’

accountability

(3) A system that connects those in the frontline operations who use the data

with executives

(4) Cost-effectiveness analyses of Al and other advanced technologies as well

as data

(5) Enabling data stored in legacy systems to be used in Al and new data

platforms, etc.!”

(6) Human resource development and information sharing with stakeholders

16 For detailed information, see the Data Maturity Handbook in the Appendix (Related URL): Data
Spaces Academy (Information-technology Promotion Agency, Japan).
https://www.ipa.go.jp/en/digital/data/data-spaces-academy.html#the-chief-data-officer-

Japanese)

handbook (Available in

17 Updating the format of data stored in legacy internal infrastructure (such as information systems) or
taking other similar measures so that it can be used in Al and new data platforms (data modernization)
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3-2. Matters Executives Should be Aware of

¢ Continuous improvement of data maturity is an important factor contributing to

digital transformation and enhanced corporate value.

¢ To build mutual trust with stakeholders and fulfill social responsibility,
companies can disclose their levels of data maturity and specific initiatives.
Shareholders and investors may view it as an indicator of a company’s

sustainability.

3-3. Desired Measures

* Companies should implement a continuous cycle of improvements by formulating and
implementing policies to improve data maturity and evaluating the results. The results
should be evaluated by an audit body and/or external experts independent of business

operations, under the leadership of the CDO or other similar function.

*  When formulating the policies, companies should establish a certain standard (scale)
to determine whether the value of data is maximized and risks are minimized on an
ongoing basis'® when processing data. This can be done, for example, by managing
the data quality and handling issues through appropriate processes. Next, companies
should self-examine and evaluate their current maturity level, communicate the results
of evaluation across the organization, define the next target level, and then implement

specific measures.

*  Companies should respond promptly to any unforeseen incidents in accordance with
pre-defined incident impact levels, and executives themselves should fulfill their

accountability.

¢ Companies should, under the leadership of the CDO, clearly define the person in
charge of each organization and their role, and establish a system that enables
management to respond quickly. By establishing various criteria for defining data
standardization and data quality'® and utilizing tools, systems, and various platforms,

etc., companies should make the status of data how it’s using in each workplace

¥ When establishing a standard, the five evaluation levels specified in Capability Maturity Model
Integration (CMMI) may be used as a reference. ISACA CMMI URL: https:/cmmiinstitute.com/cmmi/intro

1 For data quality, see the assessment items in the Data Quality element of ISO/IEC 25012 (Assessment
of Data Quality).
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visible to the CDO/dedicated department or organization with similar function, and

even executives.

Proposals for adopting advanced technologies or for creating or acquiring new data
should be made by CDO or other responsible officer predefined to the executives
based on a cost-benefit analysis, and such proposals should be implemented with any
additional measures that may be required. For matters that require judgment by
stakeholders, the CDO or other responsible officer predefined should serve as the

main proposer, with the support of external experts if necessary.

Utilizing data and/or visualizing processes of so-called legacy systems that are still
being operated on old internal infrastructure has become a common challenge for
many companies and organizations. Companies should update their data format to
make such data usable for Al and new data platforms, and focus on future data sharing
and linking within and outside the company or organization when ensuring data

quality suitable for cross-departmental use.

To enhance data maturity, it is essential for companies to not only improve data
literacy across the company, but also appoint personnel with advanced data skills for
positions in charge of each organization. CDOs, in cooperation with executives and
the human resources department, should formulate human resource development and
recruitment plans, develop talent through on-the-job training, and establish a personnel

system where employees are evaluated and treated appropriately.

The level of data maturity is affected not only by the company itself, but also by the
data maturity level of stakeholders with whom data is shared or linked. Therefore,
companies are encouraged to share information about their specific initiatives with
their stakeholders and work together to improve data maturity. In order to
continuously build mutual trust with stakeholders and society, companies should
communicate their current levels of data maturity and specific initiatives to society on

a continuous basis.
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4. Guiding principles for the use of AI and other advanced technologies

4-1. Basic Concept

*  When utilizing Al and other advanced technologies, companies need to establish
policies in accordance with domestic and international laws and regulations
related to the data being used, as well as guidelines on cybersecurity and data
security?’, so that they can maximize the power of the technology while
minimizing adverse impacts on society and individuals. Companies should also
formulate guiding principles for the collection, utilization, and disclosure of
results; the provision of such results to third parties; and use by recipients of the
data. They should also ensure that such guidelines are thoroughly communicated

within the organization and to stakeholders.

* As Al continues to evolve, Al systems, including Al models and embedded
algorithms, will continue to change rapidly. Accordingly, companies should
establish guidelines for each of the above-mentioned frontline operations

involved in the handling of data being used, and review them as necessary.

4-2. Matters Executives Should be Aware of

¢ Collecting and preparing data used for training Al and data used by Al in line
with the algorithms embedded in Al models are important factors in enhancing

corporate value through the use of Al

*  While the rapid evolution of Al and other advanced technologies is expected to
bring significant value to a company, the data collected for Al training and actual
data used for Al may become “Blackbox,” which could lead to risks related to

personal information, and even serious information security risks.

¢ The dramatic advancement of analytical capabilities, including Al and quantum
computing, has made it increasingly difficult to draw the line between sensitive

and non-sensitive data. It is important for companies to consider what constitutes

sensitive data in terms of their business strategies (including unstructured

20 The Ministry of Economy, Trade and Industry, Cybersecurity Management Guidelines
https://www.meti.go.jp/english/policy/safety security/cybersecurity/index.html
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information such as know-how), and thoroughly communicate the guiding
principles, which take into account the three pillars of data governance outlined in
the Guidelines, which are data maturity, business processes aligned with the
reality of cross-border data, and data security. They should be communicated not

only internally but also to stakeholders with whom data is shared or linked.

* Ifa company overprotects data related to its know-how, it can delay the adoption

of Al, and its productivity may fall behind others, posing a business risk. When
providing data to Al developers as training data, it is important for companies to
enter into a confidentiality agreement or make a similar arrangements regarding
the data provided and the training outcome. By doing so, companies can prevent
the data from being leaked to competitors and prevent the repurposing of tuned
AL

* As Al and other advanced technologies are evolving rapidly, companies should—

under the leadership of the CDO or a similar function—formulate policies and
guiding principles for each system (such as Al IoT, and quantum computers),

and review and update them as necessary.

4-3.

Desired Measures

To maximize the power of Al and other advanced technologies while minimizing the
negative impact on society and individuals, companies should disclose their corporate
policies, develop them into guiding principles, evaluate the results, disclose them as

necessary, and implement a continuous cycle of improvements.

When evaluating the results, companies should incorporate the opinions of external
experts who have no direct vested interest in the company. Such external experts
include highly specialized engineers as well as experts in law, sociology, business
management, etc. Furthermore, since the determination of the timing to review the
guiding principles requires expert knowledge, companies should not only make

decisions internally but also receive periodic evaluations by such external experts.

To prevent tuned Al itself from becoming a Black box, companies should maintain the
data used for Al training and information such as the reasons for using the data as

reference documents within the company.
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* In formulating the guiding principles, companies should refer to the A7 Guideline for

Business®!, and consider the following main points regarding the data to be used in Al:
(1) Protection of Personal Information

To ensure compliance with relevant laws and regulations such as the Act on the
Protection of Personal Information and the European GDPR, companies should,
under the responsibility of executives, formulate and disclose policies regarding
the handling of personal information in the use of Al and other advanced
technologies, and take appropriate measures according to the importance of
personal information to ensure that personal information that may be contained in

the data is protected.
(2) Protection of Sensitive Data

Even when deleting sensitive data before use, companies should incorporate a
mechanism for Al to delete or anonymize sensitive information in case such
information is contained in the data, and after conducting Al machine learning,
they should take measures such as verification tests and fine-tuning, and
implement appropriate safeguards to respect corporate intellectual property rights,

including data related to personal information and know-how.
(3) Providing Information to Relevant Stakeholders (Ensuring Transparency)

Based on how the data is used in Al and factors such as the nature and purpose of
Al, provide and explain information that outlines the following points, for

example:

* The fact that the data is being used in Al and the extent to which it is being

used
* Methods for collecting data and deleting personal information, etc.
* Information regarding the underlying Al model, etc.

* Relevant laws and regulations applicable in the countries or regions to which

the results of Al processing are provided

2! The Ministry of Internal Affairs and Communications and the Ministry of Economy, Trade and
Industry, Al Guideline for Business

https://www.soumu.go.jp/main_content/001003028.pdf

https://www.meti.go.jp/english/press/2024/0419_002.html
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“4)

)

(6)

Ensuring Verifiability (Accountability)

To ensure accountability when social issues or issues related to personal
information arise due to Al or its input/output data, companies should record and
retain logs of input and output data in each process from the development of Al
systems and services, machine learning to use of such Al systems and services,

within a reasonable scope in accordance with the volume and content of data.
Ensuring Security

Companies should implement robust protection against cyberattacks by, for
example, strengthening access control, encrypting data, and maintaining logs of
data verification, and ensure safety through regular inspections and updates to

prevent unexpected outcomes and misuse.

Furthermore, as new techniques of external attacks on Al systems and cloud-
based Al services emerge every day, companies should review points of concern

to respond to these risks.
Education and Literacy

Companies should provide necessary training to those involved with Al so that
they correctly understand Al, as well as have the knowledge, literacy, and ethics

to use Al in a socially responsible manner.

Especially in the frontline operations where Al is used, the purpose of using Al
and the scope of data to be used may not be clearly defined in advance, or may
change continuously during use. Therefore, it is important to educate those

involved so that they can control their actions themselves.
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Going Beyond the Implementation of Data Governance

In the Guidelines, we mainly described ways companies can prepare to achieve a digital
transformation through the use of data, thereby enhancing their corporate value towards the
achievement of Society 5.0. Ultimately, the goal of using data is to enhance corporate
value. To achieve this, it is essential to improve the interoperability of data, and it is
important for executives to take the lead in raising awareness within the company and

among stakeholders of the following points:
® Awareness of the Latest Technologies

*  With the dramatic advancement of computing power, society is moving toward
Cyber-Physical Systems (CPS??). In terms of management and utilization of data, a
stronger focus is now being placed on the creation of recommendations based on
data relationships using graph databases®, in addition to conventional analysis of
large-volume data using Relational Databases (RDBs?*). Moreover, as the trend
towards decentralized systems in data spaces is gaining momentum in Europe,
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research on distributed AI* is also becoming more active.

* These technologies have the potential to become disruptive technologies that create
a paradigm shift in data sharing and linking, therefore executives need to raise their
sensitivity to a broad range of the latest technologies and pay close attention

especially to these technological developments.
® Enhancing Data Literacy Across the Company

* Data governance is an initiative carried out under the responsibility of executives,
and it spans the entire company and all stakeholders, including employees in the
operational workplace. Therefore, companies cannot improve their data maturity

without improving the skills of employees in the frontline operations.

* To enable the frontline operations to increase their creativity and ability of

improvement—the strengths of Japanese companies—in utilizing data, data

22A system or society in which cyberspace and the real world are highly integrated
2 Graph DB: A relatively new database that focuses on data relationships based on the graph theory.

24 These databases have been widely used for many years and are suitable for processing large-volume
data with a predefined structure.

2 Distributed Al: Al calculations are distributed across multiple devices and servers rather than on a
central server.
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literacy education must go beyond technical training. It should include

understanding the importance and risks of data in enhancing corporate value.
® (Creating a Sustainable Society through the Promotion of Data Sharing

¢ Data remaining stagnant within companies and not being utilized not only may
create issues for companies and industries, but also lead to inefficiency and
inconvenience for society as a whole?®. To address these social issues, companies
should share and link data more proactively with other companies, organizations,
and groups in the areas where they operate. Such efforts can contribute to reducing
social costs, improving living environments, and enhancing stakeholder

satisfaction.

* Asdescribed above, data links and sharing are beneficial for the economy and
society as a whole. In order to drive data links and sharing, companies need to re-
examine data sets that have previously been treated collectively as sensitive
information on a data-by-data basis, reassess whether such data constitutes
sensitive information based on the current situation, and share less-sensitive data
with relevant businesses and society. By doing so, companies may be able to
increase the value of their products and services and avoid unnecessary

investments.

*  Moreover, as Japan faces declining population and an aging society, a decrease in
demand density has led to a decline in profitability, even in sectors that have
previously been considered competitive. In light of such changes in the
environment, companies need to extract relevant data held internally and designate
it as a collaborative area, and share and link such data with other companies and
society so that they can allocate their limited management resources in more

profitable domains.

* Executives should, on the premise of sharing data with other companies and
society, review both the risks and benefits across the entire data lifecycle and
actively engage in data governance. This will lead to better reputation and

sustainability, and contribute to improving the sustainability of society as a whole.

26 For example, construction of high-rise apartment complexes has led to a localized increase in
population, resulting in problems such as a sharp increase in the number of children on waiting lists for
nursery schools and difficulties in managing elementary and junior high school facilities. Commuter
trains have also become overcrowded, causing inconvenience to local residents and resulting in lower
satisfaction among people who purchased the apartments. Moreover, schools had no choice but to hire
more teachers during the school term, and railway companies had to revise their timetables.
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*  We believe that such efforts made by companies will lead to the achievement of
Society 5.0, a human-centered society that is sustainable and resilient, achieving

both economic development and the resolution of social issues.
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Appendix (Related URLS)

The Digital Governance Code 3.0—Toward Enhancement of Corporate Value by DX
Management
(Ministry of Economy, Trade and Industry)

https://www.meti.go.jp/press/2024/09/20240919001/20240919001-1.pdf (Available in
Japanese)

Data Management Framework for Collaborative Data Utilization
—A New Approach toward an Establishment of Trust in a Data-Driven Value
Creation

(Ministry of Economy, Trade and Industry)

https://www.meti.go.jp/policy/netsecurity/wgl/DataManagement-Framework.pdf
(Available in Japanese)

Interim Report of the Expert Group on Data Free Flow with Trust (Ministry of
Economy, Trade and Industry)

https://www.meti.go.jp/shingikai/mono_info_service/data_ekkyo iten/pdf/20220228
2e.pdf

Consideration of Data Utilization Frameworks and Systems (Cabinet Office)

https://www.cas.go.jp/jp/seisaku/digital gyozaikaikaku/datal/datal siryou3.pdf
(Available in Japanese)

Bill to partially amend the Basic Act on Forming a Digital Society to improve the
convenience of those involved in administrative procedures and to simplify and
streamline administrative operations through the use of information and

communication technology (Digital Agency).

https://www.digital.go.jp/en/laws/423e67de-d520-4d46-8260-54b413125544

Contract Guidelines on Utilization of Data (10T Acceleration Consortium)
(Ministry of Economy, Trade and Industry)

https://www.meti.go.jp/policy/mono_info_service/connected industries/sharing_and
utilization/20170530003-1.pdf (Available in Japanese)

Manual on Cross-Border Industrial Data Management (Ministry of Economy, Trade
and Industry)

https://www.meti.go.jp/english/press/2025/0127 001.html

Guide for Common Standards for Information Security Measures for Government
Agencies (Third Edition) (NISC)

https://www.nisc.go.jp/pdf/policy/general/k303-072¢.pdf (Available in Japanese)
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https://www.nisc.go.jp/pdf/policy/general/k303-072c.pdf

Al Guideline for Business (Ministry of Internal Affairs and Communications)
(Ministry of Economy, Trade and Industry)

https://www.soumu.go.jp/main content/001003028.pdf

https://www.meti.go.jp/english/press/2024/0419 002.html

Guidance for Integrated Corporate Disclosure and Company-Investor Dialogue for

Collaborative Value Creation 2.0 (Ministry of Economy, Trade and Industry)

https://www.meti.go.jp/policy/economy/keiei innovation/kigyoukaikei/guidance for
collaborative value creation 2.0 en.pdf

ITO Review 3.0 (Ministry of Economy, Trade and Industry)

https://www.meti.go.jp/policy/economy/keiei_innovation/kigyoukaikei/ito_review_ 3.0
__sx_edition__released august2022 en.pdf

Data Maturity Assessment for Government: Framework (UK)

https://www.gov.uk/government/publications/data-maturity-assessment-for-
government-framework/data-maturity-assessment-for-government-framework-html

Data Spaces Academy (Information-technology Promotion Agency, Japan)

https://www.ipa.go.jp/en/digital/data/data-spaces-academy.html#the-chief-data-
officer-handbook

ISO/IEC 38505-1: Information technology — Governance of IT — Governance of
data

https://www.iso.org/standard/56639.html

Capability Maturity Model Integration (ISACA)

https://cmmiinstitute.com/cmmi/intro
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