EFBRFICEITAHRED-HIZSBITREF SN X
(CRYPTRECEE S JRR) ()
%WOEOHOE
TORANT-RBE - BREEZES

BFBFHREEE) X
BERMRES RUBEEZE S (LUT.CRYPTRECIEWLS, ) IZEYREMER
VEEMRENERIN-BEEAPIZOVT, TSI ITRAEREN 2 TH S
VEROERDRAFTENDEHESIN ., BERBMOFRAEHETLIZEOD XL,
BHE.MATIREICOVWT. IEEREEH (ZILIJVXLRUERER) ICETS
E&Eﬁﬁfwiﬁilzéi&l,m\ﬁﬁéﬁiL\f:izi‘aA(:ti BEFHAHERES)RXLD
ERMEFALTWSEIFRGINGWNIEIZEBETHIE,

R a4 RNl

DSA

ECDSA

Z4 EdDSA

RSA-PSS™"

/\ ﬁ. gﬂﬁ-:‘ -
DRSS RSASSA-PKCS1-v1 5"

S RSA-OAEP "

4}

e DH
ECDH

FS

64E v T Oy IRE S *2 2oL

N AES
HBRES 1288y OV IRES

Camellia

AR —LHEES KCipher-2

SHA-256

SHA-384

SHA-512

SHA-512/256

AR :F =) SHA3-256

SHA3-384

SHA3-512

SHAKE128*12

SHAKE256 %12

CBC

CFB

ESFAE—F | BEE—F oTR

OFB

TOAIIFHEE . RBEEA YA N\—tEF 1 T HBEERURFEXELAEBRFERBEEEENERE DS EL RO . BEHI
NERIZ $61ﬁ$ﬁt:\:1')74ﬂ%®?ﬁﬁ€.6§ﬁ)ﬁ75\'9 BEMRICKIEREFFENMTHILICKY. TOAIILT. BHEER
URBREEXEICBITAERDBREICETHILEBNEL TR,

PEESAAE—R. AvE—URa—FR. T Ta TR, DB A EORSRfIEHEAEHLETRIATHILESNTLY
BH%, ZDi5E . CRYPTRECES Y AMIBEIN LI DESEMfTLMEFEDEDIE,
S CRYPTREC, I SMEEMH (ZITUXLRUEEREIN ICET SR TERE, https://www.cryptrec.gojp/list.html

1



XTs(EW)
CCM
GCM(EEAL)

PR EMEE—RY

)“y't'_/un.. n.l.T:: N

CMAC

HMAC

FORERE &

ChaCha20-Poly1305

ISO/IEC 9798-2

ITA4T4R5E ISO/IEC 9798-3

ISO/IEC 9798-4

GE1)

(Gx2)

(Gx4)
(GE12)
GE13)

GE17)

BT DIEHR AT LICEVWTHFERASINTLWAES 7L XALASHA-TR Y
RSA1024|21% 5% 17168t 1 (FR20F4 A BEHREXF 12U TABERKERTE., Frk24
F10OARBRREF LI TA N EKHEESBTRAE)ZRBEFATCHET S L,
https://www.nisc.go jp/pdf/policy/general/angou_ikoushishin.pdf

(2538 18[HE)

CRYPTRECEE B RAFZH T, 64E YT OVIEEIZEY . RI—DEXHVTE
ST 556,227 090F T, A—D#EZHAVTCMACTAY—UBiIa—K%
T REE. 28 TAavIETET S,

FEERIMLRIF6E VNIRRT B,

Ny ag(F256E YR EET BRI E,

CRYPTRECEE B RANMEEH DT OvIIEE %, RILFEMEET—FLEAEHE T,
[SREIRES I ELTHESZENTED,

JOvIrES(Z(X. CRYPTRECEE S RANMEF 128E YT OV IEESEFES, FIFA R
BIEAL—D T INA ZADIESALIZIRY . BE A EIENIST SP800-38EIZHES &,



HESRAR RS
CRYPTRECIZKYZEM R U EEMRENERIN
MZiBEESh A H

SRk

BEHEDHHEE

SRMTCDURAL BHE . KA

CERBFRFHERESYR
RESNTULDE

SHEFAYTIRE. TESREESH (FLITIXLRVRERRER) CEHTHRE

HEPOREICE

By OBREAVDIENRDONSZEIZBET HTE,

Hftina B = R AT
E4 BB
NEABERES SFRB AL
BiH PSEC-KEM®®
CIPHERUNICORN-E
64E I Oy IR 2O Hierocrypt-L1
MISTY1
CIPHERUNICORN-A
AR S 128w T OV IRES CLEFIA
Hierocrypt—3
Enocoro—128v2
AN)—LEEE MUGI
MULTI-S01 %7
AVDZER: |} &AL
o . T-Iélf% N B8
RERIRE | sEmET R | mumL
Ayt—IBEa—K PC-MAC-AES
R ZakL
ITATAREE B

(;¥5) KEM (Key Encapsulating Mechanism) — DEM (Data Encapsulating Mechanism) & %
2B 5FIAZRIRET S,

((¥6) CRYPTRECHES'ARMZIEWNT,64EVRTOVIRESIZEY ., RI—DEEFALVTHE
BT HHEE. 22709 0FET. A—D#EEHALTCMACTAYE—REEa—F%
ERTBI5E.22T0vIETET S,

GE7) FEXHAXIEI64EVLDELRIZIRS,

(G¥14) CRYPTRECHEEURMEE D ITOVIIEE%. BRELTESHMEE—FLEAEHE T,

MEREERE S | ELTRESSENTED,

BESAHAETE—N. Avt—UBRa—F. IV T/ T3R5 ORI EOBSHTEMEAEHETRRAT S LESh T

Bh, FDi54 . CRYPTRECHS
§ CRYPTREC,

SYRNMABHIN-OWT A DS HEMTIEHEABHEDIE,
ESREEG(FITUXLRUVERER) (CEAT 2% EHE, https://www.cryptrec.go,jp/list.html

3




ERERESYX
ERICBESNDIIRIDNEFILE HREIARERETEHLGIGo2E

CRYPTRECIZKVYHEZRINT-HF

SRM'DI5. BEHEF OO RGH AEZRER

THLDDA, BREHF LN OB TOFR AITHERELGLD, BEH . KRR
RESNTOSESHZRAT IR, IBESREEH(TILTVALRUVERE

RO ICEATIREREIDREICE

MIBBEZANSIENARDODONBIEIZEE

g5,
548 (RSSO
E4 BB
NEFRES SERK RSAES-PKCS1-v1_50¥8) (%9
i) BB
64E I Oy IREE E1 3—key Triple DES
HERES 128Evh T OV IRES BEA=1A{®
ARN)—LEES ZEGL
st
ESFIAE—K oot | HELL
R EFEE—R Y &L
Ayt—TRREEa—F CBC-MAC¥*'"
BRI = ZEiL
I T4 T8 BB

G¥8) [BF#EDEHRIATLICEVWTHERAINTWAEE7I/ILIdY XLSHA-1RY
RSA1024|21% 5 1TIEET | (FR205E4 B BHREF 1) T/ BERIEBRTE. FR24

F1O0OABEREXT AT EHES

BUE)EZBFTATHRAI S E,

https://www.nisc.go jp/pdf/policy/general/angou_ikoushishin.pdf
(*FR25%3H18181E)

(GE9) TLS 1.0, 1.1, 1.2TCHRARELNHAENLLEDFI RAEFRDH S,
GE11) REMOBANL AvtE—CRZETELTRHATRETHS,

(;£15) CRYPTRECEEE!AMZIHWT.64EvRTOVIRESIZLY . F—DREERLTHE
220 AyoET.R—DEEZFAVNTCMACTAYE—U R a—FK%E

SiLTRHE
AT BER

(;¥16) CRYPTRECH’E’.‘

l:lll., DIEH

27OV IETET %

SUAMEE O TOVIEESE . RIHMTEMEE—FEEAETHE T,
FIELTHESIZENTES,

BESMAE—N, Ayt—URFa—F, T T/ TR, OB A EOBSHTEMAEHhE TRATHILESN T

Bh, FDi54E . CRYPTRECHS

BSUAMBEIN DT NAOBESEMiEHATHEDIL,

TERICBREBROVRTLOT I3 EEORTOREERZ#MET 5L
8 CRYPTREC, IS EEH (I TV X LR VB RER) (CRT SR EEE, https://www.cryptrec.go,jp/listhtml

4



