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catalog:
uuid: 248604l1e-ea2a-48ad-ablb-218f74aaeceb
metadata:
title: NIST Special Publication 800-53 Revision 5 HIGH IMPACT BASELINE
last-modified: 2022-11-02T14:21:44.7493627Z
version: Final
oscal-version: 1.0.0
links:
- href: NIST_SP-800-53_rev5_HIGH-baseline_profile.yaml
rel: resolution-source
roles:
- id: creator
title: Document Creator
- id: contact
title: Contact
parties:
- uuid: c748c806-1d77-4695-bb40-el17b2afa82e
type: organization
name: Joint Task Force, Transformation Initiative
email-addresses:
- sec-cert@nist.gov
addresses:
- addr-lines:
- National Institute of Standards and Technology
- "Attn: Computer Security Division"
- Information Technology Laboratory
- 100 Bureau Drive (Mail Stop 8930)
city: Gaithersburg
state: MD
postal-code: 20899-8930
responsible-parties:
- role-id: creator
party-uuids:
- C748c806-1d77-4695-bb40-el117b2afa82e
- role-id: contact
party-uuids:
- €748c806-1d77-4695-bb40-el17b2afa82e
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groups:
- id: ia
class: family
title: Identification and Authentication
controls:
(%)
- id: ia-3
class: SP800-53
title: Device Identification and Authentication
params:
- id: ia-03_odp.01
label: devices and/or types of devices
guidelines:
- prose: devices and/or types of devices to be uniquely identified
and authenticated before establishing a connection are defined;
- id: ia-03_odp.02
select:
how-many: one-or-more
choice:
- local
- remote
- network
props:
- name: label
value: IA-3
- name: label
value: IA-03
class: sp800-53a
- name: sort-id
value: ia-03
links:
- href: "#ac-17"
rel: related
- href: "#ac-18"
rel: related
- href: "#ac-19"
rel: related
- href: "#au-6"
rel: related

- href: "#ca-3"
rel: related
- href: "#ca-9"

rel: related
- href: "#ia-4"
rel: related

- href: "#ia-5"
rel: related
- href: "#ia-9"

rel: related
- href: "#ia-11"
rel: related

- href: "#si-4"
rel: related
(2D 2~ <)

X 5 FHAlE L UEICEAT H8n (£D1)

20



parts:
- id: ia-3_smt
name: statement
prose: "Uniquely identify and authenticate {{ insert: param, ia-03_odp.01¥
¥ }} before establishing a {{ insert: param, ia-03_odp.02 }} connection."
- id: ia-3_gdn
name: guidance
prose: Devices that require unique device-to-device identification and
authentication are defined by type, device, or a combination of type
and device. Organization-defined device types include devices that
are not owned by the organization. Systems use shared known information
(e.g., Media Access Control [MAC], Transmission Control Protocol/Internet
Protocol [TCP/IP] addresses) for device identification or organizational
authentication solutions (e.g., Institute of Electrical and Electronics
Engineers (IEEE) 802.1x and Extensible Authentication Protocol [EAP],
RADIUS server with EAP-Transport Layer Security [TLS] authentication,
Kerberos) to identify and authenticate devices on local and wide area
networks. Organizations determine the required strength of authentication
mechanisms based on the security categories of systems and mission
or business requirements. Because of the challenges of implementing
device authentication on a large scale, organizations can restrict
the application of the control to a limited number/type of devices
based on mission or business needs.
- id: ia-3_obj
name: assessment-objective
props:
- name: label
value: IA-03
class: sp800-53a
prose: " {{ insert: param, ia-03_odp.01 }} are uniquely identified and¥
¥ authenticated before establishing a {{ insert: param, ia-03_odp.02¥
¥ }} connection."
- id: ia-3_asm-examine
name: assessment-method
props:
- name: method
ns: http://csrc.nist.gov/ns/rmf
value: EXAMINE
- name: label
value: IA-@3-Examine
class: sp800-53a
id: ia-3_asm-examine
name: assessment-method
props:
- name: method
ns: http://csrc.nist.gov/ns/rmf
value: EXAMINE
- name: label
value: IA-@3-Examine
class: sp800-53a

parts:
- name: assessment-objects
prose: >-

Identification and authentication policy

system security plan

procedures addressing device identification and authentication
system design documentation

list of devices requiring unique identification and authentication
device connection reports

system configuration settings and associated documentation

other relevant documents or records
(ZD 3 ~Fi<)

2 6 FAE & VEREEICET 5857 (ZD2)
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- id: ia-3_asm-interview
name: assessment-method
props:
- name: method
ns: http://csrc.nist.gov/ns/rmf
value: INTERVIEW
- name: label
value: IA-03-Interview
class: sp800-53a

parts:
- name: assessment-objects
prose: >-

Organizational personnel with operational responsibilities
for device identification and authentication

organizational personnel with information security responsibilities
system/network administrators

system developers
- id: ia-3_asm-test
name: assessment-method
props:
- name: method
ns: http://csrc.nist.gov/ns/rmf
value: TEST
- name: label
value: IA-03-Test
class: sp800-53a
parts:
- name: assessment-objects
prose: Mechanisms supporting and/or implementing device identification

and authentication capabilities

2 7 #AE & VEREEICET 5857 (ZD3)
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FOHNT - FOANALD ORI - EAE (G446 HTH)
https://www. digital. go. jp/assets/contents/node/basic_page/field ref

_resources/becac8cc—50f1-4168-b989—

2bcaabffe870/d130556b/20220607 policies priority outline 05. pdf

EWNIZR T 5255 M

1)

2)

3)
4)

NS A N—tF 2T 8 F— - BIFEEEOY A S—tFX 2T ¢

KR D 7= 8 OF— FEUERE

https://www. nisc. go. jp/policy/group/general/ki jun. html

ISVAP SEEEES - BUFEH I AT LADEOOEFx 2 U T ¢ fFfhiH E
(ISMAP) ‘& HJLHE

https://www. ismap. go. jp/csm

JIS Q 27002:2014

JIS Q 27017:2016

{IZAN N SIPRAY = Ec

1)

2)

3)

4)

5)

NIST(National Institute of Standards and Technology) — SP800-53
Gk L AT LD DE X2 VT A BIXOT T A4 N —FHIEK)

https://www. ipa. go. jp/files/000092657. pdf

https://www. ipa. go. jp/files/000092658. pdf

NIST (National Institute of Standards and Technology) — SP800-171 3E

EFREUR AR TS L OV A7 AT T 2 E PRI R IEREEE 1B ) CUL OfR#

https://www. eva. aviation. jp/security/nistl171/

NIST(National Institute of Standards and Technology) — Framework for

Improving Critical Infrastructure Cybersecurity Version 1.1 (EEEZA
YITTDYAN—E X2 VT 4 2UETLHLODOT L—LU =27 L 1R
https://www. ipa. go. jp/files/000071204. pdf

NIST (National Institute of Standards and Technology) — the Open
Security Controls Assessment Language (OSCAL)
https://pages. nist. gov/0SCAL/

NIST (National Institute of Standards and Technology) — OSCAL
GitHub ~_—

23



6)

7)

https://github. com/usnistgov/0SCAL
Federal Risk and Authorization Management Program (FedRAMP) -

Automation GitHub ~_—

https://github. com/GSA/fedramp—automation

ASCS (Australian Cyber Security Centre) — ISM (Information Security
Manual) OSCAL

https://www. cyber. gov. au/ism/oscal
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Al #E 1

SP800-53 IZHITHAEBRERI7I—D—E

BEHRES BTHEHEI77IV—4 Control Family Name
AC-1~25 T 7z A4 Access Control
AT-1~6 BEigkm ELAORN ML —= T Awareness and Training
AU-1~16 FES B X OV & Audit and Accountability
CA-1~9 TEAA N, BA, BLD Assessment,
et Authorization, and
Monitoring
CM-1~14 R RYE PR Configuration Management
CP-1~13 XKt hes B Contingency Planning
IA-1~12 aoal s X OGRE Identification and
Authentication
IR-1~9 ATV MRS Incident Response
MA-1~7 AT T A Maintenance
MP-1~8 AR Media Protection
PE-1~23 WPk L OBRBE (R # Physical and
Environmental Protection
PL-1~11 ] Planning
PM-1~32 A=A NS S SN Program Management
PS-1~9 BREOEX=2 VT 4 Personnel Security
PT-1~8 8 NAF #H O BB\ 35 L OWER] PII (Personally
M Identifiable Information)
Processing and
Transparency
RA-1~10 VX7 THEAA K Risk Assessment
SA-1~23 VAT ABIXORNY—ERXDH System and Services
5 Acquisition
SC-1~51 VAT LB L ONEE DR E System and Communications
Protection
SI-1~23 VAT ABLOEROFESME System  and  Information
Integrity
SR-1~12 YV 7TI A F2— DY A< Supply Chain Risk
- S SN Management
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