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"Version™ "2012-10-17",
"Statement™: [{
"Effect”: "Allow",
"Action™: ['ecZ:StartInstances”, "ec2:StopInstances”],
"Resource”: "am:aws:ec2:":%iinstance/*",
"Condition™: {
"StringEquals”:{
"aws:ResourceTag/Owner": "${faws:username}"}
¥
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"Version": "2012-10-17",
"Statement™: |
{
"Sid": "VisualEditorD",
"Effect”: "Allow",
"Action": "iam:ListGroupsForUser”,
"Resource™: "armiaws:iam::11111111111:user/™",
"Condition": {
"StringLike": {
"aws:ResourceTag/project”: "*S{aws:PrincipalTag/project}*"
!
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"Effect": "Allow",
"Action": "iam:ListUsers",
"Resource": "*"
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"Version™: "2012-10-17",
"Statement™: |
{
"Effect™: "Allow",
"Principal”: {
"AWS™: "arn:aws:iam::111111111111:user/*"

I

"Action": "s3:PutObject”,
"Resource™: "arn:aws:s3:::digital-cho-test-s3/%",
"Condition™: {
"StringEquals™: {
"s3:x-amz-server-side-encryption-aws-kms-key-id": “xooo-000e-x0000"
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<Attribute Name="https://aws.amazon.com/SAML/ Attributes/Principal Tag:Project">
< AttributeValue>=Marketing</AttributeValue=

=/ Attribute =

< Attribute Name="https://aws.amazon.com/SAML/Attributes/Principal Tag:CostCenter"=
<AttributeValue=12345</AttributeValue>

=/ Attribute =
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. "Version": "2012-10-17",
"Statement™: [
© "Effect”: "Allow”,
"Action™: [
"ec2:Describelnstances”

],

"Resource™ "*"

"Effect”: "Allow",
"Action™: [
"ecZ:Startlnstances”,
"ecZ2:Stoplnstances”
1,
"Resource™: "*",
"Condition™: {
"StringEquals™: {
"ec2:ResourceTag/costcenter”:"${aws:PrincipalTag/costcenter)”
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name: deliver IaC

on:
push:
tags:
_ g
permissions:
id-token: write
contents: read
jobs:
apply:
name: build and push
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v3
- name: Configure aws credentials
uses: aws-actions/configure-aws-credentials@vl-nodelb
with:
aws-region: ap-northeast-1
role-to-assume: arn:aws:iam::xxxxxxxx:role/infra-delivery-role
role-session-name: tf-apply-github-action
- name: Deliver
run: |
terraform pan -out=/tmp/tfplan &1 ¥
aws s3 cp /tmp/tfplan s3://delivery-bucket
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O GitHub A*4pk9 % ID Token

!
"Jti": "6cd92856-fccc-467e-a8db-2d7a5e168f1a2",
"sub": "repo:example/github-action:ref:refs/heads/main”,
"aud": "https://github.com/example/github-action”,
"pef": "refs/heads/main",
"sha": "284d6ftb79903f2fe545T688T4d32cb97179bccll1”,
"repository™: "example/github-action”,
"repository_owner": "example",
"actor”: "example”,
(snip...)
"iss": "https://vstoken.actions.githubusercontent.com”,
"exp": 1669726808,
"iat": 1669723209

¥
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{
"Version": "2808-10-17",

"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "{IAM_OIDC_Provider_ARN}"
¥y
"Action": "sts:AssumeRoleWithWebIdentity™,
"Condition™: {
"Stringlike": {
"vstoken.actions.githubusercontent.com:sub": "repo:
example/*:ref:refs/heads/main"

}
}i Hiexample@=T® Y RY F Y ®main
) 7 7 ¥ F 50 GitHub Actions 12 % 3 7]
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https://docs.aws.amazon.com/ja_jp/I1AM/latest/UserGuide/access_tags.html

Using server—side encryption with Amazon S3—-managed encryption keys (SSE-S3)

https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncrypt
ion.html

BEIL ARV AD SAML 7H—2aV %% ET
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_roles_providers_create
_saml_assertions.html

Using environments for deployment:
https://docs.github.com/en/actions/deployment/targeting—different—
environments/using—environments—for—deployment
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