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HZEMND, BRAMSBEIECTHEEIT) ZENEE LU,

4) T DL DS ]

INE TR WETBEBB OMIC b . Hrx REEEO BB — & A 0 FET
Do Ml AT HTRAEHES AT LR LoT BlEHE LT 500, v AT
LT BB, MMk T OUERERNRLET L LOENHE L TE T
Do ZIHDOBWHIDOWTIL, BUFEH S AT LICHT DBAOMEENFE >
TEBIC, WH, AEOA—TIIN25H0 LT 5,

2.3 MBUZHMETSIICHEZ>TORBESE

1) iS5ty — E X DEE

BEALT DV A NG & RIRZB 7ok, +okB ez
BLIEEX a2 VT AR —OBELXETHI L0, BEICE L CTIIRKE
EEOEFRTD MEHREX=2 VT P — AW 292 & ORI
T, M2 R T 2RE 2R D720, X3 FL— 3 7 A N OEBEEE O
AWRDPS2 CTF (Capture The Flag) Dt X2 UF 4 a7 A MIBITH FALA
EEE, ENS o Nags e s O E F o~ O R O EE AV A b
BDHZEENETHD, 2. B —EROFEICB W T, Bt iR
Do T ARESHERHEN, BMOEBOF T, ED X5 R&E L LT, 4,
EOHIRICEIDL A TETH I EMHRT DI ENEE LU,

LW —EZOBREICBWTIL, YV —UIZ LD HEIARZE O TIIA 4

6 https://jvn.jp/
7 https://www.meti.go.jp/policy/netsecurity/shinsatouroku/zyouhoukizyun3_r.pdf
¢ EATFIERTF 1 UST BERER/ (— b —2 v TENZY
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THY, EFMFIZL DTN L 228 E OB RAIRTH D, £, FEIOZ
Wizt W Th, FANCER SNt EmIcmIET 5 Z Loz, 5ME
DHRNZIFEDE Y A7 X=X TiEMOeggtemit 2 A o — e 2 20T %
ZEBMETH D,

WEgaEZWr OHEREIZ BV TIE, v AT ZOIENBAEH-CHH L 7= a9t 2 1%
UOETHMEEOBWMEREZIO IS Z & LD, H—EERICHEKSX,
HEREHEARGEZAT 202 L OMRBPMLEL D, $i2, BWIIBIT DV AT L~
DL F/IMET D12 DA — LV OF TN, ZWEIT 2 BRIV
— N EBESFSELTODOWDMAEMA TS I EEMBTHIEREE LY,

2) { & S N R 55 14 O iR %I B F T

PN L0 i S EsstElL, RETH VAT AITxTT D U AT G R
DEVBEELEDICT DMENH D, Z 9 LIMaFHHEOFAmIZ I TR
WZIEF STV 2 OUE FIRST (Forum of Incident Response and Security Teams)
DABH % CVSS (Common Vulnerability Scoring System) “Tdb 5, CVSS TlZ.
Mg & D & O DEATHY 2R RA L 2 3l 3 2 HAGH M EEYE (Base Metrics) (2N
Z . W — ROHBLRRRO RO S 2T AREICB W THEE S A ZEICE
SE, 0.0~10.0 £FTOR a7 THaggtEDIRANE 25+ 5, £/, ZoRAa7
IS UT, BAEEZLLTO 5 EECRILL T 5D,

& 2-4 OVSSORa7EFAE

CVSS 2 =7 RA
9.0~10.0 BX& (Critical)
7.0~8.9 #HE (High)
4.0~6.9 A (Medium)
0.1~3.9 FE (Low)

0.0 72 L (None)

WESgMERZIT Tl M S 7= et ORAIEE % CVSS D FEAFEAM L YE CREAM 9
D2 ENEZ, L L, BARTHIEE TS < £ TH 2 OMasME o HAf R 2 R
THLOTHY , ENHERTHISOBIEEZ RO D& H O TR, FEATHMN
WEBEBIZHF DOV AT ABREICBWTRESND BIA R Y 2712830 T
KIS DOEBHREZEDDZENEE L, BX 2V T 4 XU F—2 X - Tik, A
FEYECTHEREDOWRANE Z 3T 258085, 295 LIzHAa b, CVSS OFEARF

° https://www.first.org/cvss/
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MEELFEOLD L LTHRY, BEHOY AT AIIBIT 2 U A7 i iZ1T 9 %
EWRH D,

3) eSS 2RI S U RY

WSS PERZ WIS G D v AT L% L TR R BB 2 T D720, v AT
DTHBELHIDBENDRH D, ZBOERMIZBWNTIE, VAT LIHELD D
UR7 ik L, FANZERE & ORTYU 27 ORBUC T 72 B #7217 5
WERD D, EC DDV AZITIFLLTO L I b DORZEET 61505, il b T
LZ2WREDVE U 5 ATaetEny & %,

- ZWroBEIC L DR vy N T — 7 @ERIR O

VAT DY Ty 2 TS e R E R

FSRPBBOSRA 0 — REFRH I —T — X DT —HX—=ZA~DFKAT
s KED A — LiE[E DI

- T — X OFAECHE K

- ESHPE DRRFEIZAE O 8 NG HROREE 1F O B M i &

s WO T — DO REFBEZEIE OGN T 7 — o4t

INHDY AT KT D72, AFREE TIIR < MEEREE T2W1 25 2 &
R0 ABRE TITOLEIIFEANMOT —Z N I T v T EERFT 5, £12. ¥K
NDORBERT D0 KBOERE, AT AR I A21T) 2 & b
EBREL, TOEERERICOYRT 5, ZBOBMRNCIL, BEBERFOT XS
L— g L b— Lo E G5 E (BCP: Business Continuity Plan) ZfifEZ8 L
TELZET, TNR—FEENPIE L., tUEZ2xteNaEe L 725,

TANEITHOBIE, WEEZ T H2BENOH 52 TORRBREIIKR LT, Fafc
JE i & W RIS OfER AT O, T OBEORBREICIZRICU T 2GR, x50 v
AT MK - TER D,

s KRV AT LOELH (VAT hA—F—)

- KRS AT ADBFEOE N E

- KR AT AOARMRERFEREIT O

- A7 IRME (VT U N —E X T ms o F L)

FRiZA 7 TIRMFIC Lo TERIEEN TV OB E R, BERENY 27 %
TR TERVBMARIZE LT DLEN DD, 77 v b7+ —LBEIC
BWTH—E 2% (DoS: Denial of Service) DWe5ath:aZ2Wrd 2 L3N H
DO, PRI HRB ATV BREOTTE B2 LER DD, BIIET €
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Fa T4 NFICh REFHORH LML LTHT 5 2 L O, &
ERRICET D E 20 0 1A AV TEE 2 fififs 3 D
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3 BUFERSATLICEIT5MEEDHOERELE

KRETIE, BUNFE#R S AT 2T U CHEss 2l 217 o B R LUt 2 7=,

TR EFEET A BIOEWCER L, LLF 2 FEOZWHTR Z 5%
o ZNOHOZWIIBEMIZL L CHAGDOE TCEMT I EA2BELTEY ., —
FOBW BT D H DO TIERN,

- WEELRFR2 T

K AT LOREERFITAT O 2Wr T, MaggtExt 3R O I NS ORERCE X
2V T A WEOMREBENE LTEBTD2HDOERT, K£VAT LOE
WX U T 0 BEESCPIMOEN, HE—ERERIZEVE T D Web 77
U % iE B EA~BAT T AN MR A T 556, Y7 hux
T D fagatEx R o—8 & LT, HFOEHTLHUAT A, HHW
(TR ATRRE Lo — NI E | iR e ONEE IR 2R E (2 U Cass 2
Wi £ a2 MET 5, HFVATLAOBRBICHTLEIT. VAT
L DORELHRHIE I 2T D Lo T 5720, REDFAE
eV, FHEAEE S ISR B 2 T A b D LT 5,

it 2/
- EHZK

BRERI CEMIMICER T 22W T, & AT LONEgaMEXx R A W25
JESNTWNWDZEDORBROEELHNE LTET D2 LOERT, Hi—
FEYEREORD HIHFME X 2 U 7 o xRIZHBIT 5 A ARz 2 Y
FUAEED—BE L THEMOY 2T AREEHIFICERT 554, B
FOEHT LV AT LOEMNFEONEE LTTOLAEE2BET 5, &
R CEM SMCEEICH T 281X, WS Tt D K O
2T 5700, REOEHEZSEIZ, WHMEZWOERTHEZTERT DD
DET D,

3.1 MESBHEZHONMRIAT LA
1) B EFZ!

BB LTI ENEORE LT TV AT AR ET 5, 1220,

Web 77U & A~— K74 7 VKT DMEIHERZKTIL, EEPBIMTH 55
BEOEEEEE LT D, EBEGOHEBOEZE LT, L FOEENMTONT
ElIITZWEIT O T ENEFE LU,
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7 Web 7712k

s NN D AN ENTT —F O (74— %0 APT ) (TBINCEE N
o HGE

- B 2R T AR LRI B ITRCE ERN B S A

- AR, BRI, 7y ANT vy e— NE FEICEFEEESET HAMICE
MLERN D D56

BB ERY T ERN A —ICET RN D DA

4 AX— b7+ T7T)EW

s Xy N =7 BEICET UEIBMSCEERN D HGE

- WRE, B EEOEX 2 U T A BEEICBINMSOEARE R H 556

- 7Y BEEERERE (0 A X L URL A F—L%5%) (BN EE NG D546
- PR YT R —ICEERD D GE

2) EEAZZIEN

EHBW ORISR AT MILEHEE O B CARSCEAFEICET S b0 & L,
AETITREDOKELR T RNLDETLH, RAETDHVATLANELL, BTDOYV
AT LDOBWEITO ZENHELWEAIE, EEREX=2 YT 407 KA —
BOFBE RO L, B AT LOEF 2T 4 VA7 DORE SRBEDM
SPERS W O FEREIRIL S & B F 2 T A7 I 21T 5 2 E N E LU,

3.2 [Essttazio Xtk

1) B ERFE2 I

WD AT MMIKT DN KED ) 2 7KW EIT O BN, MBI B
BE2Z T HARMEOHLET (T Xy 7% —T7 2 R) OETEZKOXRET 5,
SN & DB R 2 FF - 72 OWE TSR T A2, AT AOBBREREIZIL U T
EETEET D, £7-. EBEOEBA~OMMEOMREZ B E LT, ZWrxt&ix
AEREZARE T D, VAT LMIRT HHELTFR TE WG E IR
LETOFEMLREE T 505, ZOGE, YR O U AT MMESAREFEREL & [F]
EThbHILETH, 72720, BAPIES A7 A (IPS: Intrusion Prevention
System) <> WAF (Web Application Firewall) 2Tk, Madsthk DIELE &[Sk
LTLEIBENDRSHDZ 0D, ZWRFITEIEL TS ZENREE LY, Z
NHORIMREZEE 2| FZWOXNREZLTICERT D, FEEODWEIMHIL, LAT
DIEREIZEEDSE, GV AT LOWNERR A {42 3 2 B FH Y 2 2 28 2 TR
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Db RETLHIHDLT D,

7 TS5y bTo+—LZH

(1) BIMMHERDERE N E LR TOINTRRIP T RLA (Fa— L IP T
KL R) ZMioxg 425 (WH)

(2) WK RIIABREE L 5, VAT AN ARBREE L RETHIHAIC
RO . MEHRESE CORZKA L T 5 (WMH)

(3) IPS X° WAF (FZMagstE D E LRk T 2 BN R H D7D, Ik L7z =T
ZWrE1T o (HERE)

(4) Z7v—rL 1P 7 R U RAZFFIZ 70 VIREICX T D2 WL, A7 ANEIO
Xy NU—7 OEBEREICHESE, MBS U TEEE T 5, Fhiiz HELE
THHE LT, ERORRLLY T 2T AEEY LTHHAT 5~ /LF
T NIV AT ABET NG, ZOHEEIE. VAT LEFHT S5
ODT T RMREEZIT R, o7 o Mkt U TRED K S TREM:
EHERTHIEEEHBNE LT, W2z iTH> 2L &7 s ((ER)

14 Web 7712k

(1) FHLEMOEE DL Ul 2 TOIARA % 7 = —A (BRJEES APT
) BRWoORRET D, AT EIEL. *y NI B TOREILTIP T
RUZAHIRS 7 ZA4 7 2 MEEFEIZL DT 7 B AHIREN S TR
59, A v Z—% v bxH HITP (WebSocket Z&Te) 12 X 2406 2xDiBlE
NAEETHDL LD ERT (MH)

(2) D> 2T A L3#ET DGE51X, T OAMEEFT b 2B OR%R &35 (HLE)

(3) IPS X WAF (IMaFsMEDIFAEZ R T 2B n D72, b L7z T
ZWrE1T o (HERE)

(4) % F T =7 B TOA572T 7 & ZHIBREE D i S i NEEERE (B FLE 1R
THEITLE) OZWHNISLBEIOS U TERME T5 ()

(5) P RIIARFERE L AR & T 5, MIERESE TOZMAIT > HalE, &
TOIRARA 27 2 — ANAKF L RIFICZHTEZ L5112, A
THhD Yy MNRERT —FOHEAN, INBY AT LEEEEOHEZITO LD &
T5 (WA

D AI—bLTAXT T

(1) 77U A FTIZABT 54 TO Android & 10S/iPadoS [)iF 7 7V %3
Wroxtgr 35 (W2H)

Q) Wt RO 7T 7 VIIARER Rt L 75, RGEHOT 7 X5 L3585
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BlE, =L OB S A S T2 T OBBERARR LRSI BH T 5
EHICHEREIT O DD LT D (MH)

2) EHAZH

BSHEBEADIRA T DV AT DDA X b UIGEHR (M) 125D x| Mgy
W & RIRRICON N DB 252 1T DRt D B S &R (T4 v 7 —T = R) %
XBUTBWI 21T D,

7 AR M) EROEE

ZWHCEE LT, FHEEANMER T 5 A X M VISR FIEENTVWSD 2 &
MEHETHDH, A X2 M) OEBELEH LWIGE, RO TN AEL S 5
GBI, VAT AHLE~OE TV U TEIINA T, EX 2 U T 4 RN H—
OFeft4 % OSINT (Open Source Intelligence) <> ASM (Attack Surface
Management) D —EAZIER L, B A XU NI ORELEIT) Z &
WEE LW,

A RX M UFHROEH G E LTI, LTS 7 e — L IP T RLX
ERAAL U, 0S EI RV =T =L PCHER, EXa U7 (77
AT 74—/, WAF, IPS/IDS). F* v hU— 7 H25(VPN, % v b U — 7 A%
DA H—Fy MIERSND D) ENFIE L THET LD,

1 HESEHZ T OEERE

ZWOEMFHFITI L AT AT LR FRIOLEELE LY, 207D, E
W OTZICE L ik, EREZRD IP T N U AESCHE S Z ED - FCileE
BITHZENLEE LV, ZOHA. EREOZKIEICIT RO FEHiEK £ CTOHPH T,
BRE 2T TR RERET DR E 0D, EEBEOBELE LT, 77 v b
7 4 — LBZWE 10~301P 7 R U AREEE, Web 7 7"V #2Hr1% 50~100 U 7 =& |
FREE A~— 7307 7V Z2HIE 10~20 BEHREEORTED D & B, £7-.
FEERIZE TV AT LOZEREZRD HEEIL, A FO by I N—=Uhbiliind
FPHCTITH Z &R0, [FERDIEY OBmENEE D 25513 F T2 1 BEHOE
PWRIRET D LEOREFHERDTEBL LRV, 2. AUV AT LAEH
FEWrT A0%, BB T2l & IZ R 2 EESC APT 2R ETH 2L
MEE LW, WTIUCHE L, BRI BZESIT, IR 2T AONEER % T
BT EAMYE L2 L TRETLILDO LT D,

0 A 2=y MEC—RAR SN TOWIBREZNERUDITL. BA/—tF1 U5 LOENITRI TSI L
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3.3 MBHZHOEREH

ENENOZW O IR 2 LU TIZik <%, BRI, 2 ToZKiIckET 5
Lok, BHOMER ZLICE R LONH 5, ERICEHAZRETHEIT. 2h
HOEMEMAGDLEDL LD ET S,

DETOMBEEZHICHET 2EH

2 TOBWNIIGRT D ERIL, WO EIZRE D 5 EEEL, 2K 2 HigIciE
D51 DOEBEN: £ L TR OBEMICET 2 B Rl SN D, Kt
THRELT, EBEFEOAXNMCET 2EM: (LT (B)) 1T ATIE R S HERICHE
DTS, 2, ENTIEEEREMMEZE T2 AMBIR O TR JHEN K
HTHDHEVWHIBURICEAT- LD TH D, L LR D, WiiE2 ko &g 13 s
BEDOMASREBICKRELSELAEIND 2D, VAT DEWY AT LEIZBWT
X, GO)ZMHEETHZENEE LU,

Wesa ez Wr ClIm it U 72 Mass S O ma o> 2 &b, LT OE,
Nz, BHEBI D E ® 2 1H A OB R FFEICE T 2 B2 0 TRk D 4
ERH 5,

(1) BBFEEED MEREX =2V 7 0 P— X I2BT D THegst2krd
— bR ORETREL-EXF 2T AR —THbHI L (WA

(2) FEE () OREREAECIIT D TEINEM) & TREEHEMS] 22T AR
M1 EZWc ST 52 & (WH)

Q) EERFEFD S bV &b 141X, YoM OZENICB VT 24F8 E
DORREREATHZ & (WZH)

(4) EBICEET /AT — I RNV F =t Das o=l — g UOMREE
BIZOWT 2B FOERBRRE AT 2FDNZENCSET 5 2 & (WH)
B) LT 2wl &N 1 4L ERZIICSE T 5 2 &, 2 S R0WIEaIE.
R A 723 2 & E RS EOEIN A RFF LT\ D 2 & & BUN B DRk

BV CX 2B A EMARICIE RS NS Z & (HESE)
(5-1) 0SCPY, OSWA'™, GWAPT!, GPEN", GMOB'Z 721%% D FAr& k& DA

T https://www.meti.go.jp/policy/netsecurity/shinsatouroku/zyouhoukizyun3_r.pdf
12 https://www.offensive-security.com/pwk-oscp/

B https://www.offensive-security.com/web200-oswa/

4 https://www.giac.org/certifications/web-application-penetration-tester-gwapt/
5 https://www.giac.org/certifications/penetration-tester-gpen/

16 https://www.giac.org/certifications/mobile-device-security-analyst-gmob/
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(5-2) CTF%DE X2V T a7 A MIBITD A AEFERE
(5-3)  [ENA D Mgt m il OB R E FE A~ O K O S (T 5
S HU7- CVE B 5"24%%)

6) V= EBHANLEEIT. ZWRBRORKE L, 2o —lBHENE
FNRVWEDICTFEITHAET A Z & (WA

(7) EFEITIG U T, IRERMICHK T 22MEBNERMATETHLZ L (BE)

(8) BB LT, TRy U —Z@mEHIREHIRATEETHD Z & (fE
=)

(9) ZWrOFERRNZ EGFTEEL RN T 5 2 &, ERFTEFICITUTEZE0H
DETDH (WIA)

(9-1) ZWrOE ST K ONEmANE
(9-2) A ya—)

(9-3)  SEHEAH

(9-4) HFHEx2 VT ¢ EEKE
(9-5) FEffi ko EFHESCUEKFHIH

(10) ZWr O EREATIC, KR AT LAOEEE KR OHYEF I L CGhla s %E
i35 &, SHSONEIT ERE ) TER L EuatBEICHET 5 H 0
L., ZWrzMBicEDONL L), WHORERaI 2=r—a VK
Hl 2Rt LD LET D (ML)

(11) ZWiEROREEITIT, L TOHBZLET HZ &, 74—~ v MNIHEE
INHDITEDHEEEY . PDF (Portable Document Format) &= CTIERET 5
LOLT 5, ZNLUSNOEREHERT 25615, FRICEEA~HEHT 5 2
& (WhZA)

(11-1) B S 7 ffegatt o=

(11-2) #H S 7= Massit oA

(11-3) B SN 7=Hegathic L 2 2
(11-4) BH SN 7=HEgattox s ik
(11-5) Magattamt L7z Th/NT A —H
(11-6) MaEF9MEE FRH L 72 BR D A 13075

(12) ERE(11-2) 1%, REOKBAFEMEICE S & | BAIE 27 M+ 2 2 &, 7
JFVEIT CVSS D BT EEAEIC o< 5 BePEEEMT (None, Low, Medium,
High, Critical) & L. #F®OFHfliAR#L (CVSS Vector String'%%) & BAEC

" EATEIEHREF 1 VT BRZER/ N~ b —2 v TENIN S
8 https://www.ipa.go.jp/security/vuln/scap/cve.html

9 https://www.first.org/cvss/v4.0/specification-document#Vector-String
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L. BERIEUOND LT & (L)
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BT 2 2ICMA T, EmEHRExF 2707 RSP —EDFHE %
RRATIMREHEZAT 5 2 ENEE LV, ZOBRO F a2 LU TR,
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14 TEHZHIZBITAEESR
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(1-4) 7'va b a)VEA O
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P —ERADOHEEEIT O Z &, TCP OMEFRIL 1~65535 Fh— OB TEXIH
ETHZ L, UDP OMEFRICITZ K DR ZET 52 &b, FIHT Y —
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