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"Version™ "2012-10-17",
"Statement™: [{

"Effect™ "Allow",
"Action™: ['ec2:Startlnstances”, "ec2:StopInstances’],
"Resource”: "am:aws:ec2:*:*instance/*",
"Condition™: {
"StringEquals”:{
"aws:ResourceTag /Owner”: "${aws:username}”}




2. A—H—m 51— —~DABAC (YT 4 MAITDHIE)

SOFITIE. BETOCIINMIEDLRZTHIUFDHNRTOACIINIFIET S
AT AT BIREEFIET 561 TH 5,

3
Bl AWS Cloud
; :
,I project=blue, red |=—~~~~— ': """" =,
- ‘_,', pj-blue E
x 2
TR EH|ED Bl TEZE T HisEE
aAVR—3k
A—RH5—R B—7O zIMIFIRT 51— —R*L
DAHADNEVNDTH IV MEHRESHEAIRES
ERA)
HITzHk AWS IAM User (21— —)
AICHk AWS IAM User(1—H—)
B AWS IAM User (2RISR ESNT-ECE
7Oz HNEH
PDP AWS IAM Policy
PEP AWS IAM User




AWS IAM User THAL—HF—RITETNY IOz LUVAT Oz OMILEB5TH
B, Zhi> AWS IAM User IZIFXEEBEN =T O 4RI 29 TProject | AAHNE
NTW3, B4 TIERI—FAD IR THIIHEEIZDH. AWS IAM User DFFES L
—JERMBTHEEHATHRELFERL TS,

4

"Version™: "2012-10-17",
"Statement”: |
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action™: "iam:ListGroupsForUser”,
"Resource™: "arn:aws:iam::111111111111:user/*",
"Condition™: {
"StringLike": {
"aws:ResourceTag/project”: "*S{aws:PrincipalTag/project}*"
h
b

"Effect": "Allow",
"Action”: "lam:ListUsers",
"Resource": "*"
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"Wersion™: "2012-10-17",
"Statement™: |
{
"Effect™: "Allow",
"Principal™: {
"AWS™: "arn:aws:iam::111111111111:user/*"

I

"Action": "s3:PutObject”,
"Resource": "arn:aws:s3:::digital-cho-test-s3/*",
"Condition™: {
"StringEquals™: {
"s3:x-amz-server-side-encryption-aws-kms-key-id": “xoooe00oe-x00mx"
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<Attribute Name="https://aws.amazon.com/SAML/ Attributes/Principal Tag:Project">
<AttributeValue=Marketing </ AttributeValue=

=/ Attribute>

<Attribute Name="https://aws.amazon.com/SAML/ Attributes/Principal Tag:CostCenter">
<AttributeValue>12345</AttributeValue>

=/ Attribute>




L "Version": "2012-10-17",
"Statement™: [
l "Effect”: "Allow",
"Action™: [
"ecZ2:Describelnstances”

] .

"Resource™

"Effect™: "Allow",
"Action™: [
"ec?:StartInstances”,
"ec?:5toplnstances”
1,
"Resource": "*",
"Condition": {
"StringEquals”: {
"ec?:ResourceTag/costcenter":"${aws:PrincipalTag/costcanter}”
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name: deliver IaC

on:
push:
tags:
oy
permissions:
id-token: write
contents: read
jobs:
apply:
name: build and push
runs-on: ubuntu-latest
steps:
- name: Checkout
uses: actions/checkout@v3
- name: Configure aws credentials
uses: aws-actions/configure-aws-credentials@vl-nodel6
with:
aws-region: ap-northeast-1

role-to-assume: arn:aws:iam::xxxxxxxx:role/infra-delivery-role

role-session-name: tf-apply-github-action
- name: Deliver
run: |
terratorm pan -out=/tmp/tfplan && ¥
aws s3 ¢p Sftmp/tfplan s3://delivery-bucket

12
O GitHub #*4 L9 % ID Token

{
"Jti"™: "6cd92856-fccc-487e-a8db-2d7a5e168f1a2",
"sub": "repo:example/github-action:ref:refs/heads/main”,
"aud": "https://github.com/example/github-action”,
"ref": "refs/heads/main”,
"sha"™: "284d6tb7998312fe545f6881T4d32cb9717%bccOl”,
"repository™: "example/github-action",
"repository_owner": "example",
"actor": "example",
(snip...)
"iss™: "https://wstoken.actions.githubusercontent.com®,
"exp": 1669726800,
"iat"™: 166972320606

¥
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{

¥

i
H]
¥

"Version":
"Statement™:
"Effect™:
"Principal™: {
"Federated":

¥

"Action™:

"Condition": {

"Stringlike": {
"vstoken.actions.githubusercontent.com:sub": "repo:

example/*:ref:refs/heads/main"

¥

"20808-18-17",
"Allow",
"{IAM OIDC_Provider ARM}"

"sts:AssumeRoleWithlWebIdentity",

Blexampled2T®Y FE¥ F Y Omain
77 > FH 6O GitHub Actions i % 35 7]
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6. ZEEH

BT EFERALTz AWS JY—XAD T 71X 0 HfH:
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/access_tags.html

Using server—side encryption with Amazon S3—-managed encryption keys (SSE-S3)

https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncrypt
ion.html

FREILRRURD SAML 7H—23 %%/ ET S:
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_roles_providers_create

_saml_assertions.html

Using environments for deployment:
https://docs.github.com/en/actions/deployment/targeting—different—
environments/using—environments—for—deployment
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