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7 https://www.meti.go.jp/policy/netsecurity/shinsatouroku/zyouhoukizyun.pdf
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WZIEH S0 Ty 5 DL FIRST (Forum of Incident Response and Security Teams)
PABAT 5 CVSS v3. 15 Td B, CVSS v3. 1 Tlk, Magitkz o b o DA 7254
2 B 9 5 FEAFTE 2L E (Base Metrics) & BB o — RO HBLRILEOBLK D
VA7 ZBET DB AEYE (Temporal Metrics), & L TCHRERD Y AT LR
FICBWTHEE SN D EEIZIE U THRENR Y X7 2R ET % BRI AL

(Environmental Metrics) @ 3#fici-S% . 0.0~10.0 £ TOR a7 THagsk
DIFRZNEAEFHE T 5, /o, ZORAI TS U T, HAREELLT O b B TR E
LTWb,

& 2-4 COVSS V3.1 DRaT7 EFRE

CVSS v3.1 A7 RA
9.0~10.0 BX& (Critical)
7.0~8.9 #H2 (High)
4.0~6.9 L (Medium)
0.1~3.9 HFEE (Low)

0.0 72 L (None)

WagsPER2 M Cld, M S 7z MagatE OTRZIE % CVSS  v3. 1 DO IEARGHMHHET
P 5 2 EREZV, Lo L, ARG EEIL S < F THZ OMEgMEDHATHIFE
HZE2TRTHDOTHY | ZNHERTHICOEBIEEZ RO HXEHO TR, FEAR
FHMEFEEA B EICHH DOV AT ABRBEICB W THRES N D BRI Y 2 7125
DSNTHIEDBREZEDDLZENLEE LY, BEX 2V T 4R F—|2L-T
(X, MEEE KM ORAE 2T 2560855, 29 Licga b, CVSS
v3. 1 OFEAFHFEHEL FEDO LD LE LTHRW, BHDOV AT AIBITDH Y A7
21T O MERH D,

) MEFTFHEZWICES ) RY

WETFERZWT I RO v AT AZxT L CREM KB 2T 5720, VAT
DB L EZ Z5BFZNNH 5, B OFERICBHNTIL, AT AIEAEL I D
U A7 &L, FRNCBHRE L OB TY 27 ORI AT 72D #1217 9
VERH D, ELIDVARZIZIFLLTFOL I R b ORZET D08, fich TH
L7V E U D AlRetEn 5,

- ZWromEICL ARy MU — 7 BmEREOFEA
AT EDY T 2 ) R 2R

8 https://www.first.org/cvss/v3-1/
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R0, ARFRETIT O BAIFEMOT =X RN 77 v 7T RERGT 5, $72. %5

NDORBERT D0 KBOERE, AT ARSI A21T) 2 & b

BREL, ZOEERERICOYATT 5, ZBOBMRNCIL, BEBERFOT XS
L— g L b— Lo E Rt E (BCP: Business Continuity Plan) ZfER8 L

THEL LT, TR—FEENFA LB, RSNl & 72 5,
TANEITOBIL, BEEZITHIBETNOH D2 TORBMRE I LT, FHANc

[ L WA R OWRZIT ). ZOBOBRE I IS T E2E& e, HD

AT NI K- TR D,

s XRBUAT LADOEEE (VAT LA —TF—)

s SRR AT AOBIRECERE

- RRU AT AORAMREE EREIT O

A7 TRMEE (77U R —ERX T r g X —5E)

FrliZA 7 78R MMFIC Lo TRIESNTWARZBEE, BfRENY X7 %
HFARTERVBEMNRIIERZRET DLENDH D, 7T v b7+ — LZHFEIC
BWTH—E A5 (DoS: Denial of Service) DOMesgthz 24 2 MLEND
D560, FIRIICHER 21TV, BIRE ORI 282 MWERH 5, 2WziTH &
X2 T A _RUF =0 BEEHORM LS LTAHT 2 2 L O, &
EXPRICEHT 2B 2KV IAATERK ERiRE T 5,
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- EELIFR T

KT AT LOREERFITAT 5 W T, MEFIPEXI R O FEHEN A O
2 V7 A WEORREHNE LTEBTL2H0ERT, AT LD
WX =2 VT 0 BEECPIMOED, Mi—HKEHORDLY 7 by =T
(BT 2 MEgatER RISV, B OEELT 5 v AT AT 2 Magatk st
RO—BRELTEMTHZEEZEET D, KV ATLOMRBICHTDFH
1L, VAT AOREELEIRFIZHE U 22 Thd L oIZT 57,
AREOIIEIZHE, FEAREE I E 2T T2 b0 LT
X8

- EHIRZI

SR TEBMMIZ I T 22 W T, £ AT L O R AN E L 3
ENTNDEZ EDHEBPEREZBNE LTETIHDOE2RT,
HEFHORD HIEHREF 2V 7 4 xRICBIT A CRBRCEREX 2V
TAEEO—RE L THMBOY AT L&KL HEFICERKT D Z & 248
BT 5, BB CELSMPCERICHT AE L. WU MW T
bid X523 5720, KEOHKEEZSZIC, WegatE2 ko 3 it %
ERTDOHHLOLET S,

3.1 MESBHEZHONMRIAT LA

1) FEEEFE21

PR F 72 IR BN FEDORIEEITo T v AT 2 ExtG L +5, 7272 L,
Web 77V & A~— b7 7 7 VITxT HMEFHIERZKNIT, EHEDPBIMCTH L
BOEBETRE LT 5, EHEGOHUWOEZE LT, LLTOEENMTbiLY
AIZIXZMEITY ZENEE LU,

7 Web 7TV 2K

RO ANTI S NTZT — F OAER (7 4 — A0 APT £5) [TIBINCEFE RN
HdH5E
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- B 2R AR LB BN AR N B D e

- WRE, Wb, T AT v T ue— RE, BRIOER 2T L 0B
IREFEN D D56

s BAREHYT LR H—IIEENR D DG
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- Xy N — 7 @BEICETZUEIEMSCEE RS 555
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2) TE ARSI

EHBW ORISR AT MILHEE OB CARSCEAFEICET S b0 & L,
AETEIREDODKEEZRITRNEDOLTH, RATHVATLANEL, 2TDOY
AT LDOBWEITO 2 ENHELWEAIE, EEREX=2 YT 407 AL —
MOFBE RO L, B AT LOEF 2T 4 U A7 DORE SRCWBEDM
SPERS W O FEREIRILE & B 2 T AW 21T 5 2 E N E LUy,

3.2 M5tz Xtk

1) B ERFE2 I

WD Y AT MMIKT DMK ED Y A 7KW EIT O BRI, MBI B
BE2Z T HARMEOHLET (TH vy 7 —T7 2 R) ORTEZKOXSRET 5,
SN & DB R A FF - 7 OWE TSR T A2, AT AOBBEREREIZIL U T
EETEET D, £7-. EBEOEBA~OMMEOMREZ B E LT, ZWrxt&i
AEREZARE T D, VAT LMIRT OHELTTFR TE WG E ITRGEREE
LETOFEML EEE T 505, ZOGE, YR O U AT MMESAREFEREL & [F]
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DFEREIZEESE . GV AT LOWER A U483 2 B M & 2 28 2 TR
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RUZAHIRL 7 A4 7 > FNEEFEIZL DT 7 B AHIIRENES TR
5. A X —F v B HITP (WebSocket Z & Te) (2 & B0 52D (E
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(2) DT AT K EHHET DAL, T OIMERFT L 2B O SL T 5 (HELE)

(3) TIPS X° WAF (FZMaFsMEDIFAEZ R T 2 BN n b H 72D, gk L7z T
W EIT O (HELD)

(4) v bT =7 BTO+43727T 7 & AR i S 7= NS RE (B8 BRE 18]
JETESE) OBZBNILENIS U TEMETDH ((EE)

(5) P RIIARFRE A AR & T 5, MIERESE TOZMAIT Y HalE, &
TONBARA 57 2 — ADRRFELFEICZH T 012, A
TR NRERT — X DEAN, N AT LEEFEOHERZITI D &
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D AI—bLTAXT T
(1) 77U A FTIZABT 54 TO Android & 10S/iPadoS [AjiF 7 7V %3
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7 AR N)IEHROERE

ZWNIEE LT, SHBENRET 54 X R IEEICERIfbshTwnws 2 &
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BT, VAT AHLE~OE TV U TN T, EF 2 VT 4 RN H—
D95 0SINT (Open Source Intelligence) 8DV — vt R Z7EH L. EHIAY
oA R RNVDORBELET) ZENREE LV,

AR M UFROEH G E LTI, LTS 7 e — L IP T RLX
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T =L kim~mmr7%vxﬁf Web 77V #2W11% 50~100 V 7/ = & k
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FERRICHE T AT LOBZKHRZRO DLEEIL, A RO by T X=U0 bl s
HPHTITH 2 &0, [ARROIEY OB P ER S 25513 EKT D 1 BROA%E
PR ET DL EEOREFHAEROTEL LR, 72 FI LV AT A%EH
EZWTT 2580, BEITo W & IX R D EESe API 2xtR T 5L
MEE LWV, WTIUZHE L, BRI ZESIT, IR 2T AONEER % T
BT H2EAEYE L2 TRETHIHD LT D,

3.3 MBHZEHOEREH
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5OEMEHAEDED LD ET D,

S A=Y MEICRAFHSNTOBBRZINERUDITL. FAN\—tF1UFT LOBNICRIITD L
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EFNRVWEIICFETRHET S Z & (KH)

1 https://www.meti.go.jp/policy/netsecurity/shinsatouroku/zyouhoukizyun2.pdf
1 https://www.offensive-security.com/pwk-oscp/

2 https://www.offensive-security.com/web200-oswa/

13 https://www.giac.org/certifications/web-application-penetration-tester-gwapt/
" https://www.giac.org/certifications/penetration-tester-gpen/

5 https://www.giac.org/certifications/mobile-device-security-analyst-gmob/
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