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63B-4
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& Lifecycle
Management

63C-4
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Assertions

QUL YvLETI

(“ Federated Model With Subscriber-Controlled Wallet” )

@® Risk Management® BE L

© Identity Proofing Roles / Types
O IALIDORIFTEIALZORE L

O AAL2D T 1 v I T BRI
O 7 + L v ~IZ & BAuthentication
@ User-Controlled WalletD E ¥
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O Digital Identity Modelicv # L v FEFILHYEN
- “Federated Digital Identity Model With Subscriber-Controlled Wallet” h'#i7zICEE SN
« HbHHET. Federated ModelDXICH W TCSPHIAPH S pEEE LT

©® Digital Identity Risk Management 7Ot XD REL
YR TEIAAXAY FORAID AT v FIZ“Define the Online Service” MBI 7z
MDD v 3>, BHINZENGEHS. BREEENRUVT—%. I —JI—TOHFELZREDXE)
« 2D®M”Dimension”IC&k 3 U XU DDA
« 3.5. Continuously Evaluate and Improve® X kU 7 X GRIEIEIE) OBEHEHIKIBICHILTT
« 3.6.Redress (MUEFISE) HFFRENM
- 3.8. Artificial Intelligence (Al) and Machine Learning (ML) in Identity Systemsh3 #3281



=A
af =

RiBEER

2pd TOEHBRZEES (63-4 base volume)

“Federated Digital Identity Model With Subscriber-Controlled Wallet”

« ”Subscriber-Controlled Wallet”%# AU /=Federated Modelh’ FrifcicEE I Nz TDETILTIZCSPHIssuer.
IdP (Wallet) H'Holder. RPAHVerifierlCE%X 9 3 (SP800-63-4 2pdDHHAILD) o

« ALy bEDEENLGERERZVECETIC. RPEVAL Y FHLDT7H -3 2RITANONDETILE

L TEREASNTWL 3,
E— Applicant Request
- .
Subscriber -
Identity Proofing >
and Enroliment Claimant <
* Activation

Authenticated
Session
o

RP

Federation Federation
Protocol

Subscriber-
Controlled

Wallet

IdP Onboarding Process *

Onboarding Process

(K8 © SP 800-63-4 2pd)

o

Verifier

Step 1: applicantid CSP @ identity proofing and enrollment 70O+ X ICHFET %,

Step 2: identity proofingHh'mBiIh 9 % &. Applicantid* > Hh—7 1 > 7 7O X %= ET.

subscribere LT7A4 7> 74 T4 H—ERICERIND,

Step 3: CSP IC& o T subscriberBIED U+ Ly WA VR—FT 1 >0 N5,

+ subscriberl& CSP O A > R—F 4 VI HEBEICX L TEREEE 1T 5o

+ subscriberlZactivation factorzfERHL T. 7#L v b ZiEET S,

s DxlLyhiE. ALy EHRIFIIHOIMBAZSATE) VIR % CSPITXEET o

« CSPIE. ALY bDF—DBEREZODMDENEEHZZUCEM/NY RILZERT %,

Step4:RPIZV L —LDFFEZEKRT B, CnIcLD. 7+ L v kAdDfederated

authentication®EKRHA b H—E N3,

Step 5: claimant I&. subscriberBI2U + L v OB CEEZIET %,

« subscriberlZactivationBE&=ZFER L TU L v M ZiEENT 5,

« JxLw k&, subscriber7A Y RAEICCSPMMEMHTIBYNY RILEZST T7H—
a EEMT B,

Step6:RP T ALY MNIT7xTFL—>a>r7FOMINEZBLTERET S, V4L w bIE

JIFL—>a>FO0RIEEBLTCTH =23 Ao a > TENDEM%R RP IR

93, RPIFTH—a > %E&EIEL. RPICEITEH VS A > —E XDsubscriberd 7

AT0T4 71 CBEICH T 2EEMEZMILYT 5, RPIE. subscriberdDfederated

identity(fR% £ 7=133E1R%). IAL. AAL. FAL. LV ZDMOERZFERL T, EFEDR

EZXITOENTE S,

Step 7: subscriber& RP ORI TEREEEATZ v > 3 VA HEII I NS,

(SP 800-63-4 2pd & D #&#ER
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8% . Federated Model®

Ko BWTCSPHIAPH S 5kt

« WalletETILDEA X HHE T, REXH S HBFederated Model DFAMEIEE TN, IdPORHD SCSPHOEESI NI,

Initial public draft:

Subject

Subject Roles
—

o

Identity Proofing

— [Subscriber_j¢—————

o

Authenticated Session

o

Authentication
Request

o

Federation Protocol

g m

and Enrollment

Authentication i ‘
Process Verifier
) S
Authenticator Enrollment/ Issuance &

(R : SP 800-63-4 ipd)

—
\_ IdP Functions /

2nd public draft:

Subject

Subject Roles

Applicant

Claimant

f

Identity Proofing
and Enroliment

Authenticated
Session

- m
RP
Federation
Request

Federation
Protocol

Authenticator
Enroliment / Issuance

(K88 © SP 800-63-4 2pd)

- |
Authentication
Process
Verifier
ﬂ
Subscriber
. Accounts
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) 27?* DAV TORADRE

« 220 1) XU DimensionhEZ SN (Ist dimension:lD*)Z%AL:iﬁ'd‘%U 227, 2nd dimension: ID> X7 Lih
5IERITIURY) o

c YURIIZIAY FDRIID AT v F& LT Define the Online Servicel DSBS 7. F£7=. Continuously
Evaluate & Improve TIREITAREX M) I XD EFBICERZR I NI

Identification and management of risks are presented along two dimensions:

Dimension 1: Risks to the online service Dimension 2: Risks from the identity system
Informs Initial Controls Selections Informs Tailoring & Final Controls Implementation
What are the identity-related risks associated with a Seeks to answer: What are the risks posed by an identity
compromise of the online service? system at the initial assurance level if implemented?

Define the Online Conduct Initial Select Initial Tailor & Finalize
Service Impact Assmt. Controls Controls

5
Continuously Evaluate & Improve

> Pass rates/Failure rates > Proofing time to completion
> Suspected/confirmed fraud rates » AuthN & proofing types
> User feedback & help desk

> Redress response times,

HHEE NISTWeblnarDlgltalIdentltmedelmesUpdate Public Webinar (8/29)
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© Identity Proofing Roles,“Identity Proofing TypesDE#

- ldentity proofing Rolesz E& Y 217 > 3 > HHEK
(Proofing Agent/Trusted Referee/Process Assistant/Applicant Reference % &)

« Identity Proofing TypesiCDWTHERKICE Y > 3 U HFER
(Remote Unattended/Remote Attended/Onsite Attended/Onsite Unattended)

O IALIORIFREIAL2ZORE L (/=i Verification S7EDEERR L)

IALLORequirements®2EMAREL (NISTE K "re-balancing”)
(#Fr7=721AL1IE. FAIRZREvidence® & Tdidentity proofingh\mIEEAR L RJL ¥ L TIUBE T 5N i:)

IAL2 C¥H confirmation codelZ & B verification®*H B]gE(IZ
(XITETVRIHI T ENTREEEAT7 KL X (1FFrEE) ANOEEI— ROEMIC K BHK:EE)

#17-7%xverification method& L T Micro Transactiony BEZ I N. IALL. IAL2 CTHIATEEIC
IAL Ol HIFR

(BE) ZOMOEES
« 2.2 CoreAttributes; OIS 3 UHFHRIN. EHLNLDERLINE
6EDERIC TVideo or Image Injection Attacky ANEM (7« —7F 7 =4 VWEHFIREINT)

10
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Identity Proofing Roles,“Identity Proofing Types

« Roles : Proofing Agent & Process Assistanth\#1iRE &
(Trusted Referee/Applicant ReferencelZipdiCE W THEEH D)

« Types : UE— bk ZF %A k. Attended, Unattended DA EDHHE TR 1 THEE
(IALOERequirements Tlk. D421 TRICERFEBEBHN BB TN TLD)

Proofing Agent

Enables the identity proofing process in attended R

scenarios. n_ Traditional, automated proofing

Trusted Referee

Provides an additional level of expertise to make Remote Attended

risk-based decisions for exception handling. Video based proofing with an Agent or Referee

Provides basic support to applicants such as

translation and accessibility support. Traditional “in-person” identity proofing

Applicant Reference
Onsite Unattended

z oA
2 5 e D

Operates on behalf of the applicant to vouch for
identity or aspects of identity.

Kiosk based model without an Agent or Referee

|
[
Process Assistant ")
Onsite Attended
[
|

B8 . NIST Webinar Digital Identity Guidelines Update - Public Webinar (8/29)

11
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#7-% IALLORequirements (1IE)
. IALISEvidenceB# MBI TN BB Y LT, FARXIEATHEANSNS L AL LR 5T,

BE (k&) Requirements (Z#y) FHRRA >+
Remote/OnS|te\ Unattended / AttendedD &% 5 % 2 1 L TiRHATEE, e T
CSPId# 72 3> & L TUnattended Remote identity proofingZ12fit L &t AT ?5?4 71 LZE & <\
. (F7> 3> LTRELE
Proofing Type | 13854\ (SHALL) TUEBERNEAL T DE
» CSPIIA 72 3> & L TRemoteX [3OnsitedAttended identity proofing e & | = <1 7-
1DIHEH L AT 520 (SHALL) =t
Evidence « FARUEDIEFVR1: lpdH 5B INFAR IS D=
Collection (X1 FDOBEIFEEEN T ZFERAIARE (SHOULD) cINTWL3B) IFTANSND LARILICHE ST
LFowsnh
. e TIORINEFaAVToHEE (FH—>2ay. TR LEDELRE) . b=
Evidence | . wpmgyt o) 7o BEEEIRIIT S B EBIRE v B E AT v Rl
« Proofingagentic & 3 BHR&EE (U721 LXIIFEERTOEX) At
« Proofing agentiC & 2412 - M BN LRE
LFowsnh
IET Y RCEEMITONTAREEE A7 R L AADRER J— RiXT
BELAHDERT NI bFICHTINAIORS I3 lpd LERTYA 2O RS >
Verification AAL2/FALRL L DERRER U 7 7L —2avVIC&BBET AT MADOT IR | 023>, BELLERHD

FREEE DEE X Evidence DEEENR & D BENLEER

FREEE DER X EvidenceX IIBET 2 50Ek FDEEEE & D LLE

identity evidence(& AFEERFIEERL) & 7= (3 F DEEHLICREET MR D H B ECERIC
'f%ﬁ ;h-—c L\5§E1$DIL\DIE|E$E%\ EE %quﬁibt_#/j}l/ c‘iﬂﬁﬁ(?—éo

VerificationFE & L GEMS
ni

12
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IALD 2%

* IAL2DVerificationFERIC THREEFA T KL AANDOHERE J— RiXfd1 dBMEI N (ipd TIKIALID AR TZ o 7)) o
e IOz o g2 HFrT=%\VerificationFEE L L TEZR 1. IALL,

IAL2THIFRIBE & % o 7eo

BE (k¥%) IALL IAL2 IAL3
. Remote/Onsite. _ . Onsite Attended D o
Proofing YPE | UnattendedAttended /51— | MHERT e mensess A EnEi
cvidence “_“ SUPERIOR 1 £
: FARALEDIET VR 18 ik IAL2 ¥ [F L
Collection A 7= FAIR 15 + STRONG 15 Rt
Attribute . — . All Core Attributes
Collection All Core Attributes IALLZ[E L + Biometric Sample
L,("Fd) wgnh L,("Fd) wgnh L,("Fd) wsnh
MEEEA 7 R L ZAANDHESR MREEEA T B L ANDRESR T ERE5#E L EvidenceDEED LEER
R XS R X (B&)/xm/ =)
BRIEEAERIOFFZEANDIA D BIEEAERIOFEZEADIYAY |« FEEMEOEVEERICREINT
OS> 3 % OS> 3 V% WBEAREEEEBHRE REEE DY
Verification o AAL/FAL2ZAEICKZBHET AT |« AAL/FAL2ZAEICKZEEET A VT DLEER

Y hADT U RDEEE

« EEFEH Y EvidenceDEEDLEEL
(B&/xE/=R/FEREER)

® nafi = TLT... QEMS ity uElrﬁ*E (\: EEE%
EOH > TFILEDHE

Y EANDT U RDESE

« EEFEHE Y EvidenceDEED L
(B &)/ m/i=MR/FEREHA)

® nafi* nﬁ.iﬁswunﬁlﬁﬁﬁ 2: EFI
ZEDH > TILE DR

¥IAL1Z IAL2DVerificationFER IS, BIRREIRR & &#7aH B HY,

KEOXEFDEH DB RICERD D B

13
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B8Z : VerificationFER EIALE D&

VerificationFE&

|IAL1

|AL2

IAL3

a.

TETFYRICEEMTOSNTRIEFEAD T KL X (BRI, BYEIEI . %?X—»JFbZ\%
EES)ICXEINIHERI— R EZHREEINIRITREZ CENTETE TR

BRIEEADT o>~ (BRI éfﬁ%ﬂf)k@ﬂ%;ﬂf:?ﬂ'ﬁlﬂ I~7/*7‘7*/E|‘/0)$§E
HERFENZITINEZ N TET R =R

AAL2/FALZUA EDFREER U 7 7L —> a3 VICLBEETHI Y FADT IR

EREEE DEE L EvidenceDEEEIR & O BELEE

BIEEE DER L EvidenceX [3BIE T B LR FDBEEE & D LB
(onsite attendedtzv < 3 > | proofing agent & O XIH)

BIEE&E DER L EvidenceX [3BIE T 3Lk FDEEEE & D LB
(remote attended : proofingagente D>« JEF7)

BIEEE DEA L EvidenceX I3BEE T 25 EDEEEE & DLLER
(FERER 7O+t X : proofing agenth B DEFRTICTT S R E I LEE)

identity evidence F¥ 7o I3 Z DU BIE T SR D H B ELFTRICHRIF SN TV D EMAETEEFRZ
REREMNRELIEY Y TIL T %,

OO OO0 ]|]O0l101 O|O

BE{t SNFERICED. identity evidencellRFESNTWS. £7-IEZE DOIEHMCEE S 350
FRRD. EBUNDOXROEMRTILFRZ. BHFEED SIRESNICEFRY > TILEHET S,

OO OO0 ]010l OO

AANEZRAIET VR FEIGEFOIET Y RICEET I EAEOEVERICEEINTWDE
KSR %E. REENVRHLI-Y O TILE R T S,
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O Syncable Authenticator®EMMEAAL2D T « v & VI T EMHDIR(L
« Cryptographic authenticatoriC /N2 +—F%Z 87 L 7zSyncable Authenticator|CB ¢ % i HYESCE
(ABtEIC AT NT=63BsuplORBHELD A FNT. FFilIFAppendix. BiZo )
« AL2DT 1 vV ITMEGD TRIBE1 DD 7 ¢ v Y JMMUEREEA 72 3 >z BE L AITNIEHR 540 &’
ﬂ:r:_k;h'rv:o

OV # L v hiC&k BAuthentication (Cryptographic Authenticatore LTDU#L w k)

Cryptographic Authenticator®device/software DX FIH 72 < 7 D . user-controlled walletiCR89 3 EEEHNENM
Infc (ef2 LwalletzFIB T 358 OFFMIZ63C-4Z2 2R)

(BE) ZOMOEESR
Account RecoveryDEHDERE L

- Session ManagementOEBHDRE L
Reauthentication D E4H\EFHEM

 AitM resistance. Verifier-compromise resistanceh'gliffR F

16
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Syncable Authenticator

« 63BsuplDARBZEXDIAA. Multi-Factor Cryptographic Authentication®—7#& & L TSyncable Authenticators
HEREINT. MIHT DAALIZ63BsuplE[ERRIC TRATHAAL2L 7D,

Syncable Authenticators:
* Are software or hardware cryptographic authenticators : rd Phishing Resistant

* Where authentication keys can be cloned and exported
to other storage

* To support the syncing of those keys to other
authenticators (i.e., devices).

C’}_\ Replay Resistant

The draft guidance:

* Will provide requirements and considerations for use
* Confirm allowability at AAL2 @ Multi-factor (w/UV)

* Reflect the content from the supplement

Since AALS3 still prohibits export of keys, the maximum achievable AAL for syncable
authenticators is AAL2

B8 . NIST Webinar Digital Identity Guidelines Update - Public Webinar (8/29)

17
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AAL2D T « v o T SREHFDRIL

« AAL2DT7 4 vV ITMEEHD TRIE1L DD T 0 v Y IMEEREEA 7o a v EIBELARITNIXAE SR
(SHALL) rsfbENni-.

Requirement AALA1 AAL2 AAL3
* Any AAL2 or AAL3 » Any AAL3 authenticator
authenticator * MF out-of-band
Permitted * Password * MF OTP * MF cryptographlc
. * Look-up secret * Password plus: * SF cryptographic
Authenticator Types |. out-of-band * Look-up secret plus password
+ SF OTP * Qut-of-band
+ SF cryptographic * SF OTP
* Level 3 physical security
* Level 2 overall
. . Level 1 Level 1 t MF t hi
FIPS 140 Validation eve evel 1 (Government agency (MF cryptographic)

(Government agency verifiers)

authenticators and verifiers)

* Level 1 overall

(verifiers and
SF cryptographic)

Reauthentication

30 days overall

24 hours overall
1 hour inactivity

12 hours overall
15 minutes of inactivity

Recommended;

Phishing Resistance Not required must be available Required
Replay Resistance Not required Required Required
Authentication Intent Not required Recommended Required

Fig. 1. Summary of requirements by AAL

Verifiers sHALL offer at least one phishing-resistant
authentication option at AAL2, as described in Sec.
3.2.5.

Verifiersl. £ 3>3.2 518 H IN TV A L3I,
AAL2IZEWNWTAIKELIDD T4 VT T ER T
BHFRREA T a v ERELGITNIEESE,

Federal agencies sHALL require their staff,
contractors, and partners to use phishing-resistant
authentication to access federal information
systems.

EFEEE.BE.FAEEE. BLUN—~—ITx
L. ERMERRATLICTIERTIEICT19 0T
X RBAEFERTHIELEEFE(TITEEDET D,

In all cases, verifiers sHouLD encourage the use of
phishing-resistant authentication at AAL2 whenever
practical since phishing is a significant threat vector.
Ty TEERGBBORINLTH S0, TR
TOT—RIZHWT, verifiersld. ERAMLIEEZIE
BIZLAAL2ICEWT Oy VI SRR D AZEE
g RETHS,

(HHE8 : SP 800-63B-4 2pd BFERST IFHEMENER) 18
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Digital Wallets for AuthN (1/2)

- Multi-Factor Cryptographic Authentication®—#& & L T T Usage With Subscriber-Controlled Wallets ; h'#i7:
‘:E%éhTCo

Authentication with subscriber-controlled wallets
* Multi-factor cryptographic authentication
* Must use an activation factor to unlock the wallet

e Authentication process must use a federation protocol
following -63C to present the credential

* SHOULD use platform APIs when available

* Cross-device flows must establish proximity between
authenticator and the user’s endpoint

188 . NIST Webinar Digital Identity Guidelines Update - Public Webinar (8/29)
19
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Digital Wallets for AuthN (2/2)
(AR OBIERY)

3.1.7.3. Usage With Subscriber-Controlled Wallets

multi-factor cryptographic authentication D457 7 — X TOEREIE. [SP800-63CIDE T 3 > 5TEHHE 1
TUL\3subscriber-controlled walletsT# %, claimanth'Z 3 activation factorzEH L Twalletdd O 7 = ##BR
L 7=#. authentication processTI&[SP800-63C] TsFllcEREA TN T LV 3 & S Icfederation protocol hMER I
%, federation protocol® 77— 3 VAR E L IETEHIE. cryptographic authenticatorsiZ3 k& 5N 35t
Tal) TS5 RIRMT %, D=8, subscriber-controlled walletsid. activation factor&walletick > T4
BENT7Y—> 3 OI1IETRE S UEEFE 8 U T, multi-factor authenticators& #Hd e TE 3B,

MWERTEAND T 7t XiZldactivation factorBAAETdH B, authenticator activation secretsid. £ 3>3.2.10
DEMZEFHL-IRITNEE 52UV, £FRFREEDactivation factorid. Eft L /=R OBBFIEZEH. Y
A 3230EBEHEFHEIRITNILAS ARV, SREHLIEDERIC, activationlCERAIN/NRXT— R X IZER
SEEY IV, BLUERSRY Y IO SIRE LT-IRTOERSIT—2IZEOT ) 7(EE) SNARITFHUERE
570\

subscriber-controlled wallets% /¢ % authentication processesid. [SP800-63C]DESETEFM TN TS
federation process& & HIZER L& F UL 572U\, subscriber-controlled walletsiZ & > THERR S N-E4
ZFaudience-restricted assertionsid. FFFFRPICIETR S fifcassertion M EHARPICK > TERINDZIDEH 125,
T4y VIWRELTEMTHDEEZ SN, walleth b5 DEMAESR F f-iFaudience restrictionz & <
assertionld. 714w IWERE L THEMNTH S EITHABEINAL,

20
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2pd TOEHREES (63C-4 Federation & Assertions)

@ User-Controlled WalletO E4H ESE

'77r Lw MCBET 2EMHIE 5. Subscriber-Controlled Wallets] & L T. U TOEBBROENFHER I N .

5.1. Wallet Activation

5.2. Federation Transaction

5.3. Trust Agreements

5.4. Provisioning the Subscriber-Controlled Wallet
5.5. Discovery and Registration

5.6. Authentication and Attribute Disclosure
5.7. Assertion Requests

5.7. Assertion Contents

5.9. Assertion Contents

5.10. Assertion Validation

5.11. RP Subscriber Accounts

(8 FALd) RequirementsD—3BZEE

"Audience Restriction”h" i EBINE N3 74 . FALDRequirements DR —EPEE SN T,

(BF) FFa XY MERDLEENE

63CIFEZLANILTEERE I NTce R—DEIFAIR—T (3) =2 8TR— (4ipd) —135R— (-42pd) 12,

HBEDEMHAH 3. Common Federation Requirements) ICEE&E SN, EFRDFederated ModelDE L T4,
General-Purpose IdPs) ICEIBE N7
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B RIERDLENGE (Ipdh52pdADBERIBDZEIL)

« 63C-4D BB IFipdh S LEICRE SN, ErIDFederated ModelZ8E L 7=EM4IE 3. Common
Federation Requirements) & [4. General-Purpose IdPs) ICEB#RSINTL\ 3,

2pdDBER (EEE D =R ipdDBR (FEED =R
3. Common Federation Requirements 5. Federation
(—BB D AR 5.1. Trust Agreements
3.4. Trust Agreements <— 5.2. Registration
3.6. Authentication and Attribute Disclosure < = 5.3. Authentication and Attribute Disclosure
3.7. RP Subscriber Accounts < 5.4. RP Subscriber Accounts
3.11. Identity Attributes 5.5. Privacy Requirements
3 12 Assertion Protection 5.6. Reauthentication and Session Requirements in Federation
< Environments
4, General -Purpose IdPs ~_ 8. Assertions
4.1.1dP Account Provisioning \ 6.1. Assertion Binding
4.2. Federation Transactio 6.2. Assertion Protection
4.3. Trust Agreements 6.3. Identity APIs
4.4. Discovery and Registration 7. Assertion Presentation
4.5. Subscriber Authentication at the IdP 7.1. Back-Channel Presentation
4.6. Authentication and Attribute Disclosure 7.2 Front-Channel Presentation
4.7. Reauthentication and Session Requirements in Fedetated 7.3. Protecting Information

Environments
4.8. Shared Signaling
4.9. Assertion Contents
4.10. Assertion Request
4.11. Assertion Presentation

5. Subscriber-Controlled Wallets (i) « ERONGEBRORNE—F., RNGBREERTHOTEAL, 23
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User-Controlled Wallet®E{¥ (5. Subscriber-Controlled Wallets)

2pd BR

=

5.1. Wallet Activation

WalletdDActivation|CBE 9 2 EKEIE (activation factor®ERARY)

5.2. Federation Transaction

WalletzIdPE LTS ED 7 7L —>a>Y bS50 3y (O— > M) DA

5.3. Trust Agreements

WalletzFH 9 2B SICRPECSPE D THRRE L 7R Btrust agreementDERFIE, T+ L v MMIK 2EHEDEITE
ICHBERDZERSEE RPIAERTZEMEY b ZOEN. BB L TEXALOFAREY)

5.4. Provisioning the Subscriber-
Controlled Wallet

CSPIC& BWalletod 7OEY 3 Z >/ DBDEREIE (FREEH Sattribute bundleDF1T % TDOFIE)
Walleto 77O a3 =>4 (Blk. BELE) OFEOIRMICEE T 2 EREIE

5.5. Discovery and Registration

TJx7L—>2a>bI o0 a3 AT 3O, Attribute bundlelCBR TN AR OEIEHEZFICOVTO

5.6. Authentication and Attribute
Disclosure

ERVEMERTRFROREM (SHOULD) . FERGEBMEEICET AEBPREDNTDODAXAZILICDOVT

5.7. Assertion Requests

RPAFH— g ) ITIMNIEHBIREIHR
(RPOFHBIF. nonce. BEXRTZEMLY b ZDOFEREMNAY)

5.8. Assertion Contents

Walleth' 7 H—> g VICEDBIRNITARB. 7H—2 3 VIilE £FnBAttributes BundlelCEHB3REFTAHR
(CSPAY#1T L 7=Attribute Bundle. 71— 3 VRITEDHF. RPOFEAF. 21 LRXEZ> T nonce’x )

5.9. Assertion Presentation

TH—> 3 ERRT BEOENRSEIE (authenticated protected channel fER. nonceDiREE. PIDE FNZ5H
BOESE. XSSHERTH—>3>a40P 20> a /KR Y)

5.10. Assertion Validation

RPOIRITE 77— 3 V2 REEY BROERFIR (R17E. KfE. Audience restriction. nonceZi & DREE)

5.11. RP Subscriber Accounts

RP{EIDSubscriber AccountsD BB ICRE T 3 E4
(%WalletTl&. just-in-timeXlidephemerala 7OES 3 Z > JETILOAMERABGEE SNTULB)
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FAL Requirementsh’—&
« FALOZRICIE TAudience Restriction) DYNEMME Nz EDOMICHDLBEHH

xE

BOHEEINTWLS,

Requirement

FAL1

FAL2

FAL3

Audience Restriction
%2pdh 5B

Multiple RPs allowed per
assertion, Single RP per assertion
recommended

Single RP per assertion

Single RP per assertion

Injection Protection

Recommended for all
transactions

Required; transaction begins at
the RP

Required; transaction begins at
the RP

Trust Agreement

Establishment Subscriber-driven or A priori A priori A priori
Identifier and Key
Establishment Dynamic or Static Dynamic or Static Static

XfEFTD Registration
TEIHZ D

Presentation

Bearer Assertion

Bearer Assertion

Holder-of-Key Assertion or
Bound Authenticator
X{ERIMBound Authenticatorh' 5
BEOESRICHALEINT
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&% : 3. Common Federation Requirements DI} E

2pd BR

=

3.1. Roles

Credential Service Provider (CSP) . Identity Provider (IdP) . Relying Party (RP)IZR8 9 2 BIE5HEA

3.2. Functions

Trust Agreement Management. Authorized Party. Proxied Federation|ZB89 % E:1AH
Fulfilling Roles and Functions of a Federation Model Ot Z5iRA

3.3. Federated Identifiers

PPl (Pairwise Pseudonymous Identifiers) (ZBS9 2 EKREIE

3.4. Trust Agreements

Trust Agreements®&E7T )L &M, ZEM) OBIEFHAC EKEIE, RedressEff

3.5. Identifiers and Cryptographic Key
Management for CSPs, IdPs, and RPs

Key Rotation. Cryptographic Key Storage. Software Attestations|ZE8d 3 EKREIH

3.6. Authentication and Attribute Disclosure

IdPH 5 RPAMDsubscriber attributes®= 1 $E LICR T 3 EREIE

3.7. RP Subscriber Accounts

RPA O —HILICIRIE G Bsubscriberd L 01— RICEE T 3 EREIA

3.8. Authenticated Sessions at the RP

RP & Subscriber & @M authenticated sessionZE LT B =D DEREIF

3.9. Privacy Requirements

To2AN—HEHOEREEL. |dP. RPXIFEDEAICKD 5NBDEREIE

3.10. Security Controls

AT 03 VINENE. HITRISAN—IBHRDRE - REICOVWTOEREIR

3.11. Identity Attributes

Subscriber-Controlled Wallet T/ & 713 ”Attributes Bundle”. f#gidIdentity APIsICES S % EREIE

3.12. Assertion Protection

TH—arolE. BIRBEOKREICH T B NREN

3.13. Bearer Assertions

bearer assertion DEE{EA

3.14. Holder-of-Key Assertions

FAL3 TR & 513 Holder-of-Key Assertions D EEHEA & ESREIE

3.15. Bound Authenticators

FAL3 TR & 513 Bound Authenticators DI EEHEH ¥ BREIE

3.16. RP Requirements for Processing Holder-of-

Key Assertions and Bound Authenticators

Holder-of-Key Assertions & & U Bound Authenticators (ZB§ 9 2RP TOMIBEE#
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