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Executive Summary

The EU-Japan Interoperability Pilot has succeeded, demonstrating the feasibility of cross-border exchange of
learning credentials between European Union Digital Identity (EUDI) and Japanese environment built for this
pilot project.

This pilot project explored the technical requirements and implementation challenges for the interoperability of
digital credential. As a result, the EU and Japan (hereinafter referred to as "both sides") confirmed that the
issuance, presentation, and verification of credentials can be implemented by utilizing Verifiable Credentials
(VCs), Digital Identity Wallet (DIW), and e-Seals.

Key Achievements include:
e Successfullyimplemented cross-border credential presentation, issuance, and verification scenarios.
e Demonstrated interoperability between EU and Japanese environment for this pilot project.

e Organized technical challenges, including the alignment of interpretations of technical specifications
and validation methodologies.

e Established and validated a shared understanding on implementation method of selective disclosure
for secure digital credential exchange. Established that the core technology stack can handle
international interoperability requirements while both sides have different governance frameworks—
such as laws, regulations, and certification system of trust services—and different technical
architectures. This demonstration of tangible progress toward international digital credential
ecosystems builds stakeholder confidence in the viability of cross-border digital identity solutions and
creates a foundation for future policy and implementation decisions.

Limitations and Future Work:
This pilot focused primarily on technical interoperability validation.
Key areas for future development include:

e Alignment of signature algorithms and certificate chains

e Exploring mechanisms for mutual reference of multiple trusted lists

Purpose

The overarching purpose of this document is to formally record the successful execution of an interoperability
pilot of verifiable credentials and digital identity wallets between the EU and Japan.

This initiative specifically targeted the seamless issuance, presentation and verification of learning credentials
between the European Digital Identity Wallet prototype and a Japanese wallet, establishing a verified
benchmark for functional performance.

As background of this pilot project, both sides carried out the implementation of the Memorandum of
Cooperation on Digital Identities and Trust Services signed in April 2024 to contribute to the implementation of
Data Free Flow with Trust and welcomed the progress made towards concrete use cases.

In this context, both sides selected conducting the pilot project as a concrete step of collaborative actions in
the implementation of the MoC, in order to test the technical interoperability of relevant system, while ensuring
that an exchanged document can be trusted, verified, and accepted across borders without administrative
burdens or delays.

This report serves as a definitive validation that all underlying technical architectures and interfaces have met,
or exceeded, the rigorous predefined benchmarks for data integrity, cryptographic security, and the fluid
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exchange of information across disparate platforms and international jurisdictions. This report documents a
technical exercise designed to demonstrate the feasibility of the integration of both mentioned systems.
Although the pilot has been conducted in a test environment, the results may provide the necessary evidence
that attests the technical readiness for future real-world exploration.

Project Overview
Outline of the Pilot Project

The MoC aims to facilitate Data Free Flow with Trust between the two regions. This agreement is part of the EU-
Japan Digital Partnership, which focuses on advancing cooperation on digital issues through different
mechanisms.

The MoC promotes secure and reliable digital interactions among citizens, businesses, and public authorities,
supporting economic growth and innovation. It also aims at enhancing international trade, electronic
commerce, and the delivery of essential services.

Both sides acknowledge the importance of international cooperation and the need for advancing towards a
global trust framework that may allow, in the future, international agreements or other appropriate legal
instruments for possible mutual recognition of identity management systems.

The project represents a collaborative effort to enhance digital connectivity. The initiative was designed to verify
the alignment of the respective technical and governance frameworks and check their capability to support an
interoperable environment.

The testing was performed within a controlled environment designed to replicate a real-world scenario. The
EUDIW prototype was used to interact with issuing and verifying relying parties created by Japan in a sandbox
environment, while the Japanese wallet interacted with issuing and verifying relying parties in the EU.

Scope

The interoperability of credentials was tested to confirm that they could be appropriately issued, stored,
presented, and verified across different countries and regions. Academic credentials were used as the use case
scenario in this pilot project.

Both sides prepared wallet infrastructures based on or interoperable with the Architectural Reference
Framework (ARF) of the EUDIW to share and store verifiable credentials as well as trusted lists as a verification
function, and carried out issuance, storage, presentation, and verification of credentials within a sandbox
environment.

To ensure the authenticity of the credentials, Japan and the EU used e-Seals provided by accredited service
providers under their respective frameworks, or data with equivalent functions.

During the pilot, issuance of Japanese credentials to an EUDIW prototype and vice versa was demonstrated.
Also, presentation of credentials stored in the wallets, independently of the provider of those wallets, against
relying parties from both sides was confirmed.

The sandbox environment was implemented for this pilot project in accordance with international or regional
data model and protocols, while some minor adjustments were made, by mutual agreement, when it was
difficult for either side to meet the conditions.

The pilot focused on learning credentials, which are records of learning outcomes acquired by a learner
following a small volume of learning. Therefore, learning credentials entail those academic credentials that
show the learner has specific knowledge, skills and competences that respond to societal, personal, cultural
or labour market needs.
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The pilot supported the following presentation scenarios:

e Alapanese student, using a Japanese wallet, presents a learning credential to a European verifier (e.g.,
a university).

e A European student, using an EUDI wallet, presents a learning credential to a Japanese verifier (e.g., a
university).

This pilot supported the following issuance scenarios:

e Alapanese studentisissued to its Japanese wallet a learning credential from a European issuer
e AEuropean studentisissued to its EUDI wallet a learning credential from a Japanese issuer

Technical Architecture

A high-level overview of technical architecture is presented in this section.

Learning Credential Data Model

The pilot defined a comprehensive data model for learning credentials including:

e Basic student identity information (family name, given name) supporting selective disclosure
functionality

e Achievement details and learning outcomes

e Institutional accreditation information

e Quality assurance indicators

Standards and Protocols
The implementation leveraged established technical standards and protocols to ensure interoperability
between EUDI and Japanese environment built for the pilot project:

e OpenlD for Verifiable Presentations (OpenlD4VP) v1, used for credential presentation

e OpenlD for Verifiable Credential Issuance (OpenlD4VCI) v1, used for credential issuance

e Both OpenlD protocols were profiled by OpenlD4VC High Assurance Interoperability Profile (HAIP) v1.0

e |ETFSD-JWTVC format for the encoding of the learning credential attestation and for privacy-preserving
selective disclosure of its attributes

e ETSITS119602v1.1.1 standard for the data model of lists of trusted entities

e Certification scheme for e-Seal of the Ministry of Internal Affairs and Communications (MIC) of Japan

Security Framework

To ensure secure and trustworthy cross-border credential exchange, the pilot implemented a security
framework encompassing:

e Cryptographic Standards: EC P-256 keys with ES256 signatures and RSA signatures

e Trust Model: a combination of out-of-band knowledge of the certificates of the trusted entities & two
lists of trusted entities (certificates exchanged between the parties)

e Certificate-based trust establishment with multiple trusted lists for different purposes

e Privacy Protection: Selective disclosure enabling minimal data sharing

e Key Binding: Cryptographic proof of possession

Test Results and Validation

Comprehensive test logs, video documentation, and system evidence were captured for all successful test
scenarios.
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Phase 1: Cross-Border Presentation
The tests for Phase 1 of the pilot were executed by both parties on 15 December 2025.

Both presentation scenarios were successfully validated:

e Japanese verifier © EU wallet.
e EU verifier © Japanese wallet.

Verification areas:

e Cross-device presentation flows
o Selective disclosure functionality

In this 1st phase, the trust between the parties involved was implemented by configuring the services and
wallets with out-of-band knowledge of the issuers/verifiers' certificates based on OpenlID4VP v1 and HAIP v1.0
and not by using any trusted lists.

The 2" phase was designed in order to place particular importance on the establishment of trusted lists and
the development of functionalities related to OID4VCI. With the purpose of establishing trusted lists as a
dynamic and machine-readable mechanism that enables verification by third countries.

Phase 2: Cross-Border Issuance & Presentation
The tests Phase 2 of the pilot were executed by both parties in February 2026.

The main purpose of these tests was to demonstrate cross-border issuance of Learning Credentials between
European Union (EU) and Japanese (JP) Wallets and Issuers. Additionally, cross-border presentation of Learning
Credentials between EU and JP Wallets and Verifiers was also demonstrated.

All six cross-border issuance and presentation combinations were successfully tested:

#  Issuer Wallet Verifier Flow
1| JP EU EU JP>EU~>EU
2|JP EU JP JP>EU~>JP
3| EU JP P EU~>JP~>JP
4| JP JP EU JP~>JP~>EU
5| EU EU JP EU>EU~>JP
6| EU JP EU EU~>JP~>EU

TABLE: CROSS-BORDER ISSUANCE & PRESENTATION — TESTED COMBINATIONS
Verification areas:
e End-to-end learning credential lifecycle (issuance - storage - presentation)
e Multi-party interoperability across all combinations

e Sharing of verification information and certificate verification

In Phase 2, to establish trust in the issuers of the learning credential, two trusted lists were implemented
based on ETSITS 119 602 standard, instead of out-of-band knowledge.
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Conclusion

The EU-Japan Digital Credential Interoperability Pilot has succeeded, demonstrating that cross-border digital
credential exchange can be achieved using established international standards between countries or regions
with different technical and regulatory frameworks. The pilot has shown that the technical framework for secure,
privacy-preserving credential presentation and issuance is viable for cross-border scenarios.

The completion of all planned test scenarios and the resolution of technical issues encountered during testing
provide valuable insights for future implementations. The validation of OpenID4VP, OpenlID4VCI, and SD-JWT
VC standards in an international context contributes to the broader understanding of digital credential
interoperability requirements.

While this pilot focused primarily on technical validation, it contributes to a foundation for future policy and
implementation decisions. Key areas requiring further development include the implementation of digital
identities using verifiable credentials and digital identity wallets in various fields across a wide range of sectors.

As shown in our Joint Statement, both sides welcome the successful completion of this pilot project clearly
demonstrates that the interoperability of digital credentials can be ensured even between countries or regions
under different governance frameworks—such as laws, regulations, and certification system of trust services—
and different technical architectures. The pilot project demonstrated that international interoperability can be
ensured through existing architectures, even if parties have the different governance frameworks.
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