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DITix, SR L 7244# (ETSIEN 319 401 V2.3.1 (2021-05) General Policy Requirements for Trust
Service Providers) T» %, 7¥ REQ-5-02 TiHRI N T3 ISO/IEC 27005:2011 % ISO/IEC
27005:2018 L AR R LN DL RLEDH 5,

ETSIEN 319 401 V2.3.1 (2021-05) General Policy Requirements for Trust Service Providers

REQ-5-01 | The TSP shall carry out a risk assessment to identify, analyse and evaluate trust service

risks taking into account business and technical issues.

REQ-5-02 | The TSP shall select the appropriate risk treatment measures, taking account of the risk
assessment results. The risk treatment measures shall ensure that the level of security is
commensurate to the degree of risk.

NOTE: See ISO/IEC 27005:2011 for guidance on information security risk

management as part of an information security management system.

REQ-5-03 | The TSP shall determine all security requirements and operational procedures that are

necessary to implement the risk treatment measures chosen, as documented in the

information security policy and the trust service practice statement (see clause 6).
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REQ-5-04 | The risk assessment shall be regularly reviewed and revised.

REQ-5-05 | The TSP's management shall approve the risk assessment and accept the residual risk
identified.

¢ REQ-7.2- | Managerial personnel shall possess experience or training with respect to the trust

13 service that is provided, familiarity with security procedures for personnel with
security responsibilities and experience with information security and risk
assessment sufficient to carry out management functions.

REQ-7.6- | The TSP shall control physical access to components of the TSP's system whose

01 security is critical to the provision of its trust services and minimize risks related to
physical security.

¢ REQ-7.7-| The TSP shall specify and apply procedures for ensuring that:

09 a) security patches are applied within a reasonable time after they come available;
b) security patches are not applied if they introduce additional vulnerabilities or
instabilities that outweigh the benefits of applying them, and
¢) the reasons for not applying any security patches are documented.
NOTE 5: Further specific recommendations are given in the CA/Browser Forum
network security guide [1.7], item 11

e REQ-7.8-| The TSP shall segment its systems into networks or zones based on risk assessment

02 considering functional, logical, and physical (including location) relationship
between trustworthy systems and services.

¢ REQ-7.8- | The TSP shall undergo or perform a regular vulnerability scan on public and private

13 IP addresses identified by the TSP and record evidence that each vulnerability scan
was performed by a person or entity with the skills, tools, proficiency, code of
ethics, and independence necessary to provide a reliable report.

¢ REQ-7.8- | The TSP shall undergo a penetration test on the TSP's systems at set up and after

14 infrastructure or application upgrades or modifications that the TSP determines are
significant.

e REQ-7.9- | The TSP shall address any critical vulnerability not previously addressed by the

10 TSP, within a period of 48 hours after its discovery.

e REQ-7.9- | For any vulnerability, given the potential impact, the TSP shall [ CHOICE]:

11 - create and implement a plan to mitigate the vulnerability; or

- document the factual basis for the TSP's determination that the vulnerability does not
require remediation.

EXAMPLE: The TSP can determine that the vulnerability does not require remediation
when the cost of the potential impact does not warrant the cost of mitigation.

NOTE 4: Further recommendations are given in the CA/Browser Forum network

security guide [1.7] item 4 £).
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