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CcC Common Criteria, ISO/IEC 15408, Evaluation criteria for IT security

CEN Comité Européen de Normalization (European Committee for Standardization)

DTBS/R Data To Be Signed Representation (B4 x[ %5 —Z )

EAL Evaluation Assurance Level

elD electronic Identification (& 1-#5])

ETSI European Telecommunications Standards Institute

EUSCP EU SSASC Policy

ISO/IEC International Organization for Standardization / International Electrotechnical
Commission

ISSS Information Society Standardization System

LSCP Lightweight SSASC Policy

NSCP Normalized SSASC Policy

OID Object Identifier (A7 ¥ =2 Ml )

SAD Signature Activation Data (F4iGME(LT —%)

SAM Signature Activation Module (B-Z {E AL 2 —)L)

SAP Signature Activation Protocol (B4 &M L7 mhaL)

SCA Signature Creation Application (B4 A7 7V /r—al)

SCAL Sole Control Assurance Level (4 FME—Z LD EA SEOHIE, HAMHI1E)

SCASC Signature Creation Application Service Component (B4 AT 7 ) /r— g
P—b 2T W= )

SCASP Signature Creation Application Service Provider (B4 AT 7"V /r— a4
—E RN L —)

SCDev Signature Creation Device (B4 A5 1E 45)

SCP SSASC Policy

SD Signer’s Document (B4 & DRF2 A N)

SIC Signer’ s Interaction Component

SLA Service-Level Agreement (- —E AL ~YLT 7Y —A b P —E ASVEAREE .
P—ERAL VLA EE)

SSA Server Signing Application

SSASC Server Signing Application Service Component (Yr—/X—Z-H 7S r— g9
P— 2T W= )
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SSASP Server Signing Application Service Provider (Y—/N—F4 7 7V /r— g
—ERT N —)

TSA Time-Stamping Authority (ZALAH 7' JF)

TSP Trust Service Provider

4. SRR

ETSIEN 319 401 hFAMF—E AT 0 AAZ —D— AR > — 2K

General Policy Requirements for Trust Service Providers

EN 419 241-1 #—="—=FXO—fxrtFalT 12K

Trustworthy Systems Supporting Server Signing — Part 1: General System Security
Requirements

EN 419 241-2 ¥ —"—F4 THW DR E 4 4K IEE D Protection profile

Trustworthy Systems Supporting Server Signing — Part 2: Protection profile for QSCD for
Server Signing

ETSI TS 119 431-1 V%E—h QSCD/SCDev DAY —FRKFIH

Policy and security requirements for trust service providers; Part 1: TSP service components
operating a remote QSCD / SCDev

ETSI TS 119 431-2 AdES 7V 2VEL B K225 TSP ORD > —EHRFIH

Policy and security requirements for trust service providers; Part 2: TSP service components
supporting AdES digital signature creation (remote signing)

ETSI TS 119 432 VE—h7F VA NVEL LK T vb=aL

Protocols for remote digital signature creation
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Policy and security requirements for trust service providers; Part 1: TSP service components operating a remote QSCD / SCDev(ETSI TS 119 431-1)28 &Ik

LScP
NSCP
EUSCP
EREAF ETSI TS 119 431-1 EHIEH EREE
Level | Level | Level
1
5 S;?;;asl provisions on practice statement and EREE L RY LIl 5 —BEE
5.1 Practice statement requirements 5.1 BERARENEREER
OVR-5.1-01 The general requirements specified in ETSI EN 319 401, TFSAM—ERTANAFT—CHBT 2RI —BRFE] O 6.1 BICRESNZ—MERFELZERT 520ETS
clause 6.1 shall apply. In addition, the following particular (SHALL), AT, U FTOBHENEHEZBERT 5,
requirements apply: FE1:TSPIE, HEDSSASCRY L —BHICBIET 2EHE . TBLERREBLEHNCXBILT DL TES,
NOTE 1: A TSP can document practices relating to ¢) O o
specific SSASC policy requirements separate from the
main practice statement document.
OVR-5.1-02 The TSP's practice statement shall include the signature TSP OEARERICIE, BAShAERTINTIRXLBEUNRFTA—E BRTERFITEASIST IV TUXL LTI
algorithms and parameters applied, the algorithms applied SSASC EBADEF1UTAIZE-TEELZTDOMDOTILITYXLE&U/INTA—4% ELEDETH(SHALL),
for key pair generation and any other algorithms and le) o) o)
parameters that are critical to the security of the SSASC
operation.
OVR-5.1-03 The TSP shall publicly disclose its practice statement TSP (3. 24 B[ 365 BFIARIRERA LS/ FREZBLT. BEDERREZ LT 5D ET H(SHALL),
through an online means that is available on a 24x7 basis.
o | o | o |[x2TsPik. #BEHRESCLAEIHELRTT ZRBLEL,
NOTE 2: The TSP is not obliged to disclose any aspects
containing sensitive information.
OVR-5.2-01 If any changes are made to a SCP as described in clause SCP(SSASCORYL—) ITEENHY ., BREICEELNHLHET. RS —BAFEERT HETHA(SHOULD),
4.3.2 which affects the applicability then the policy (@) (o) ()
identifier should be changed.
OVR-5.3.1-01 The SSASP may make use of other parties to provide SSASP [&. Y —ERD—BZERBET L0 D LEFZFMAT S EANTESA(MAY), SSASP [FEIZEZHRMLE
parts of the service, however, the SSASP always maintains FEMHFHL, AZTRESNIR) D —BHNBENTOSIELRRITT 53D ET H(SHALL),
overall responsibility and shall ensure that the policy e} le) le)
requirements identified in the present document are met.
6 Trust Service Providers practice 6 FSRAMF—ERTO/R15 DB
6.1Publication and repository responsibilities 6.1 ARAEURTHIDEE
OVR-6.1-01 The TSP shall make available to subscribers and relying TSP (3, BRBOEAICEAL T, #ASNS SCPH. EARE. AIARNEMAZRUERLLEEF CIRE 75408
parties the applicable SCPs, practice statements and O O O § B(SHALL),
terms and conditions regarding the use of signing keys.
OVR-6.1-02 The applicable terms and conditions shall be readily BRASHAHFIARKIE. SXoN-ERRF(EEES HAABITOVTERITHE TR TEITAEESEN
identifiable for a given signing key or for the associated O O O |(SHALL).
certificate.
OVR-6.1-03 The information identified in OVR-6.1-01 and OVR-6.1-02 LEEOVR-6.1-01 BT OVR-6.1-02 THESN/-1EHRIL, 2465365 A FIAAIRETHHLDET H(SHALL,
above shall be available 24 hours per day,7 days per week. DRTLEE . H—ER ZDMIIAN —EXTONA T —DBEEFITHNERARELIGE, PSRN —EXT
Upon system failure, service or other factors which are not O/NA5 —[%, SSASCEERMRIBITRINIFRRYMEBZ TIOEB Y —ERDFATERNIELNBENLSIRENSE
under the control of the TSP, the TSP shall apply best o o O |PETHLDES H(SHALL)
endeavours to ensure that this information service is not
unavailable for longer than a maximum period of time as
denoted in the SSASC practice statement.
OVR-6.1-04 The information identified in OVR-6.1-01 above should be o |FiOVR-6.1-01 THRESN-ERE, —REICFI AR REE T < ETHSH(SHOULD),
publicly and internationally available. o o
6.2Signing key initialization 6.2 EZROVHE
6.2.1Signing key generation 621 ERBOER
GEN-6.2.1-01 Clause SRG_KM.1.1 of EN 419 241-1 [3], specifying o o o TH—N—FBR&T7T)7—2avHY—ERD—tF21 T EREE] O SRGKM.1.1 B(ELZROBEEICET HE)
[LscP] signing keys environment shall apply. EHATHHDET H(SHALL),
GEN-6.2.1-02 Clause SRA_SKM.1.1 of EN 419 241-1 [3] , specifying o o TH—N—ZBZ7TI)5—a B —ERD—RtF1)T+EREIE D SRA SKM.1.1 H(ELRBRDEHEICET S E)
[NSCP] signing keys environment shall apply. ZEAT A0 ET H(SHALL),
GEN-6.2.1-03 Clause SRG_KM.1.2 of EN 419 241-1 [3], specifying o o o TH—N—FBZ7T)5—2a s —EAD—REF1)T(EREE] O SRGKM12 BEE7ILITVILEREEZR
cryptographic algorithms and key lengths, shall apply. E)EEAT5H0DET BH(SHALL),
GEN-6.2.1-04 Clause SRG_KM.1.3 of EN 419 241-1 [3], specifying key o o o TH—NR—ZBRZ7T)r—aoF—EXD—RtEF1)T+EREIE] O SRGKM.1.3 BEEOREICEHTIRE)&@E
protection shall apply. A9 50DET BH(SHALL),
GEN-6.2.1-05 Clause SRG KM.1.4 of EN 419 241-1 [3] , specifying o o TH—N—F&T7T)7—a Y —EXO—BEF 1T+ EREE] O SRGKM.1.4 BH(T/AROMNEHILIZETHH
device initialization shall apply. © ) EEAT HDET BH(SHALL),
GEN-6.2.1-06 Clause SRC_SKS.1.1 of EN 419 241-1 [3] , specifying o T—N—ZBZ7T)5—avH—ERD—BtEF1)T(EREIE] O SRC SKS1.1 B (FZILTYXLINSA—5%E
algorithm parameters shall apply. o o E)EBEAT S0 ET BH(SHALL),
GEN-6.2.1-07 Clause SRC_SKS.1.3 of EN 419 241-1 [3], specifying o o o TH—N—B&7I)r—2avF—EAD—@EF1 T ERSBE] O SRC_SKS.1.3 B(ERBHEICET2HRE) %
time of generation shall apply. BRAT 5EDET H(SHALL),
GEN-6.2.1-08 [CONDITIONALT: If the SSASC and the certificate SSASC EREBHEERY —E ROV R—R UMD BI R ICEEIN S5, SSASC [& ETSIEN 319 411-1 [2] O REG-
[CONDITIONALJ: generation service component are managed separately, 6.3.1-01 ECTEZEIN-BEH/EYR—rTEELDET B(SHALL),
then the SSASC shall support the requirement defined in Bl ERIC) D ISN-BREDRIEDTH—avERMTHILICEHT,
clause REG-6.3.1-01 of ETSI EN 319 411-1 [2]. EN 319 411-1 [2] ® REG-6.3.1-01
e} (0] O |HITCrHrDBRTACAICLSTERSNTVEINMES  GIABRFE IO TR(E, T OMBIED IR TS
EXAMPLE: By providing an assertion of the authentication N=ARRICEET INFREFTATIBEELT 2E2HRTI20DET S,
of the signer that is linked to the private key.
GEN-6.2.1-09 SSASC LEEBAEAER Y —E RV R—R U AR RICEESNAIHEA T, YT DT IFDRRTACAICL>TERSH
[LSCP+] TULBIHE, SSASC [ EICRESH IR TELCANLEE. REICERREAVR—ITHHDET S (SHALL),
[CONDITIONAL:
(B CANDEHEREICERREAVR—NTDFRIE. UTAEZLND
o o O | Ava—RubeDEE ARFLAVNEFLTHEKRERAND
6.2.2 elD means linking 6.2.2 BEFHANFERDI XS
LNK-6.2.2-01 Clause SRC_SA1.T of EN 419 241-1 [3], specifying o T —N—FBZT7TV7—2a Y —EXO—RtEF1T+EREE] O SRCSA1.1 (R enrolment)) IZET 51
enrolment shall apply. o O TE) BRSNS DET H(SHALL),
LNK-6.2.2-02 If the signer is a natural person, clause SRA_SAP.1.1 of EZENBRADBE . TH—N—FBRZT7I)T—avd—EAD—BtF1 )T+ ERSIE] O SRASAP.I.1E(E
[NSCP] EN 419 2411 [3] , specifying enrolment shall apply. &(enrolment)) (SR 9 HE) £EAT 5D T H(SHALL),
[CONDITIONAL] SRA_SAP.1.1:
O | O | O |ZB&8Z0BROEIELAILIE. BIRADAIITRESNB+5 1L ETHZEDET S (SHALL)
BFHAFROBERVBRFORIEL AL, BIRADA21ITHRESND+5 1L ETHDLDET S (SHALL) .
BEEAN=X LDRIEL IV, BIRADA22(TRESN S+ 531U ETHEEDET S (SHALL) .
LNK-6.2.2-03 The SSASP shall link signing keys with the appropriate o [SSASP I ELREEVGELED oD FEROSEHEML L ISELENDET H(SHALL,
signer’s elD means reference. o o
LNK-6.2.2-04 The SSASP may generate elD means reference and SSASP [F eID FEENSBHEHREEML. WIET 5 elD FREFLEFITIRHET HIENTES (MAY),
provide the corresponding elD means to the signer (e} le) O [(6.241BBH),
(see clause 6.2.4).
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LNK-6.2.2-05 The SSASP shall ensure that the person identification data SSASP (&, elD DFBRSWICUL IS AW T—5H. BET SAHEO Y TSI Shi-tDER—
linked to the elD means reference is the same as the one THHILERIT 5HDET B(SHALL),
linked to the subject of the associated certificate.
EBEFHANFROVIZFUVAHGEHAEERY —ERRITIN TSP THHHE . AEH~ADBEENHIERAT
NOTE 1: When the elD means reference is provided by (@] ZENTES
the TSP issuing certificates registration service, the
conformance to this requirement can be assumed.
LNK-6.2.2-06 The signer's elD means reference may be provided by an o ERED DFERNDSEIFR (L. ERDHD HMEID) BEENRBLTHEL(MAY),
authorized (external) party.
LNK-6.2.2-07 If all or part of the authentication process is delegated to TOLRDOEHEIE—EHHNEBICEESNDBE . SSASP X, TOHEH INK-622-01 [CHHESNZEHEHE
[LscP] an external party the SSASP shall ensure the external 129 CEFREET HEDEF BH(SHALL),
[CONDITIONAL] party meets the requirements specified in LNK-6.2.2-01.
E2:
NOTE 2: If the external party uses an eID means issued NELBEN, NMWEARIEEFEI1ERDISOEITHILISS, 6SNREREEFDHE. BIcLYRBHdoNT-, 3L
under a notified scheme that is included in the list o FERAETHEENDBEBSEAMIL-BEEHBEICIYROON-EEEDFEEREINILALADEESEE
published by the Commission pursuant to Article 9 of 1RET HENTRETH S,
Regulation (EU) No 910/2014 [i.1], there is no need to
demonstrate the conformance to the required level,
conformance to the regulatory requirements can be
assumed.
LNK-6.2.2-08 If all or part of the authentication process is delegated to PO ERDERE-E—EH I ERICEESNDES . SSASP [, ZDHIERAS LNK-6.2.2-02 KU LNK-6.2.2-03
[NSCP] an external party the SSASP shall ensure that the external [SIRESNDEHZHE-T CEERIET HEDET B(SHALL),
[CONDITIONAL] party meets the requirements specified in LNK—6.2.2-02 9]
and LNK-6.2.2-03.
LNK-6.2.2-09 If all or part of the authentication process is delegated to AT OEROT R TELE—EANEIERSNLIHE . SSASP [FUTERERT 5EDEF S(SHALL),
[NSCP] an external party the SSASP shall ensure that:
[CONDITIONAL] *%”ﬂé$$‘7h‘ ANENOEET S THOERBERVEASN RGN EMH-I-BROBRBEEH LTS
-the external party fulfils all the relevant requirements of E.X
the present document and the requirements for %*Kéi%%‘l-%ﬁéhf:ﬂ’.EthZﬁ\ AHBEABIEY —ERDTFTRITSN-BFHANFREEAT L.
registration according to the applicable regulatory JE3:
requirements; or SMEBLEEN, NAMEARIEEAE1TEDISORBITHLLIISE, 6BEOREEXEENHE. BICKYRHLNT-, L
FEBRAEHHEE~ DB S AT L EERBICLYROLN-EREBEDEEERSNILANLADEENEE
NOTE 3: In the context of the European Union, the RETAHENTRETH D
applicable regulatory requirements are defined in
Regulation
(EU) No 910/2014 [i.1].
‘the authentication process delegated to the external party 9]
uses an elD means issued under a notified scheme in
accordance with the applicable regulatory requirements.
NOTE 4: In the context of the European Union, the list of
electronic identification means, issued under notified
schemes, is published by the European Commission
pursuant to Article 9 of Regulation (EU)
No 910/2014 [i.1].
LNK=6.2.2-10 The SSASP shall protect the integrity of links between SSASP (. BREDERBLEZD elD DEBFEREDOBD VI DREHERET LD ET H(SHALL),
signer’s signing key and its eID means reference. o
6.2.3Certificate linking 6.23 AIAZEDI XY
LNK-6.2.3-01 Clause SRC_SKS.1.2 of EN 419 241-1 [3], specifying T —N—FBHT TV T —2a Y —EXO—RtF1T+EREE] O SRCSKS1.2 HEIHEDUVFJIZHT
certificate linking shall apply to the SSASC. o BIRFE) X, SSASC ITHEAShBHEDET H(SHALL),
SRC_SKS.1.2
SSASClE, BHENDERRE . BYLELEDARRIBELYLISEEEDET B (SHALL),
LNK-6.2.3-02 Clause SRC_SKS.1.4 of EN 419 241-1 [3] , specifying TH—NR—ZBRZ7T)r—a F—EXD—RtF1)T+EREIE] ) SRCSKS.1.4E, GIHED) XU FCET
certificate linking shall apply to the SSASC. %38%2) (X, SSASC [TEASNDE M ET H(SHALL),
LNK-6.2.3-03 Clause SRC_SKS.1.5 of EN 419 241-1 [3], specifying T —N—F&7T)7—2a Y —EXO—RtEF 21T+ EREE] O SRCSKS.1.5 (VI DREICET 55E)
links protection shall apply to the SSASC. [&. SSASC [C#AEN5HDEF B(SHALL),
6.2.4eID means provision 6.2.4 EFHANFERORHE
EID-6.2.4-01 If the SSASP provides the signer's elD means, the elD SSASP WERZED elD FREZRMTEEE. elD FRIFBLBICRLITESNDEDET B(SHALL),
[CONDITIONAL] means shall be securely passed to the signer. o
EID-6.2.4-02 If the SSASP personalizes the signer's elD means with an SSASP WERZED elD FEREWEET 51 —FEFMHILT—2(H:PINO—R) T—VYFS54XF55E. FHELT—4
[CONDITIONAL] associated user activation data (e.g. PIN code), the [FEBLED elD FEREIIHICRLICER-BASNDELDET S,
activation data shall be securely prepared and distributed o)
separately from the signer's elD means.
6.3Signing key life—cycle operational requirements 6.3 EZBEDSATHA(VIEREH
6.3.1Signature activation 6.3.1 ELEML
SIG-6.3.1-01 Clause SRC_SA.1.2 of EN 419 241-1[3], specifying TH—N—FZT7TV7T—2a Y—EXO—BEF 1T+ EREHE] O SRCSA1.2 HEEFEICEIT 58E) A EAE
authentication shall apply. h5E0DEFBH(SHALL),
SRC_SA.1.2
(¢] SSAIZ. BERROBEMBEIEHICHEEEZLFAREMOHITAEH TS SR, FEREDOHAERIIHTHEE
ERTHLDETSH(SHALL),
SIG-6.3.1-02 Clause SRC_SA.1.3 of EN 419 241-1 [3], specifying TH—N—BEZ7T)7—2avH—ERD—RtF21)T+ERBHE] O SRCSAI13 B (TOrINEF1ITDHE
protocol security shall apply. %) Z&# AT H(SHALL),
SIG-6.3.1-03 Clause SRC_SA.1.4 of EN 419 241-1 [3], specifying TH—R—B&7I)5—2avF—ERAD—@EF1T(ERBE] O SRCSA14 EH (77 ERFHERT) Z @R
access control shall apply. F5EDET H(SHALL),
SIG-6.3.1-04 Clause SRC_SA.1.5 of EN 419 241-1 [3], specifying T —N—BRT7T)r—2as Y —EXD—fEtF¥21JT(EREBIE] O SRCSA15 B(ELREEICEHTIRE)Z
signing key control shall apply. AT 560D ET B(SHALL),
SIG-6.3.1-05 Clause SRA_SKM.2.1 of EN 419 241-1 [3], specifying TH—N—FRZ7TVr—LasH—ERD— ﬂxt#—:uh‘—»@:k%lfﬁj O SRASKM.2.1 I (B&MOEMLICET 53R
[NSCP] signing key activation shall apply. E)ZEEATSEDET H(SHALL), SRA_SKM.2
o %SASCI;" EREEDIL. g%ﬂemmtmr B2, ELEMNSAMITH L TSADERTY HLEBRTHLDET
(SHALL),
SIG-6.3.1-06 Clause SRA_SAP.1.2 of EN 419 241-1 [3] , specifying TH—N—FZ7T)5—a b —EAD—REF1)T(EREIE] O SRASAP.12 B(FOrILEXFa)T(IZET
[NSCP] protocol security shall apply. BPHE)EBEAT HHNDET H(SHALL), SRA SAP.1.2
o) SADH KUSADIERIZBIT HUT DEB (A2 TR TSI VH#B, IL T v )LER, J1v 0T BEE, )T
LA 2y2avnd ey, dffE, JLT oo v VB AT =040 IRAL—REE) (SRS BTz, URYIT
TRAVNEYBEESNDAVIA—LEREET HEDET S (SHALL) .
SIG-6.3.1-07 Clause SRA SKM.2.5 of EN 419 241-1 [3], specifying T —N—BHT TN 7—2a Y —ERO—RtF1)T(EREHE] O SRASKM25 H(EZROEEICHT S
[NSCP] signing key control shall apply. E)EBATHLDET BH(SHALL),
o SRA_SKM.2.5
FEHAESN-EBRBIL. SAPICE>TRASNIDTBS/ROAIZEL T 51=HITHERASNDEDET S (SHALL) o
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SIG-6.3.1-08 The SSASP should ensure that the public key certificate SSASP [, XI5 T 2B R BEMAT HATIC, AFIMRIAEN BN THEHLEHR T 5 ETHSH(SHOULD),
is valid before using the corresponding signing key.

EAY=FHHMDATEN KHL TGN, —BERIEL T, —BHFIEEEALLLMES(E DEL-6.3.2-01 &
NOTE:valid = not expired not revoked not suspended, can O ¢] O |BRTAHZEICLYF-TENTES ,
be met by applying DEL-6.3.2-01 if suspension is not used.

SIG-6.3.1-09 Signing keys shall be usable in only those cases for which EZBIT. EEZ2EORENBoNISEDAERATESHDET B(SHALL),
the signer’s consent has been obtained.

SIG-6.3.1-10 Clause SRC_DSC.1.1 of EN 419 241-1 [3], specifying T —N—F&T7TV7—a Y —EXO—@tF 1T+ EREHE] O SRCDSC.1.1 HERERDTILITIXLAR
signature creation’s algorithm parameters shall apply. SA—A%ERE)EBATHEDET H(SHALL),

6.3.2 Signing key deletion 6.3.2 BDEE

DEL-6.3.2-01 Clause SRG KM.7.1 of EN 419 241-1 [3] shall apply. If TH—N"—FRZT7TVT—2aY—EAO—BEF 1T BREE] O SRGKMT.1 BEERAT 52NDET D
the public key certificate is revoked, the corresponding e} le) O [(SHALL), ABIBEIAENKMSNIIGE . MG THBRRITWESNDEDET H(SHALL),
signing key shall be destroyed.

DEL-6.3.2-02 The SSASP shall destroy a signing key when requested by SSASP [k, BRENLERSNIGEE, BRMEWES 5D LT H(SHALL),
the signer.

DEL-6.32-03 Clause SRG KM.7.2 of EN 419 241-1 [3] , specifying T —N—FBHT7T)7—a Y —ERO—REF1 T+ EREHE] O SRGKMT2 BH(£v av BEICETHRE)
session management shall apply. MERAESNBHDET B(SHALL),

DEL-6.3.2-04 Clause SRG_KM.7.3 of EN 419 241-1 [3], specifying key TH—N—ZFLZT7T)5—3 b —ERD— ¥ )T, EREIE| O SRGKMI3 B EBD/ I \vI7 v DEIGER
backup deletion shall apply. E) N EAINDED ET H(SHALL), SRGKM.7.3

O | O | O |B2muBEOrEAETIETE, RESN-BEROLTO VI Ty TLELRESN, BoTLSFBRAEAME
BHEET HOICEATELRNIEERRITT RETHSH(SHOULD),

6.4 Facility, management, and operational controls 6.4 k. B, BLEREE

6.4.1 General 6.4.1 HE

OVR-6.4.2-01 The requirements identified in ETSI EN 319 401, clause TFSAMF—ERTONSE—IZHBET 2R —BERFE] O 76 BITHESNIBREEZEAT 500DET S
7.6 shall apply. In addition, the following particular o) o) O |[(SHALL), E5I2, U T O AILEHA BRSNS,
requirements apply:

OVR-6.4.2-02 The requirements identified in ETSI EN 319 4111 [2], ETSIEN 319 411-1 [2]0) OVR-6.42-02 ITHA\S OVR-6.42-10 IB( MEMEF 1T BB THESNSIEHRZ. (Lh
clause OVR-6.4.2-02 to OVR-6.4.2-10 shall apply mutatis BREXFEMALT) BLRERB S CFEHLEEY —ERCERSIDHEDET H(SHALL),
mutandis to signing key generation and activation OVR-6.4.2-02
management services. SMAEOEMSSUAMERICEDIRML, D RTLELIET—EANOFELT I ERIZLDBIEN DY —ERE

MIBHICRET HRFETERSN DD ES H(SHALL),
OVR-6.4.2-03
MEBHITRLBIVTADT ATOULAY (S MILEROHRELDIOEL. EROLNEL, RELIYTIC
VLSRR D HLHEAEITT 5D ET SH(SHALL),
OVR-6.4.2-04
FTARTHARERFRESNDLDET BH(SHALL),
OVR-6.4.2-05
MEHRE L. IRELERBLVANEEY —EXOABICARICER SN X1 T(HRRR (T HhbPEHE
B ZHR T LICRYEREND DD ET BH(SHALL),
OVR-6.4.2-06
MOMBERBTT BB OVAEZEHS L. SIABER RN ER S —ERORBEDIMZHHEDEF H(SHALL),
OVR-6.4.2-07

O | O | © |Lz7LUy—2ERET B8, L R7LYY—R B, RUZOBBESK— T 21l HASHAERERET
BEHIC PEMRTRENGLF 1T EEERET 20D ET H(SHALL),
OVR-6.4.2-08
SEAEERR VRN EEY —ERCEET 5L AT LIS T S TSPOMBHRUVERENtEXL)T +RUS—E. 9
BY7 A3V bO—)L, BRKER R, AKRL2ER, Y R—51—T(UTv(BH. BELRE) DEE. HBEY
DEE. BEDRN. GE. FERAIIHT HRE, RUKE BEICHLT 5HDET H(SHALL),
OVR-6.4.2-09
TSPOH—E RIEIET B8R, fFR. AT A7 RUVIL I 7 WA GLA T A MFB SN BN ESITEEET
53D EF BH(SHALL),
OVR-6.4.2-10
TSPOERICBET 2HMDEEEIZ. 7O ERAHASNIABISRESNSLEEMHFIC. ALRERENTY R—
=% (MAY),

6.4.3 Procedural controls 6.4.3 FHEE LI kA—)L

OVR-6.4.3-01 The requirements REQ-7.4-04 to REQ-74-00 n ETSIEN | T | [[FSRMF—ERTOAF—IZHBET 5R) S —FRFIHI OERFA REQ-74-04 15> REQ-7.4-09 FHEATI S
319 401 shall apply. HDEFT BH(SHALL),

6.4.4 Personnel controls 6.44 Afja>kO—IL

OVR-6.4.4-01 The requirements identified in ETSI EN 319 401 , clause TRSAMF—ERTONAT—IZHBT BRSO —ERBE] 72 BIRESNSEREZEZEATHINETS
7.2 shall apply. o o o (SHALL),

6.45 Audit logging procedures 6.45 BEENEERTIE

OVR-6.45-01 The requirements identified in ETSI EN 319 401, clause TRSRM—ERTONAE—[THET 5 RIS —ERFE] 710 AITRESNIZBERFENBASNDZLDET S
7.10 shall apply. O] © | O |sHaL,

OVR-6.4.5-02 All security events shall be logged, including changes X1 TARI—ICETRER. D ATLORE - ELE, SATLYSY ARUN—FRIITEE, I71T7I4—IL R
relating to the security policy, system start-up and VIL—BDEIE, SSASCURT LTI EADHTHE . TRTD X2 TAARUNEEEET 51D ET B(SHALL),
shutdown, system crashes and hardware failures, firewall o) le) le)
and router activities and SSASC system access attempts.

OVR-6.4.5-03 Clause SRG_AA.1 of EN 419 241-1 [3] , specifying audit o o o TH—N—FB&7T)r—a v —ERD—RtEF1)T(EREIE]| SRGAAE (BETRERICEHTIHRE Z
data generation shall apply. BRAT 5EDET H(SHALL),

OVR-6.4.5-04 Clause SRG_AA.2 of EN 419 241-1 [3], specifying audit TH—NR—ZBRZ7IT)Vr—a o —EXD—RtEF1)T(EREIE] SRGAA2IE (BEET —FDOFIATREMEICET
data availability shall apply. © © O |am) &BAT HLDET B(SHALL

OVR-6.4.5-05 Clause SRG AA.3 of EN 419 241-1[3], specifying audit T —N—FB&ZT7TV7—2a Y —EXO—BtEF1T+EREHE] SRCAAIE (BET 20/ 54A—2HT3
data parameters shall apply. o o o HRE)EEAT5H0DET B(SHALL),

OVR-6.4.5-06 Clause SRG AA.7 of EN 419 2411 [3], specifying audit TH—N—FBHT7T)7—2a Y —EXO—RtF1 T+ EREHE] SRCAATE (BETFORLEITEHT IR
data integrity shall apply. o o O |s)#@MT 54D ET HSHALL,

OVR-6.4.5-07 Clause SRG_AA.8 of EN 419 241-1 [3], specifying audit o o o TH—N—FERZT7I)75—a Y —EAD—REFX1)TEREE] O SRGAAS T (BET 3D/ JICET
data timing shall apply. BHE)EBERTHHDET BH(SHALL),

6.4.6 Records archival 6.4.6 LSRR E

OVR-6.4.6-01 The SSASP shall retain the audit data records for at least SSASP [&. BEET—RDERE. ChoDRRIESGIAEN N NhEXR &, DU<EL 7 £/, BRSWIEROD
seven years after any certificate based on these records HHOFEENT, REFTHELEDET H(SHALL),
ceases to be valid and within the constraint of applicable o o o
legislation.

6.4.7 Key changeover 6.4.7 BEH
No policy requirement. FREELALY

6.4.8 Compromise and disaster recovery 6.4.8 fasa LK EER

OVR-6.4.8-01 The requirements identified in ETST EN 319 401 , clauses TRSAM—ERTANAE—ZHBT BRI —FRBE] O 79 HE 711 BETHESW-EHSERSASLOE
7.9 and 7.11 shall apply. O O O |9 5(SHALL),

6.5 Technical security controls 6.5 MG X1 )T+ HHE

6.5.1 Systems and security management 651 AT LRUEX)TA4ER

OVR-65.1-01 The requirements identified in EN 419 2411 [3], clause T —N—FBZT7 TV 7—2as Y —EXO—REF1T(EREHE] O SRGM1 BIRESh-EHIBASh D
SRG_M.1 shall apply. o le) O |M&EFTBH(SHALL),

6.5.2 Systems and operations 652 SATLEER
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OVR-6.5.2-01 The requirements identified in EN 419 2411 [3], clause T —N—F&T7T)7—2a Y —ERO—@tF1JT+EREHE] O SRGSO.1 BITHESI-ERFEZBEAT
SRG_SO.1 shall apply. 56N EF BH(SHALL),
OVR-6.5.2-02 The requirements identified in EN 419 2411 [3], clause T—N—FZT7TVr—2avY—ERXD—@tEFa1)T(BREHE] . SRGS02 BECHESN-BRFELERT 5
SRG_S0.2 shall apply. D EF B(SHALL),
653 Computer security controls 653 AV Ea—4—tFaTsaLbA—)L
OVR-6.5.3-01 The requirements REQ-7.4-01, REQ-7.4-02, REQ-7.4-03 TRSRAMF—ERTONAE—IZEBTHRS—EREE | DEH. REQ-7.4-01, REQ-7.4-02, REQ-7.4-03 XU
and REQ-7.4-10 in ETSI EN 319 401 REQ-7.4-10 BRI 5LDET H(SHALL),
shall apply. p BCELVATLOEEIF, PIZE, [Y—NR—FBET7TV7—2a Y —ERO—ftF21 )T+ BREHE] (CH
B9 B AT L, FI-IEISO/IEC 15408 [ 6] > TEHE SN DB L RETOT7 )L (FETOT7 /) EHEALT
NOTE:Requirements for the trustworthy systems can be (o] HRTHIENTES,
ensured using, for example, systems conforming to EN
419 241-1 [3] or to a suitable protection profile (or
profiles), defined in accordance with ISO/IEC 15408 [i.6].
OVR-6.5.3-02 Clause SRG_AA6.1 of EN 419 241-1 [3], regarding TH—NR—ZBRZ7T)r—asF—EXD—RtEF 1T+ EREIE] DSRGAAGIE CRTLERICETIHE) &
system monitoring shall apply o AT 5H0DET B(SHALL),
6.5.4 Life cycle security controls 6.54 5474 )LtF¥1)) T« bO—)L
OVR-6.5.4-01 The requirements identified in ETSI EN 319 401 , clause ThRSAMF—ERTAONAF—IZHBTEZR)—EREIEF| O 7.7 BTHESNEEER. TRTOH—EX-O>
7.7 shall apply for all service components. o R—RUMIERESNEEDET BH(SHALL),
6.5.5 Network security controls 655 rybDJ—YtEFa1TqabO—)L
OVR-6.5.5-01 The requirements identified in ETSI EN 319 401 , clause TRSAMF—ERTAONAFT—ICE BT 2R)—ERBE] O 7.8 BCHREN-EHENBRINDIEDET D
7.8 shall apply. o (SHALL),
6.6 Compliance audit and other assessment 6.6 A TSAT7UREBB LUEDMDEER
NOTE:See ETSI EN 319 403 [i.3]. SE:ETSIEN 319 403 [I.3]#5 M,
6.7 Other business and legal matters 6.7 TOMDESRRAELWEWEE
6.7.1 Fees 6.7.1 FHCE
These policy requirements are not meant to imply any hoDRS—EHEIL, TSP DH—ERIZHTERRICET IHEEERT LD TIEAL,
restrictions on charging for TSP’s services.
6.7.2 Financial responsibility 6.7.2 ISR
OVR-6.7.2-01 Void 3
NOTE:Financial responsibility is covered in clause 6.8.1 of FEMBEMEEICOVTIX, AE 6.8.1 IHED OVR-6.8.1-01 [CREFEINTLET
the present document by OVR-6.8.1-01.
6.7.3 Confidentiality of business information 6.7.3 EHERDTFHER
No policy requirement. FBELLL
6.7.4 Privacy of personal information 6.7.4 EANERORE
OVR-6.7.4-01 The requirement REQ 7.13-05 identified in ETSI EN 319 TFSRAMF—ERTONAE—ICHBT RIS —ERFE] CHESNT-EH REQ 7.13-05 NBEAINZLEDET S
401 shall apply. o (SHALL),
6.7.5 Intellectual property rights 6.7.5 XIRIBAEEHE
No policy requirement FRIELALY
6.7.6 Representations and warranties 6.7.6 REALIRIE
OVR-6.7.6-01 The requirements REQ-6.3-05 and REQ—6.3-06 identified TRSAMF—ERTONA T —IZEBTERI)—BERFIE ]| [THESNTLSEH REQ-6.3-05 KU REQ-6.3-06
in ETSIEN 319 401 shall apply. MEAINDEDET BH(SHALL),
NOTE:The SSASP has the responsibility for conformance o) X :SSASP [d, SSASP OHEENT Vb —H—IZ&->TEIERITONDIBE TH, FRYD—ITRESN-FIE~D#E
with the procedures prescribed in this policy, even when BICEEEET S,
the SSASP’s functionality is undertaken by outsourcers.
6.7.7 Disclaimers of warranties 6.7.7 RIINDKEZE
See clause 6.7.6. 6.7.6I %S,
6.7.8 Limitations of liability 6.7.8 EIEDHIR
Limitations on liability are covered in the terms and BEDREIL. 684 BOESY., FIRRHTHN—hFET,
conditions as per clause 6.8.4.
6.7.9 Indemnities 679 RERE
No policy requirement. HBELGW
6.7.10 Term and termination 6.7.10 HAREHR T
No policy requirement. RIELAL
6.7.11 Individual notices and communications with participants 6.7.11 SME~QEZEHEER
No policy requirement. HRELGW
6.7.12 Amendments 6.7.12 {E1E
No policy requirement. RIELAL
6.7.13 Dispute resolution procedures 6.7.13 I EMRRFfnE
OVR-6.7.13-01 Void =55
NOTE:Dispute resolution procedures is covered in clause EMRRRTFHEEE, FF 681 HRKU 6.8.1 HD OVR-6.8.1-01 LU OVR-6.8.4-04 TH/IA—EhFET,
6.8.1 and 6.8.1 of the present document by OVR-6.8.1-01
and OVR-6.8.4-04.
6.7.14 Governing law 6.7.14 Q%
Not in the scope of the present document. AXEDORFH
6.7.15 Compliance with applicable law 6.7.15 ARSI HERDEF
OVR-6.7.15-01 The requirements REQ-7.13-01 and REQ-7.13-02 o TFSRAMF—ERTONAE —IZ3HET BRI —ERBHE) (THESNSEH REQ-7.13-01 LU REQ-7.13-02 A°
- identified in ETSI EN 319 401 _shall apply. BATNZDDES H(SHALL),
6.7.16 Miscellaneous provisions 6.7.16 HEHI
No policy requirement. R —DEHEL,
6.8 Other provisions 6.8 ZDDRE
6.8.1 Organizational 6.8.1 fABIANE
The requirements identified in ETSI EN 319 401 , clause ThRSRAMF—ERTAONA T —IZHBETER)—ERBIE| O 71 BICHESNIERBEZEAT 520DETS
OVR-6.8.1-01 (o]
7.1 shall apply. (SHALL),
6.8.2 Additional testing 6.8.2 3B MK ER
No policy requirement. R —DEHRELL,
6.8.3 Disabilities 6.8.3 [BE
TRSRMF—ERTONAT—[THET 2R —ERFIH] CTHESNT-ZRFIHE REQ-7.13-03 KU REQ-7.13-
04 HEAShBEDET H(SHALL),
OVR-6.8.3-01 The requirements REQ-7.13-03 and REQ-7.13-04 o ThS AN —ERTONA T —2 BT BRSO —ERBIF
o identified in ETSI EN 319 401 shall apply. REQ-7.13-03: IR#tEN D SR —ERB LUV ENLD Y —ERDRBICHERSNSI IR I —F — R &L, THEAE
BISEEEDHDALT IR TED LT ILENHD,
REQ-7.13-04: 77t EV T/ SRIEEZ BT 2B ENHD.
6.8.4 Terms and conditions FIARH
The requirements identified in ETSI EN 319 401 , clause ThRSRAMF—ERTAONA T —[ZH BT EHR)—ERBIE| 0 62 BICHENIEREEZBAT H2DETS
OVR-6.8.4-01 (o]
6.2 shall apply. (SHALL),
Framework for definition of server signing application
7 service component policy built on the present 7. AME R (CHMBEINT-SSASCRYL—5EETH-HDIL—LD—S
document
OVR-7-01 [CONDITIONALJ: When building a SCP from requirements AXETEBSN-EREEND SCP ZEETIHA. NIV —FFE S Hb 6 CHRENETRTOERSEEZME
[CONDITONAL] defined in the present document, the policy shall FRALH ., SHEDHFEHERAADEDET H(SHALL),
incorporate, or further constrain, all the requirements o)
identified in clauses 5 to 6.
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OVR-7-02 [CONDITIONAL]: When building a SCP from requirements AXEICERSN-ERBRAD SCP ZRETHHE, R —F, BRATEIILEERLEHOPLZRERET S
[CONDITONAL] defined in the present document, the policy shall identify o {0 EF B(SHALL),
any variances it chooses to apply.
OVR-7-03 [CONDITIONALJ: When building a SCP from requirements AXETERIN-EHAS SCP 2T B 5. ZHNEL, FIRRNEMET 5—BELT. BEDRIL—AAX
[CONDITONAL] defined in the present document, subscribers shall be EBTERINIZAR) D —DOEHITEMT S, HANESHIZHIFT EAEICOVTHDINDED LT H(SHALL),
informed, as part of implementing the terms and conditions,
of the ways in which the specific policy adds to or further (@]
constrains the requirements of the policy as defined in the
present document.
OVR-7-04 [CONDITIONAL]: When building a SCP from requirements AXETEZSNI-EMHHD SCP ZRET D56 . RS —ERELRRT SRBHOGCEREERZE HOMEBIX
[CONDITONAL] defined in the present document, there shall be a body (e.g| &, RO —EEERE) NEET HEDET H(SHALL),
a policy management authority) with final authority and (@]
responsibility for specifying and approving the policy.
OVR-7-05 [CONDITIONALI: When building a SCP from requirements ANETEBSN-EMHMND SCP ZWET HI5R . E DX ARRETHL. B Sh 232 =T R B AR D
[CONDITONAL] defined in the present document, a risk assessment should Fz0ITRY S —CEHEREEX 2L TABUERET 512D URITERAVNERIET 5ED EF H(SHALL),
be carried out to evaluate business requirements and
determine the security requirements to be included in the o
policy for the stated community and applicability.
OVR-7-06 [CONDITIONALI: When building a SCP from requirements ANETERNEEHND SCP ZRETIHE. NI —ZHETIEAZEL . ERenfLEA—TOE RIZ
[CONDITONAL] defined in the present document, the policy should be BT RS —DRBEEEETIETHA(SHOULD),
approved and modified in accordance with a defined review )
process, including responsibilities for maintaining the
policy.
OVR-7-07 [CONDITIONALJ: When building a SCP from requirements ANETERSN-EHHID SCP EZRETHHE, AHNREORRICI>TEMFONTNEIEEHE BT 518
[CONDITONAL] defined in the present document, a defined review process 12, EESNILEAa—TOEANBEETRETH B,
should exist to ensure that the policy is supported by the (@]
practices statements.
OVR-7-08 [CONDITIONALJ: When building a SCP from requirements ANETEERIN=-EHND SCP ZHEET 5158, TSP (X, TSP N YHR—rF 5 R —2ZFOFIAED Sa=T«IC
[CONDITONAL] defined in the present document, the TSP should make ABIT RETHSH(SHOULD),
available the policies supported by the TSP to its user (@]
community.
OVR-7-09 [CONDITIONAL]: When building a SCP from requirements AXECEBINT-BHIS SCP 2BETIHE. TSP AU R—IF RIS —DRITETTRISANIZAHT RE
[CONDITONAL] defined in the present document, revisions to policies T#%%(SHOULD),
supported by the TSP should be made available to (@]
subscribers.
OVR-7-10 [CONDITIONAL]: When building a SCP from requirements AXETEBRSN-EHHND SCP ZRET 2IHE, RUL—ITOVWT—EDA Tz IMEAIF (OID Ff=IE URI 7
[CONDITONAL] defined in the present document, a unique object identifier E)VEMBTBHDET B(SHALL),
shall be obtained for the policy (e.g. OID or URI). (e]
Annex A Specific requirements related to Regulation
St I
(normative): (EU) No 910/2014 eIDASH I 1< BEE T HHE D ERWIA
A1 SSASP as a The present annex specifies generally applicable policy and AEEL. JE—FQSCDEEET Y —ER-OUR—R UM EEET 5 EETSPIT—BMISERIN RIS —E &
Qualified TSP security requirements for a Qualified TSP implementing a VX T+ EREZBRET S,
service component operating a remote QSCD.
OVR-A.1-01 [EUSCP]: The SSASP shall be a Qualified TSP as defined [EUSCPIIZ#H#LT %, SSASP [, #RAI (EU) No 910/2014 [i. 1] ICEEZEEN 2 Qualified TSP THSHHMDEF H(SHALL),
[EUSCPI: in Regulation (EU) No 910/2014 [i.1].
E1: 328 (EU)No 910/2014[i.1] DIRIED— MR AL, SSASPIIHY —N—BRAF T r—ary—ERaVR—x
NOTE 1: The current general interpretation of Regulation 2k (SSASC) DAFIRIET B1=O D EREBHLIETERNENSIZETH S, QSCDEEEF HSSASPIL. #H Al (EU)
(EU) No 910/2014 [i.1] is that the SSASP cannot be No 910/2014[I.1]ISEESN A LI, BIEFSAM —ERO—EELTHEAT HENEREN S,
qualified for operating the server signing application
service component (SSASC) only. The SSASP managing a SE2: NSRS —E RO EZEIZDULTIE. Regulation (EU) No 910/2014 [i.1] 535 (16) 28BN L,
QSCD, is required to be used as part of a qualified trust
service as defined in Regulation (EU) No 910/2014 [i.1].
NOTE 2: See Regulation (EU) No 910/2014 [i.1] Article 3
(16) for trust service definitions.
A.2 Policy name and |SSASPs following the present document can claim AXE(IZHESSSASPIE. U TOEEDFS AN —ERR)S—O0DENLT. AXE~DEIWEF KT I ENTED,
identification conformance to the present document via the following a)EUSCP: EU SSASCR!) & —
[EUSCPI: specific trust service policy OID: itu-t(0) identified—organization(4) etsi(0) SIGNATURE CREATION SERVICE-policies(19431) ops (1)
a)EUSCP: EU SSASC Policy policy-identifiers(1) eu-remote—gscd (3)
itu—t(0) identified—organization(4) etsi(0) SIGNATURE
CREATION SERVICE-policies(19431) ops (1)
policy—identifiers(1) eu-remote—qgscd (3)
A.3 General —RHEREIE
requirements
&\ﬂ; (?F,’?: 01 (EUSCP]: Al requirements specified for [NSCP] shall apply. o [EUSCPLINSCPIISIRESN =2 THOERBELER T 56D LT A(SHALL),
OVR-A.3-02 [EUSCP]: The TSP's practice statement shall include the [EUSCP]: TSP D&M EIIE., FRRI(EUNo 910/2014[i 11FEE I DERFIFICxL T QSCD A FRALI-GEBAEAN
[EUSCPI: reference to the certification that the QSCD employed against NDEREEDHDELNDET H(SHALL),
the requirements of Regulation (EU) No 910/2014 [i.1], annex
1.
A4 Signing key EZBROER
generation
GEN-A.4-01
[EUSCPI: [EUSCP]: Signer's signing key shall be generated in a QSCD.
GEN-A.4-02 [EUSCP]: The QSCD shall be operated in its configuration as N H
[EUSCPI: described in the appropriate certification guidance TEASNHLDET H(SHALL),
documentation or in an equivalent configuration which achieves
the same security objective.
A.5 Signature FEAEMEE
activation
SIG-A.5-01 [EUSCP]: Signer's signing key shall be used in a QSCD.
[EUSCP]: [EUSCPL-EZEDE LA #(E. QSCOTHASNDHDEF H(SHALL).,
SIG-A.5-02 [EUSCP] The QSCD shall be operated in its configuration as [EUSCP] QSCDI&. BHLRA AT F U AXEICRBSNBR T, FERCEF1)TBENEERT HRFDHER
[EUSCP]: described in the appropriate certification guidance TEATNHEDET H(SHALL),
documentation or in an equivalent configuration which achieves
the same security objective.
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SIG-A5-03 [EUSCP]: Clause SRA_SAP.1.3 of EN419241-1[3], [EUSCPITH—N—F&ZT7T)7—2av 9 —EXO—@tF 1T+ EREIE ] O SRASAP.I3 B (BEREDHTE)
[EUSCP]: specifying cryptographic strength shall apply. o o #EAT5HDET BH(SHALL),
SIG-A5-04 [EUSCP]: Clause SRA_SAP.1.4 of EN 419241-1[3], [Euscpl:TH—N—FR&T7T) 7 —2avY—EXD—fEtF21T(EREIE] () SRASAP.1.4 18 (BROZFRFICET
[EUSCPI: specifying threats mitigation shall apply. o o BRE)EBEALT LD ET H(SHALL),
SIG-A5-05 [EUSCP]: Clause SRA_SAP.1.5 of EN 419 241-1[3], [EUSCPLTH—N—FZF7TU7—>a Y —ERD— Mt F1)T+EREE] O SRASAP.1.5 IH REFRHEICEHT 5
[EUSCPI: specifying environment protection shall apply. o o FRE)ZEAT LD ET H(SHALL),
SIG-A.5-06 [EUSCP]: Clause SRA_SAP.1.6 of EN 419 241-1 [3], o o [EuscPlI Yy —N\—FBEZT7T ) 7r—2av Y —ERD—RtF 1T ERFEIE] O SRASAP.1.6 I/ (REAITHT HRER
[EUSCP]: specifying protection against tampering shall apply. E)EEATHLNET BH(SHALL).
SIG-A.5-07 [EUSCP]: Clause SRA_SAP.1.7 of EN 419 241-1[3], o o [EuscP)—/N—FB LT T 7 —2a Y —ERAD— ¥ 1) T+ ZREBIE O SRASAP.17 I (RBE(THT R
[EUSCP]: specifying protection against attacker shall apply. E)EBATHEDET BH(SHALL),
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activation data
management
SIG-A6-01 [EUSCP]: Clause SRA_SAP.2.1 of EN419241-1[3], [EUSCP]: TH—N—FBRT7 T 7r—ao 9 —EXD—REF1TEREIE | O SRASAP2.11E (BAEMELT—
[EUSCP]: specifying si activation data format shall apply. o o SRR HRE) Z#AT 5L DET H(SHALL),
SIG-A.6-02 [EUSCP]: Clause SRA_SAP.2.2 of EN 419 241-1 [3], [EUSCP]:-TH—NR—FBE£F7T)7—asY—ERAD— Mkt ¥ T+ EREE]| O SRASAP22 H( EAEMELLT—
[EUSCP]: specifying signature activation data collection and (@) O [ADWEEERICETHRE)EERAT HHD LT H(SHALL),
|generation shall apply.
SIG-A.6-03 [EUSCP]: Clause SRA_SAP.2.3 of EN 419241-1[3], [EUSCP]:-TH—N—BE£ 7TV —>asH—ERD—fktF21 )T+ ERFEIE] O SRASAP.23E (BZEHLELT 4
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[EUSCP]: specifying si activation data destination, shall apply. SORMEICETIRES D) EHEATHLDET S,
SIG-A6-06 [EUSCP] [CONDITIONAL: If the signer is a natural [EUSCP] :TH—NR—F&T7TVr—>a H—ERD—fgtF1TEREE| SRASAP26E(EZENERAAN
[CONDITONAL] person, clause SRA_SAP.2.6 of EN 419 241-1 [3], DHFEEDELEHILT —FDIRKLREICEHT HHRE)EBATHLDET H(SHALL),
[EUSCP]: specifying signature activation data collection and 9 9
protection shall apply.
SIG-A.6-07 [EUSCP] [CONDITIONAL]: If the signer is a natural person, [EUSCP] : TH—N\—F&T7 TV —a Y —EXO—RtF1T(ERBEE) OSRASAP2TE(ERENBRA
[CONDITONAL] clause SRA_SAP.2.7 of EN 419 241-1 [3] , specifying DFBEDY—ILAVFA—)LD T TOELFHEIET—2OREICETIRE)EERTHLDET S,
[EUSCP: signature activation data submission under sole control shall o o
apply.
SIG-A.6-08 [EUSCP]: Clause SRA_SAP.2.8 of EN 419 241-1[3], [EUSCP]:-TH—NR—FBE£F7T)7—>as Y —EXD— k¥ T, EREE]| OSRA SAP28TE (EHILENDES
[EUSCP]: specifying signature activation data protection after (@) (@) BT —2REICET HRE) EEAT HHDET H(SHALL),
activation shall apply.
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6.4 SCAL2 1ZxH 3 BDIBMEF 2UT A ERIETIE (SRA) weererrersrerserssssssssssssssssssssssssssssssssssssssssssssssssssssanes 17
B.4.1 —FREEIH oovureruersesussssssssssssssssssssssssssssssssssssssssssssssssassssassssssssssasssssssssssasssssas s s e ssesasssssssasssssssanes 17
6.4.2 BATEMEALT BRaL R OBATEHEILT —F(SRASAP) ccsncircinssssssssssssssssssssssssasssees 17
6.4.3 B FEEFL(SRA_SKM) ceeueunrrerenressersenssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssss 17
BB EE A (BLIE) worrvrereerereessnssssssssssssssssssssssssssssssssassesssssssssessesssssssssassesssssssssessassasssessessassasssessessassssssessassassassses 18
AT BRI corvruererressssssssssssssssssssssssssssssssssssssssssssssssassssssssasassssassssssssssssssas s Re s R AR AR AR RS 18
ALT FREEEEE SR crerreereereersssssssssssssssssssssssssssssssssssssssssasssssassessssssssassassssessassessassessesssssssssssssssessassases 18
A1.2 BTTHERREIREE (H IR cvrererenrrsenssenssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssss 18
A3 B TEARFEEIRAETE ) cererersersnesensensssssessessessssssesssssesssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssess 21
Al.4 BRANEENDEFHBINTFERDOIEDITONAL T AL D) tvsrresrssssssssssssssssssssssssssnsssssssssnns 22
A2 FBTFRBITEEEETBIL cveveereernsensersensessessessessasssssssessessessessesssssssssssssssssssessessssssssassssssssssssssssassassssssssssssssess 23
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RELT VI BLEAERT B, "~ BAEEZDIEHCEBLAT DELTOY—A— BT TV — a4 —
bRz AR — o b (U SSASC) (TR 27 B LA B IR HLE 3 5,

SSASC 137Kt 1| BDOVE—REL T 7V r—a (LIFE SSA) & 1 B OE4 A& (LUK SCDev) . 7713 1
B OVE—NEL FE IR E TR S ILD,
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T —% (LIKE SAD) 2 L. B4 8035 44 5 O B EE T (sole control) T SV TV AZ L& @\ ME M TRRFET
éo
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35,

Z D7 SSA 3UE—h SCDev 2 556, @b Al SHIZEA B 1 Tm W MEINEEZ S > TEA #E2 )T — M CHilE
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SSASC 1%, BA KNG T — XD THERR SN =T XN BL B4 G FI13th T 7V r—sa g 3528 %
HBEYET D,

—  AEEUEIL, SSASC O—fXHNIRRIR SV TV DIEREE T L &t 3 5,
—  HREET L CHBISN A TOY —E RICE A SN ALK B A ET 5,
— SSASC TikBlEn /=& —E R T 58X 2T B AR E T D,

—  SSASC 2ME A A BEME DB AMEBEED BN AT L3 IR— R b DX 2T B2 HE T 5, ARERS I
WBLOT b/ VRN THY, X2V T A BRICHE A EZE WV TOD,

1.2 Za—7 DO xt& 4}
LITF DR, AEOAa—FHLL TV,

— BFREAERIT Y U A BARGEY — A A LRZ T —E A FRRAF—E A28 K —ERE SR
FHSh DA REME DB HZ DT AR —E A

— SSASC LISNDT TV —1al R0 AT A (RIS, mEREN T A — <y bDOIERE S L EAERT 7V r—a
¥)

— BAENICETOHBERRIR (T U 2VEL e v—)b Jiikk, T Ofh)

1.3 A

AEEIL, LT DL e tF 2V 7 1 B EBIEL TV,

—  SSASC VAT Lifite 4t

— BB AR DT AN —E AT m 3 Z —(TSP)

— BRI —ERERMT DT AN — AT 0 F —(TSP) D A Al 2 S5 3 A 0T A% RS



2 ZRBIK

BIRHSIT, VE— MBS —E RO ER B IRO L,
3 HEBELESR
FELERIL VE—NEA Y —E RO LR BRO L,
4 Fo5 - WEE
LB FRIE, VE—NEA Y —E 2D A B O L,
5 P —N—BA LY RN DHEETELVAT LD
5.1 #E%

AEHITIE, BOHEOEX 2 T BN LEDL D IZEESNDINEIDEWAHICT D70, ¥—"—F4 O F
JFE BRI HOWTRIR T 5,

i

}

2

O
hu

I}
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AIEHED T R COEREEEARICE S, UFO LI Ick s -
— W78 (SHALL(NOT) C7~79)

— A7+ 2> (SHOULD (NOT) TiRY)

— #FA (MAY (NOT) T9)

(EBEE OV T OFEMIE, TV '— FEA T —E A0 ELHE] 1.6 FHlIEAED STEIC B 1T 5 19 E)
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5.2 BALAERE—N"—BLDHEB)
SSASC @ BiJIZ. DTBS/R % HY, B4 E DO ha— )V FTT VHNVELEERTHIETHD,

2% (Data To Be Signed Representation: B4 X85 —# (/N =2ff))

5.3 HRADEFBL EIXIEANDe — /L
FORNEBLT ETBL RO — AR O AT AILNTES,

FELROFHICETOEHEEIL, TUINELDR— NV eRTHALEFBELERTHAELT LT LLREILTHS
ZEIHIRFTERR Y,

ARG IZHEILL TR SIZ T D2V EBRIE, BRAFIITIEANOEBL T TAERTHIENTES,
ABE TR L, ARANELITIENERRLEL, BAE LW HREZE N5,
KRG IR L, B4 AEREEER e & — VAERZEESL 5 T SCDev W) HGEA M T2,

5.4 BAEMW—IZLBELAEDHM (Sole control) DERFEL )L
AETIT, BIHIE O D 2 SDOMREEL ~ LA ED T\

—  BURHIEEREEL L 1 (Sole control assurance level 1:SCAL1):



- BARNL. BAEORMEIEOL LT RVWMEEE CEAShS,

- RASNCBALEDNBLDIDICEOREEN T 5813, BAFEERAET D SSA ([2&- THlifils D,
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B DI SND DR T DU E D DD,
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B ey 2— VN TEARETEMHALTHIENTED, B 5BV 2 —/bE SAM IEZEDIT, MifZ /S — R EBR B NI AL
END, SAD ORFEEE L. SAM 23 3 DD SAD UL AU MEAD AN F 4L T F 2L, B ENRIFSN TNHI LS
R THZETHD,
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SCDev (QSCD) D4 > 73— ERBE (1D F OIEHRA 7) IZF DB DEL, Level2 Tid SAM 1ZVE—h TSP OfR7#
BRENICERBEL. SCDev DIfZ L /X — R B R (RO FEHFESY) 121F CM (Cryptographic Module: B 5 €Y 2—)V) &
EHETIHLDET D,

SCA (FIHINBLERTNT—33Y)
BFVE/BLBEHEFYE DIBS/R. TIIINEBLE

/ O-hLimis \ / E— TSP (REIBIE \
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[ User \ ( \ ¢ Level30Dii5>){—{RFERIE (QSCD)
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CM
(BREMHEEY2-) (BESED1-))

Y BLE
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A
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~
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5.7.1 BEFip F B

5.7.1.1 SCAL1
B H DB B AR T B O EB L ORI, SRCSA.L.1 [ZEFRSND,

5.7.1.2 SCALZ2



B8 B DB ERETE R T B ORI JORGEHEM X, SRASAP.1.1 IZEFRSIND,

5.7.2 Authentication Mechanism

5.7.2.1 SCAL1
SREFRERE O 1L, SRCSA.1.1 IZEFSND,

5.7.2.2 SCAL2
SREFHERE DO L/ 1X ., SRA_SAP.1.1 IZEFHSNS,

5.7.3 FFEF— 7 > b

5.7.3.1SCAL1
— BLALBEME~OT 7 RAREFF AT DD, BA BT SSA TR HRRREICE BN LR dUE 7 B,

— BRAEOBLRT, SSA IZE o TEA B ORGEERIT) L 7EZR T U b70,

5.7.3.2SCAL2
—  SCDev WD BEZ#EEFF Al 9572012, SAD 5% E S, HHE S, F721% SSA 21l L T SAM & SIC O DZ
RIS EVDFER L2 HH D LT H(SHALL),

— SAD X, B DTBS/R @ SCDev W TO B BAEEZFF 95728012, SSA Zi#L T SAM [ZXEENDH DL
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5.7.4 AR ~DFRIEDRAE

5.7.4.1 BEEE
TSP 1%, FREE 7 v AA A ER L FE (B 21X, ID 7 a A F =) EAETESHMAY),
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) ARG FEE N ARENGRREESE 17T 5.0 4 5DJE Ttlj%)m i 5 .6 FOREFEELEOLE . HIZLVEDHL
iz, B UK E BRI 22 5 AR YE~ D A PE DN, U7 BE A B L 0RO BN EE O EEREINDHL ~L~D
WA MR E T AIENARETH D,
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TSP 1%, AME Y FHE I FTATL-SN T35 7 1 278 SRA SAP. 1.1 I[CHLES A B A7~ L AR+ AL D ET 5
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TSP 1%, LA FEREETHLDETH(SHALL):
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TWHZE, XX
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SCAL2 TOEX DA MUIL, BAEDORFEEELE DBABIEEROBEIEMEEO )W OO RN EMT-T 8%
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HRGEE FATTHIEL AIRETH D,
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SAD 1%, BB HEEEIIMEISERRET 7012 575,
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SAPi BAE RO THE T 2— VINFEITTDEFBLDERDT-DIC, BAHOLZ 2 FHERRICTS
JONZEGEF SR T U2 700,
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5.12.1 TEZN—BRE

it 27 7S —BR 5 (Ch S AR IEBRET) 1%, TSP FREBRBEN CIEHSHL, A4 — Ry MDD ERET 78 A DRSS
%, ZOBRENTIEITENDIT— RO 5E AR T 5,

a—NIEBRROMHZREL, B4 OANEEELE ORHIE T IZEZEZHRE]T 5,

M2 R =B (A S AP IEBREDIT, BAREBELF OOV 7HIRET D (Vo 713 B A ERIC LB b X TR S
N, F=vr73nb),

SCALL TiZ, BB HEILI 27 o /N — BB (S APy IR B BE) TSV S D 2L H#ERES 11D,

SCAL2 DAL, WBHEDO AR EMZ L R —B B S AN IEBREE) T CO N MIEER D, £, SAM DY 7R
=TE E AP LSRR T HSND e EREND,
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TSP {R#BRELIT Y — N —BL AT ADRLEIMEA DT OB > TEAIND,
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COBREE, Ri#ESNIIEAT, BLAE, BLOREEAE DM OY 72k FTED,

TSP I, SAD L SAP OFHA77- L, RA BBl CBERICEET2) AR T 7201, ZOREAR#ET D, Lk
1. 1% 1F. ETSIEN 319 411-1:2015, 6.2.2 335N ETSI EN 319 411-2:2015, 6.2.2 TREUA,

F7z, BMHIE AR 5720 O ERERO EAL R T BB DD (RA BUEET D), ZALOEAT, 2 X
ETSI EN 319 411-1:2015, 6.3.1 a 33X0° 6.3.3 d IZHUESIL TN,
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5.12.3 BAEDRE
BB DRI, BLAEHEOO—NNIREDTHD,

ELE T, CORFEZRETDIREN DD, BHEDE = Lo TRIESNIEREZER 7256, F =8 13E4
HOBRBEOREICHEZAD,

BB BRELIL, SIC LRERIZ, B4 SNDLEDME[EEZL D7 +—~y MU SN D — RV EE DR
60

SICIXBAEMERL, B4EE SAP 2@ CEEISNABLABERREORI OV 72 ER T AT-0 12 HS 5,

0)%%% ZBAL T, SIC (ZH T AEHEALFEREE/RI T2, LL, SIC DR EHB L ONEEEIZI VT, SAD Dfsik/ G
W28 BEXOVEL EZHORFAE T SAP 241 L7 SIC & SAM O BEAEHAZZ[ETHZENNETHD,

5.13 t#REET L

5.13.1 ==
SSASC DA — FERREEF K NEEI AN =R LZ 7R T 72012, SSASC OS2 T —%T 7 F v —%R7,

EEIIE, ARSI EMEO =IOV — =0T RA R A2 L2702 503, I ER e T —% 7
T ¥ —%RTHDTIHRV,

B H DEREEIX, SSASC IZESTRINTHD, HlZIX G CTEDY T NI =T DIHEA A=V L, TEDH DY T
T TR AR A T A2 T RET AL ENH D,

B R —E RE RS TSP (X, SSASC OERBEZRH#ET 5, SSASC 1%, — A7 BEr, A, FheEhy, X
E X U T B L B AR —E AB AT S TSP ISk T A8 E OB DA EN - X 2T 4R —
TiEHIND,

FHOEFRIL. BIZIE, [FAN—E AT a2 — 2@ 2R o —ERHIE || Cit#i S Tnd,

SCAL2 TlT. Z4 8B 10 SAM 1T, kS AP IEBREE (] : EN 419211 > U—XF/-1% CEN/TS 419221 >V — |2k
P22 — ) ICER#ES N TS,

5.13.2 EXRFIHDAa—

SSASC 1, BAEFDEBLBOLER)E—MEF, BIOWE—MEHSN- B4 I LD EFEL OIERRZ A
60

AREHE L, P —N—BIORBLE AT L% | DERITEHOa R —3 MO EIT 5715 L/Jb\f AT &l PR 2
FREZRU, %% AR T 7V r—a (SCA) IIAREHED#E A& PN CTHY (X 2 2R) | GEBHERITICBE 35 TSP O1F
T CEXAHV AT AOEAXIE HEPHA TH5H (CEN/TS 419 261 2HR),
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TSP protected Env.

—

Tamper protected Env.

=== Data communications - T -=
i

X 2 — ERFHEORT—S
1 RRIEORME(5.7.4 B2) 45546 ESRFEHEOFPHZ I Y FE ITHEETHZENTEXS (MAY),

5.13.3 EH4 OIEMALAN =K L

5.13.3.1 H &=
B BL AT DT DBATEELDTZO DV O0DOHELREET VAR T, 6 BIZERLIZMOT —F7 7 F ¥ —
ZIAELTHIV (MAY),

SSASC 1Tl s, . B4 E DBy MIL> TS, KB EFIL 1 SFTEE OB A FTA L, SSASC 1B 4 #H
VEZFATT DO 1 DFIIHEED SCDev & T2 2N TED,

B4 T SCDev DANBICZ BT E L, BRI — R4 5203 TES, 727270, B4 82 SCDev NITIRE T84
ERIC X 2T A 2T A0 ORIENEHASNAZEN R TH S, BAEOHICEA SN #Oon—K /7on
— NI AEHEOFFAS Th D,

5.13.3.2 SCAL1 TOZEA4IEMHAL
BL BEOREE M M Q52 21T SCDev (Zd - THRAESILD, SCDev 13 SSA IZE->TEREISND,

SSAIZX > CTRENTHILENTESD, ZOREL, ArEDHIM B L/ FIIFTEDEDBL IR U THERF T 523 T
&5,

B GEOIEMAIZIT, B4 E D SSA ICL-> CRRAFSNAZEN ML TH S (X 3 BHR) . B4 E OFRGENRI LT-5
G ST HELHEIL, HOYMANBL Y/ b BEOBLBEOT T, BAF IR TELBIEICHEHINT
BHEVMAY), ZIUZED, SSA 1TV /30T B4 DO BRI THEHATHIENTED,
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Signer Env. TSP protected Env.

Tamper protected Env.

Signer

Local Remote

mm——) Authentication

X 3 — SCAL1 Z W= EBAEMHLI AT A
H ZOT7—F%77F v —I%, iBiEORAT: (5.7.4 BIR) #EH T 256 MO/ =T A ITIRIETHIENTES,

ZOT =% T 7 F Y —L, FEHORIEIMRNT V2V BB (FI A, B4 H ORI AL T Ll
=) TR DT DI 5283 TED,
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5.13.3.3 SCAL2 TOZE L &AL
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Y—N—BBFTIT—2aoY—ERD—EF 1T+ ERBH
Trustworthy Systems Supporting Server Signing — Part 1: General System Security Requirements (EN 419 241-1) Z&&(Z{ERk

ERE VRS EN 419 241-1 EEHIEE BREH
Level[Level|Level
1 2 3

6 Security requirements 6 EXa)T4EH

6.1 General 6.1 —fREIE

6.2 General security requirements (SRG) 6.2 — AR X1 T+ EH (SRG)

6.2.1 Management (SRG_M) 6.2.1 & (SRGM)

6.2.1.1 General 6.2.1.1 —f%=EI1E

6.2.1.2 Systems and security management (SRG_M.1) 6212 VAT LEEF 1) T4EE (SRGM.1)

SRG_M.1.1 TW4S SHALL support roles with different privileges. SSASCIZEL 2 RBEZF O O—ILEFR—IT2EDET

%(SHALL),

SRG_M.1.2 As a minimum the TW4S SHALL support the following SSASCIZRIER. Fa2DO—ILEZHHR—FF2EDETS
roles: (SHALL):

Security Officers: having overall responsibility for X1 TFAF T4 — X )TARI—, £Fa)Tq
administering the implementation of the security policies, TS3OTAADEEEEET HEEMLEETERS. £52
practices and have access to security related information. o |0 o YT A EERAT I ERTESO0—)L,

System Administrators: are authorized to install, configure AT LEIEE SSASCDAUAM—)L, BE. BRFEITD
and maintain the TW4S but with controlled access to O | O | O |HEREHIN., X)) T/BEFERADT7 IR I(LHIE
security—related information. hdo—)L,

System Operators: are responsible for operating the TW4S AT LARL—E—:SSASCHO B EMERICEEEHE
on a day—to—day basis and are authorized to perform O | O| O |B.YARTFLDNYGTYTEYHN)—%FE1TTHHERE
system backup and recovery. HoO—)l,

System Auditors: are authorized to view archives and audit DATLEEN X TAR)D—IZR2F VAT LD
logs of the TW4S for the purposes of auditing the Ol 0| O [ERZEATSEMT.SSASCOT—HA/TRLEEOT D
operations of the system in line with security policy. EEDEREZF>O—IL,

Security officers and system administrators are privileged ololo X A)TAF T4 —EVRTLEEBEIIFECRT A
system users. 1—H¥—TH5%,

System operators and system auditors have privileged SRTLARL—E—ED AT LEE NIEEEE O,
roles but are not able to administer or configure the O | O| O |SSASCEEEPHREILTELEL,

TW4S.

SRG_M.1.3 As a minimum the TW4S SHALL support the following ololo SSASCIFRIEMR. T NIERIEN—ILEHR—IT 25D
non-privileged roles: &9 B(SHALL):

Signer: is authorized to use the TW4S by passing the SAD ERE: XEF-(XDTBS/RIZELZ T 5=, SADZE
as part of the SAP in order to sign the document or the FEITkY, SSASCEFE AT SHEREF>O—IL,
DTBS/R, which potentially can be passed through the o o O

SAP as well.

SCA: is authorized to send the DTBS/R request to the o SCA: EZENEL T H1-HIZ. SSASCIZDTBS/RER%E
TWA4S in order to be signed by a signer. FEIETHEREETHO0—)L,

RA: is authorized to send the public key certificate to the o RA: SEBAZHITERIZIGC TARBEIBE%SSASCITE
TWA4S in response of a certificate signing request. E951EREZEF>O—IL,

SRG_M.1.4 One privileged user SHALL NOT be able to take on all the — ANDEELI—F—HLETOEFEOD—ILEEZLZNED
privileged roles and SHOULD NOT take on more thanone | O | O | O |[EL(SHALL NOT), —2ULDIFEO—/ILEZEHZBZRET
of the privileged roles. &AL MSHOULD NOT),

SRG_M.1.5 Users associated with privileged roles SHALL NOT be HEO— LZEY S Toh-1—HIZIE, EESED—ILE
associated with non—privileged role. B|Y LB THRNEDET B(SHALL NOT),

Users associated with non—privileged roles SHALL NOT be FHEO—LEFIVLETONI—HICE, BER—ILE
associated with privileged role. B|Y B THRNEDET B(SHALL NOT),

SRG_M.1.6 TW4S SHALL be capable of ensuring that a user SSASCIE, EXa)T4A T —DO—)ILEESERER
authorized to assume a Security Officer role is not O| O] O |PA—YM, PRTLEEADO—ILEBSERZE L
authorized to assume a System Auditor role. WIEEHERIZTRIENTEDEMNET B(SHALL),

SRG_M.1.7 TW4S SHALL be capable of ensuring that a user SSASCIE., VAT LBEBERY/XIFRATLARL—4
authorized to assume a System Administrator role and/or DOO—)LEESERZEFDI—TH, VATLEEARY
a System Operator role is not authorized to assume a |00 /RIEEX ) T4F T4 —DO— )LEBSEREF -1
System Auditor role and/or a Security Officer role. WIEEHRIZTHIENTED LD ET H(SHALL),

SRG_M.1.8 Individuals that are part of a group of privileged system ololo FEDRTLA—H DT L—TD—BTHAEAR. 5
users SHALL be named and trained persons. ZEn. FEESN-EETHDHEDET H(SHALL),

SRG_M.1.9 Only privileged system users SHALL have physical access HEV AT LIA—HY—DHN, N—F O T7~MEHMIZT
to the hardware and can administer the TW4S. O| O| O [VERTE,SSASCEEBTEHIEMNTEDLNET S

(SHALL),

SRG_M.1.10 Only privileged system users SHALL have extensive BESATLI—TOAN, EETIZETOTT ) —

privileges to administer the TW4S O| 0| O |PavéM4871—R%EE L TSSASCEEIRT HILELE
HEZERDOHDET H(SHALL),

6.2.2 Systems and operations (SRG_SO) 6.2.2 VAT L EER (SRG_SO)

6.2.2.1 Operations management (SRG_SO.1) 6.2.2.1 JEFHEIE (SRG SO.1)

SRG_SO.1.1 TWA4S manufacturers SHALL ensure instructions are SSASCHEEE ¥ (X, SSASC N Tl AR TES1=%
provided to allow the TW4S to be: DIRTRBENMRESNDCLERERICTIIDLETS

(SHALL):
— correctly and securely operated; O | O O [-ELLRL2ISGEAT S,
— deployeddin such a way that the risk of systems failure ololol SRTLEZT)RIERMETEAETTIOAT 5,
is minimized;
— protected against viruses and malicious software to — SRTLENETHEHROTEMEHEICTS2HIZ
ensure the integrity of the systems and the information O| O] O |VALRPEEDHDY Iz T7IZHLTHRET S,
they process.

SRG_SO.1.2 TW4S manufacturers SHALL provide system SSASCREEEEE(L. SRGM1.2TE RLI4DDHEHE
documentation covering the responsibilities of the four O—ILDEFEENN—TFTEVATLXEFRHETEE0DE
privileged roles mentioned in SRG M.1.2. It SHOULD O | © | O |43(SHALL, ZNIZ LU FEEL A ETEHH(SHOULD):
include:

— Installation Guidance; O | O[] O [-A>AR=ILHAF
— Administration Guidance; O O O —EWHAF
— User Guidance. O] O] O [-a—¥—#4F

6.2.2.2 Time synchronization (SRG_S0.2)

[6.2.2.2 EFZIFIHA (SRG_SO.2)




SRG_S0.2.1 TWA4S manufacturers SHALL state the time accuracy of o o o SSASCHEEE X E (L. SSASCOBZIEELFNEFEEIC
TW4S and how this is ensured. $R2HEERATHEDET BH(SHALL),

SRG_S0.2.2 In order to ensure time accuracy of audited events, a time A NERERDBZRELHERT S1-0. iZER/RLEY)
source suitably synchronized with a standard time source | O | O | O [[CRA#ALI=-FZY—RZFEHTHRETHSH(SHOULD),
SHOULD be used.

SRG_S0.2.3 In order to check whether a certificate has expired, a time SEREN BB UINAESHEHERTLH-DIZ. BE
source suitably synchronized with the UTC SHALL be O | 0| O [HRBUTCEEYICRABILI-BZY—RZFERT DL
used. 3 B(SHALL),

6.2.3 Identification and authentication (SRG_IA) 6.2.3 A EFREE (SRGIA)

6.2.3.1 General 6.2.3.1 —f5EIE

6.2.3.2 Authentication for privileged and non—privileged roles other than signer (SRG_IA.1) 6.23.2 EZEFEUNDHES LUIEFEO—ILD-ODEE

i (SRGIA1T)

SRGIA.1.1 TW4S SHALL require each user to identify him/herself SSASCIE. a1 —HM. FOL—FFE-IEFDI—HN
and be successfully authenticated before allowing any E3RIERRLUTITSITEEHA T AT, BEEH
action on behalf of that user or role assumed by the user. L. RS RKINT B LEFERTHEDET BH(SHALL),

SRGIA.1.2 Re-authentication SHALL be mandatory after log out. O | O | O [A97IrEDBRLIEHEAETHHEDET H(SHALL),

SRG_IA.1.3 Combination of authentication data, where used, SHALL olol o RAT—ADHA O EEERT S5, FRIARAIET
be unpredictable. H5HDET H(SHALL),

SRG_IA.14 For privileged users mechanisms SHALL be implemented BEL—FIZHLT. A — D ADT NS ADNREBESNT=
to reduce the risk of an authenticated user session being S5, BiEn-a—FtylarhR®R-bnd)RI%E
taken over if the user's input device is left unattended, for | O | O | O |[EBTB=ODAN=XLBIZIL, FRIEDT A FILEERE%
example by terminating a user session after a given idle 22—yl avEF R TSEHRENREINDIENDET
period. A(SHALL),

6.2.3.3 Authentication failure (SRG_IA.2) 6.2.3.3 Rk BX (SRG_IA.2)

SRG_IA2.1 If the number of unsuccessful authentication attempts R—21—H—" o DRIERBEHARARHFERRBICEL
from the same user reaches the maximum number of 1-15 4. SSASC (. —ERBNEILEEBENI—HF—
allowed attempts, the TW4S SHALL prevent further user (e} @) O DT OVIERRTHET, 61— —RAHTEN
authentication attempts within a certain time frame or 1L 353D ET H(SHALL),
until an administrative role unblock the user.

6.2.4 System access control (SRG_SA) 6.2.4 AT LT 7R (SRG_SA)

6.2.4.1 General 6.24.1 —f5I8

6.2.4.2 Right management (SRG_SA.1) 6.2.4.2 #EfR &2 (SRG_SA.1)

SRG_SA.1.1 TW4S SHALL provide the capability of controlling and SSASCIL. FAISNI-BADNREEIFEEEZESVRT
limiting access for identified individuals to the system or LFEA—Y—FT OO DOTHEREFIEL. FIR
user objects which they own or are responsible for. o o o T AMEEE IR T 53D ET BH(SHALL),

SRG_SA.1.2 TW4S SHALL ensure it provide access control to sensitive ololo SSASCIE. BEMHDSLEBFERADT7 IR HIHEHE
residual information. KRBT 550D EF H(SHALL),

6.2.5 Key management (SRG_KM) 6.2.5 2= (SRG_KM)

6.2.5.1 General 6.25.1 —fEEIF

6.2.5.2 Keys generation (SRG_KM.1) 6.2.5.2 4 B (SRG_KM.1)

SRG_KM.1.1 Private or secret keys SHOULD be generated and used in ol o MRBELIHBEIISCOeVNTERLIERTRETH
a SCDev. O %(SHOULD),

The SCDev used SHOULD: {E S 5SCDev(SHOULD),
— be a trustworthy system which is ensured to EAL 4 or — {#FENhBHSCDevl. AVA VANS T SH1=ISO/IEC
higher, augmented by AVA.VAN.5 in accordance with 15408 EAL 4Ll EMWNFEEIZSN =, LLLTRAZEDODEREHL
ISO/IEC 15408, or equivalent national or IEBRMICEMSINI=ITEX ) T D SHBEREENTFER
internationally recognized evaluation criteria for IT SNF=EFETELVATLTHARETHAH(SHOULD), =
security. This SHALL be to a security target or protection e} e} o) hiE YR IHICEDE BN R UZT DO IER TR
profile which meets the requirements of the present BExa) T EKEEELELT. AXENDEREIES
document, based on a risk analysis and taking into account BT X UT8—S v LLETOT oY ar 7oy
physical and other non— technical security measures; or AL THAHEDET H(SHALL),
— meets the requirements identified in ISO/IEC 19790 or — SN %SCDevlE, ISO/IEC 19790 F1=[EFIPS PUB
FIPS PUB 140-2 level 3. O | O| O [1402LANLBTHAISNDEHEHE-FTRETHD
(SHOULD),

SRG_KM.1.2 The SCDev SHALL support cryptographic algorithms and SCDevld, VAT LR FIZH M SN X1 TAER

key lengths corresponding to the appropriate level of Fm=T @YX TALANNLICH ST HESTILT
security, which fulfils the security needs identified during o o o YA LBRUVBEZYR—NT5E0DEF BH(SHALL),
the system design.
Wherever confidentiality or integrity protection services BIRIEBRBON\IT VI GEEEEE-ETEMER
are required (e.g. for backup of signing keys), only EY—EXANRELGEICE. AEULOBSEEEH
cryptographic algorithms and algorithm parameters of O[O0 o BEETIITVALBEUTILIY X LINSGA—EDHE
equivalent or higher strength SHALL be used. ERT5HDET BH(SHALL),

SRG_KM.1.3 When the private or secret keys (including signer’ s signing (BREBERE. AVISANIFVE. FIHBEES O
key, Infrastructure and Control Keys) are held outside the FRFE (T HERNSCDevD N B TRIFSNDIGEE. O
SCDev, these keys SHALL be protected to ensure the O | O| O lhonRER0EHENEEEREERECT I RE
confidentiality and integrity of the keys. ENBLDEF H(SHALL),

SRG_KM.1.4 SCDev SHALL be initialised, before generating or SCDevld. B4 RBEEMF KNS BATIC, DadEH2
containing any signing key, with technical mechanisms that| O | O | O |[ADFARL—2FNHELT HSCDevIN DT T AT
requires at least two operators in the SCDev. HEEN DD EF H(SHALL),

6.2.5.3 Keys storage, backup and recovery (SRG_KM.2) 6.253 HDREE. /\vITF7vT . JH/\) (SRG.KM.2)

SRG KM.2.1 All private or secret keys (including signer’ s signing key, 2TOMERRBT-ILBRIERBELE. 1VTFA
Infrastructure and Control Keys) SHALL be securely SOFvEE. FIEHBESD). BREICRESNZENDETS
stored, i.e. never be stored in an unprotected state. O | O | O |(SHALL), Bl: | REESN TUALRETREL TIEHDS

(AN

SRG_KM.2.2 If any private or secret key (including signer’ s signing key, (BREBEZRR. AVISRANIFVE. fIHBESOE
Infrastructure and Control Keys), is exported from that BEOMZFRLLITIHBEEIYZSCDevHA LTI AR—F
SCDev, it SHALL be protected to ensure its confidentiality| O | O | O |[SN5iHFE.SCDevNERFULDEFTALANILTHE
and integrity to the same or higher security level as within FHETEMEREICTHHIC. TORILREINSE
the SCDev. D EF BH(SHALL),

Wherever the private/secret key is protected by WER/ AEREIESEICIVRESNSGEIL. RFELU
encryption, only cryptographic algorithms and algorithm ololo LORESEREZEOESTITIVALELUVTZILIYX A

parameters of equivalent or higher strength SHALL be
used.

NSGA—BDHEFERT HHDET H(SHALL),




SRG_KM.2.3

TWA4S SHALL ensure that backup, storage and restoration
of private or secret keys (including signer’ s signing key,
Infrastructure and Control Keys) are only performed by
authorized personnel. Master keys used to protect both
user and working keys SHALL be backed up, stored and
reloaded under at least dual control. Such master keys
SHALL only be held outside the SCDev in protected form.

SSASCIE. BL2EBERE. (U ISRANSIF . FlfeE
EEDMERLLIHBEO/NNVITVT RE. VAN
YA, BAISWEEEIZE THIRThNDIEEHERIC
T5LDETBSHALL, 1—HF—RELVOEEROEA
FRETH-DOICHERATEIIRI—EIL, DEEBEHA
FEOTFTTN\YIT7YT RE. JA—FEhBELDETD
(SHALL), SCDevD AR TIE, HEZITREF—F—IF. RS
=B TOHREINZEDET BH(SHALL),

6.2.5.4 Key usage (SRG_KM.3)

6.2.5.4 BN FI A (SRG KM.3)

SRG_KM.3.1

Private or secret key (including signer’ s signing key,
Infrastructure and Control Keys) SHALL only be used for
its intended purpose.

WEREHBRIEBEEZLAR. /1VIFRANSIF VR,
HEEEED)FDERSIN-BHOEHETIZERSN
530D L9 H(SHALL),

SRG_KM.3.2

Private or secret keys (including signer’ s signing key,
Infrastructure and Control Keys) SHALL NOT be shared
except as required to meet their purpose.

WERLIABRIEREZLR. /VIFRAMNIF R,
FlHBEEED)ZOEMICHELTOICBERISEERL
T, B ESNEWVED EF H(SHALL NOT),

SRG_KM.3.3

Access controls SHALL be in place to protect the access
and usage of the keys (including signer’ s signing key,
Infrastructure and Control Keys).

FOERGEE, (BEEERR. A\VITANIF ViR,
HHBEZO)BOT IR EFBANMRESNI-BRTTIT
bhdtnEF B(SHALL),

SRG_KM.3.4

A signing key SHALL be linked to only one signer and only
one public key certificate.

EXRIE—DERELLV. H—DOLAFRIEHEIH
FF5hE3DEF H(SHALL),

6.2.5.5 Key distribution (SRG_KM.4)

6.2.5.5 DA (SRG.KM.4)

AV ISR IFYRECHEBEEO)WERL LI
HEBERI EETIRENDHDEE. REITEESh DD

SRG_KM.4.1 Private or secret keys (including Infrastructure and

Control Keys) SHALL be transmitted securely when they

have to be transmitted. D EF BH(SHALL),
SRG_KM.4.2 All the keys used to protect other private/secret keys

during transmission SHALL be (at least) as strong as keys
transmitted.

EERICHOBER/ L BRERET H-OICFEAIND
ETORIE. FESNIREDUKELREBEDRETH
5HMDEF H(SHALL),

6.2.5.6 Key renewal/update/change (SRG_KM.5)

6.2.5.6 O EFHEE R (SRG.KM.5)

SRG_KM.5.1

Infrastructure and Control Keys SHOULD be changed on a
regular basis, with a frequency based on risk assessment.

AVITSANSF Y RELUHIEEE. VR VFHEIZE D]
SECTEHNICER T RETHSH(SHOULD),

SRG_KM.5.2

If any of the key algorithms or length is considered to have
become unsuitable, keys based on those algorithms
SHALL be changed immediately.

B7 LTIV LLLKEREAT B G- EFIELT-15
B ZOTLTYRLIZEIRIFELICERSINDILDE
9 %(SHALL),

SRG_KM.5.3

If any of the keys is compromised or suspected to be
compromised, they SHOULD be changed immediately.

oL, ELIIBRIENEONIEES. ELIZZTD
BEEF G HRETHAH(SHOULD),

6.2.5.7 Key archiving (SRG_KM.6)

6.25.7 DT —hHAT (SRG.KM.6)

SRG_KM.6.1

A signing key SHALL NOT be archived.

ERBIET—HATINENIDET B(SHALL NOT),

6.2.5.8 Key deletion (SRG_KM.7)

6.2.5.8 D HEIBR (SRG_KM.7)

SRG_KM.7.1 A signing key SHALL be destroyed after the expiration of EZBEL, ARBEIABEDOEDHENTIN%., HELIX
the public key certificate or if the signing key is useless ERBIZEHDTAREICHI5E . WESNDIEDET
for the signer. A(SHALL),

SRG_KM.7.2 If the link between the signing key and the signer is not ERRBLELZEDORDI INERZIEELY IVDEIC
maintained after the signing operations session, then the HEHFSINGWGEE EARIIELRELYI VDR TE
signing key SHALL be destroyed at the end of the signing IZHESINDED ET BH(SHALL),
operations session.

SRG_KM.7.3 Signing key destruction mechanism and procedure EZRBIEDOLEEALEFIETIL, HESN-ELHE DL

SHOULD ensure that all backups of the destroyed signing
key are also destroyed and that no residual information
can be used to reconstruct the signing key.

TRNYITTHVELRESN, FRoTWSIERNEL B
EBRBETIOIERTERNILEHRITTAETH
%(SHOULD),

NOTE this recommendation does not apply if deleting of
single keys in backup is practically not feasible.

E COERBEIX. VI T7vTRO—DODEEEEL:
HIBRAREMTIERVGEICITBERAINGL,

6.2.6 Auditing (SRG_AA)

6.2.6 BZZ&(SRG_AA)

6.2.6.1 Audit data generation (SRG_AA.1)

6.26.1 BEET —2DER (SRG.AA1)

Each service has additional specific auditing requirements
that SHALL be addressed in addition to these general
requirements.

FEH—ERIZE, ShioD—REGEHICINZ, IoI2HE
(EO)EEE;E#?&“&LL HISHLT B2DET D
SHALL)

SRG_AA.1.1 As a minimum, the following events SHALL be logged: RIER, LTFDARUMNEIEHFENSELDET S (SHALL)
— significant TW4S environmental, key management - EE/HSSASCORBICEHLIBEBAANUN(ERK. E
events (generation, usage and destruction); A, BE);

— user signing events (e.g. successful signing with a - A—YERARVN B BREDERBICEDIELR
signer’ s signing key and DTBS/R request management); . DTBS/RUV IR EEILE) ;

— user authentication during SAP; - SAPEFIRT 5154 . SAPIZHIT51—F —EREE;

— signer’ s SAD management by TW4S; - SSASCIZ LB E L ENDSADERE;

— start up and shut down of the audit data generation - EET—AERMEEDREE - FLE;

function; -EENSA—EDEE,

— changes of the audit parameters. A—H—DERBANUIIL, BERRICEET HIHES
User signing events SHALL include associate certificate to EHBEDETBH(SHALL) , SSASCADTRTDTIER
the signing key. All access attempts to TW4S SHOULD be DRAF, AT ISRFEINDRETH S (SHOULD),
logged.

SRG_AA1.2 The TSP SHALL specify what is done (i.e. actions taken) TSPIE. HMEPRRL—S A DEEFRDIREN KBLI-15

in case of failure of passing audit information to any
external storage.

BITAZETSNN(ThbE oM ABE)EHTTHEL0
& BH(SHALL)

6.2.6.2 Guarantees of

6.2.6.2 BEET—2DF AT REMED RAE (SRG_AA.2)

SR‘G_AIA.2.1 TW4S SHALL maintain audit data and ensure that SSASCIE. BEET—3% L. TXTODEET—4%F
measures are taken for all audit data to be stored. FTE5ODIBBEELILERRICTIINET S
(SHALL) ,
SRG_AA22 The audit function SHALL only append information. EEEHEEIL. BREEBMT BT THHENDET S
(SHALL) ,
SRG_AA23 TW4S SHALL protect the stored audit records in the SSASCIE, BEBAIMICRESNI-BEELRE. EREH
audit trail from unauthorized deletion. HIEVEIBRMNSRET H5EDET SH(SHALL)
SRG_AA2.4 Audit records MAY be deleted when archived to an BRI NBRAN—DIZT—H(TESNB BRI,

external storage.

RERS [FHIFRTES (MAY),

6.2.6.3 Audit data parameters (SRG_AA.3)

6.2.6.3 BEET—%5/35A—% (SRG_.AA3)




SRG_AA3.1 All audit records (including service specific audit logging)
SHALL contain the following parameters:
— Date and time of event;
— Type of event;
— Identity of the entity (e.g. user, administrator, process)
responsible for the action;
— Success or failure of the audited event.

FTRTDEEEHRH—EXEFNEREOTZSD) L.
UTDINSGA—EZETLEDET S (SHALL) :
-ARVLDO BB

- ARUDEALT
~TOLAVICERER OV TAT4 (A —  BEAE.
TAERBEE)DTATUTATA;

- ERARUNOEE,

6.2.6.4 Selectable

6.2.6.4 EIRATREALBEEL E 1 —(SRG_.AA L)

SRG_AA4T TWA4S SHALL allow searching for events in the audit log
based on the date of event, the type of event and/or the
identity of the user.

SSASCI&. ARUFD BT ARVEDEAT | RU/XIE
A—HY—DTATUoTATAIZEINT BEEQTRADAAR
UrERBRTEDLRSICTHHDETSH(SHALL),

SRG_AA4.2 The audit records SHALL be in a format that can be
processed and be presented in such a way that is suitable
for the system auditors to interpret the information.

EEAE, MEAIRAHBATHY ., VAT LEEANE
fﬁ’éﬂﬁ%ﬁ?‘éo)[:i@bf:ﬁiﬁf?&%éhé%d)t?‘é
SHALL) ,

6.2.6.5 Restricted audit review (SRG_AA.5)

6.2.6.5 FIfRSh=BEELE 21— (SRG_AA5)

SRG_AASL1 TW4S SHALL by default deny all user read access to the
audit records, except for users that have been granted
explicit read access (e.g. those with System Auditor role).

SSASCl&. T 74 /LT, BBRMICER AU ERE T 5
hfza—H— P RTFLEEDO®REFHF >2—F—)%
IrE EERBEADETHOI—HY—DHEAMYTIERE
EEITHLDETSH(SHALL),

6.2.6.6 Generation of warning (SRG_AA.6)

6.2.6.6 Z & D4 K (SRG_AA.6)

SRG_AA6.1 TW4S SHALL generate a warning notifying in a timely
manner unusual events which can have impact on the
ability of the signing server system to meet the security
requirements identified in this standard.

A mechanism that issues a warning whenever an unusual
event is detected SHOULD be implemented. The warning
SHOULD trigger a notification to relevant administrator
personnel.

A warning MAY also trigger further actions to react to
possible attacks such as cutting off the path of potential
attack.

Examples of unusual events related to user activities can
be (but not limited to):

— User actions outside of standard usage hours.

— User actions executed with an abnormal speed (in
order to detect non—human interventions).

— User actions skipping standard activities within defined
processes.

— Duplicated user sessions.

SSASCI&. BEZH—/N\—2RTLIE. ABRETHEINDS

XA TABEGEH T RNICEEERIFLIDEELA

'(ﬂ‘phés BECEMTIEEEERTIEDETS
SHALL) .

EBLARUIMBRHESND IS 52T OMEEE

EINETHH(SHOULD) , BT, BETH2EEEITE

I BR)H—E5 B EFTHS(SHOULD),

ZEE, REINDATHMEDOHIBEEERT 5L B

BOAREMISH ST Bz DSSRITEHDORIH—EF

B2EMTEBMAY),

21— —EHCEETIRETEOMELTIEL LTOX

SBEDNEZ LIS (L. ChLIZRESNALY)

- ZEMNLFIRAFENAOI—F—D1TA,

- BRIGEE CTRITSNSA—HY =T/ av (AU

DR AERETB120),

- BERINE-TOCRNDIZEMNLET VT(ET1ERFY

T¥Ba1—H—T7oa,

- BRI B —tviar,

6.2.6.7 Guarantees of audit data integrity (SRG_AA.7)

6.26.7 BEET—HADTEMD R (SRG.AAT)

SRG_AA7.1 TW4S SHALL ensure the integrity of the audit data. SSASCIE. EET—HDZELMEREIZTIENET S
(SHALL),
SRG_AA7.2 TW4S SHALL provide a function to verify the integrity of SSASCIE. BEET— D2 RII T AHEEZFIEH T

the audit data.

55D ETSH(SHALL) .

6.2.6.8 Guarantees of audit timing (SRG_AA.8)

6.2.6.8 BEEERFZIDREE (SRG_.AA8)

SRG_AAS8.1 To ensure time accuracy of audited events requirement
SRG_S0.2.2 applies.

EERNRARNUOBZOBELZERICT 5720, ERS
15SRG_S0.2.2%4 AT %,

6.2.7 Archiving (SRG_AR)

6.2.7 T—hAE>% (SRG.AR)

6.2.7.1 Archive data generation (SRG_AR.1)

6.2.7.1 7—hA4ITT—R4ERL (SRGAR.1)

SRG_AR.1.1 TSP SHALL be capable of generating an archive on
an external media. The media SHOULD be appropriate
for storage and subsequent processing, and be able to
provide the necessary legal evidence in support of digital
signatures.

NOTE These policy requirements will be moved into
the appropriate standard when available.

TSPIX. SN EBATAT LIZT—hATEERTHIENTE
BENETBH(SHALL), ZDATATIE, REFEEZFDHD
WIBIZEYITHY ., TORILER DY R—MIBELEN
SERETED LD THHRETH S (SHOULD)

NS OR) D —E &, EUEIRE SR ARTEEIC
Bo R TTOHRBITBITINETFETHD,

SRG_AR.1.2 All audit logs SHALL be archived. FTRTDEEAT L. T—H4ITEZNndEDETH
(SHALL),
SRG_AR.1.3 Each archive entry SHALL include the time at which the BT —hATIUR)E. T—hAIT DR RELI-BEZEZED
archiving occurred. HMET B (SHALL)
SRG_AR.1.4 The archive SHALL NOT include any sensitive security T—hAT &, SSASCA—H—/RRAT—R D IS5 E

parameters, such as TW4S user passwords

DENEFTA/ITA—2EEFENEDET S (SHALL
NOT),

6.2.7.2 Integrity of archived data (SRG_AR.2)

6.2.7.2 7—hA4I7T—ANTEL ™ (SRG.AR.2)

SRG_AR.2.1 Unauthorized modifications of each entry in the
archive SHALL be prevented. A mechanism to verify
the integrity SHALL be in place to detect
unauthorized modifications.

T—HA4TDEIUN)—DIEREEHLEVHEZRIET
55D ET S (SHALL) , R EHDLAVREERET 51
Ié?)lzxﬁ) HERI Y DMBERITHLDET D

SHALL)

6.2.8 Backup and recovery (SRG_BK)

6.2.8 /Xy 7w T EYH/N)—(SRG_BK)

6.2.8.1 General

6.281 —fRE1E

6.2.8.2 Integrity and confidentiality of backup information (SRG_BK.1)

6.2.82 1\ 77y EROTEEERUEE Y (SRGBK.1)

SRG_BK.1.1 Backups SHALL be protected against modification by a N GTITE N IT VT ERDOEEMZRIITHE
mechanism that allows verifying the integrity of the backup MTEBZANZXLIZE>T EEILRESNDLDET
information. % (SHALL)

SRG_BK.1.2 Sensitive security parameters and other confidential BEEOB WX TA/N\SA—FOFDMDOEZFER

information SHALL be stored in a protected form in order
to ensure confidentiality and integrity.

&, MEM LR EREICT B-0IC. BEIN-BT
RESNSZLDET S (SHALL),

6.2.8.3 Recovery (SRG_BK.2)

6.2.8.3 1)71/\1)— (SRG_BK.2)

SRG_BK.2.1 The TW4S SHALL include a recovery function that is able
to restore the state of the system from a backup.

SSASCIE., 1\ 7 YT MoV AT LDIREEETT L
MTED)H/N\)—BEEFELEDET SH(SHALL)




SRG_BK.2.2

A user linked to a role with sufficient privileges SHALL be
capable of invoking the recovery function on demand from
a backup.

FAGERER D O—LIC oI anf-a—F . /1NvD
TYI DDA L TYIR TR IBEEE R T SEA AR
THHELDETSH(SHALL),

6.3 Core components security requirements (SRC)

6.3 7V R—RU D EF ) T4 EREIE(SRC)

6.3.1 Signing key setup (SRC_SKS) — Cryptographic key (SRC_ SKS.1)

6.3.1 Z&EHTF (SRC_SKS) - B= (SRC_SKS.1)

SRC_SKS.1.1

Algorithm parameters to be used for signature creation by
trustworthy systems SHALL be chosen so that can resist
during the life time of the signer’s certificate.

NOTE Standardization bodies, security agencies and
supervisory authorities of the Member States, cooperate
on the harmonization of suitable algorithms [5], and
provide cryptographic suites recommendations (e.g.
ETSI/TS 119 312 [10], SOG-IS-CRYPTO [18]).

BHETELVATLIZKDERERICHERTS7I/ILTYX
LNFGA=EIE, BLEMAZOEDHMBICE VT, M
bNBEIEIRSNDEDET B (SHALL),
(CRYPTRECEFHFH R BSRAMNS LUBSHEEH
x5BT 5,.)

SRC_SKS.1.2

TW4S SHALL link signer’s signing keys with the
appropriate signer's public key certificate.

SSASCIE. ZE2EDELRE. BYILELE D AREE
BAEL) S ZEDETH(SHALL),

SRC_SKS.1.3

Signer’ s signing key MAY be generated in advance
(i.e. not linked to a public key certificate).

EZRENELBI. BRICERTEENTEBMMAY) (T
Hhb ., ARBEREL) UL,

SRC_SKS.1.4

A signing key SHOULD NOT be used before its public key
certificate is linked by the TW4S.

NOTEthis recommendation does not apply when the
signing key is used to sign a proof of possession in order
to obtain a certificate.

EZRIX. TOARBIHEMNSSASCIZE-TIV IS
BDRANZFERAINDAETIEAL(SHOULD NOT),
ECOENVEE. BRRNIRAZEENG T 5-ODMREE
BHOELICERINDEEILERSINEL,

SRC_SKS.1.5

TW4S SHALL protect the integrity of links between
signer’ s signing key and public key

SSASCIE. ERENEZRLELARBOBDIV /DTS
HERETDHEDET B (SHALL),

6.3.2 Signer authentication (SRC_SA)

6.3.2 E4EHFREE(SRC_SA)

6.3.2.1 Signer authentication for SCAL1 (SRC_SA.1)

6.3.2.1 SCAL1 ME 4 FHFEAE (SRC_SA.1)

SRC_SA.1.1 The enrolment of the signer SHALL be as specified in EZREDEBFEDORILAILIL, BIRADAIRESINS
Annex A, A1, for assurance level low or higher. ME1HBEWIEZTN UL THDIEDET H(SHALL) .

The electronic identification means characteristics and BFHANFEOHES KUFREDORIILANILIE, BIFRA
design SHALL be as specified in Annex A, A.2.1, for DA2NTRESNBMEIHINET TN U LETHILEDET
assurance level low or higher. % (SHALL) ,

The authentication mechanism SHALL be as specified in PEIAN=ZXLDRIEL AL, BIRADA22ICRESH
Annex A, A.2.2, for assurance level low or higher. BHHE1HDNEFNULETHAEDET S (SHALL)

SRC_SA.1.2 SSA SHALL require each signer to be successfully SSASCIE. EABOBEMEIHICEELEZ 50D H
identified and authenticated before allowing any actions BITAEHAIT HHIC. BRBLEOHAEREICHTT
that can impact the sole control of any signing key. BIEEXFERTHEDETH(SHALL) ,

SRC_SA.1.3 Protocols in use SHALL prevent man—in—the—middle FREITZ7OrLIE, FEBRE. JTLAKRE., LY—
attacks, replay attacks, and more generally any form of BEICIEIEZEOHDI—TNBELDLD TIEAVGEEEE
attacks where a malicious user can use authentication WEFERATHIENTELHODIMEOKELHLLT S
credentials which do not belong to him/her. 3D ETSH(SHALL)

SRC_SA.1.4 Access controls SHALL ensure that a signer does not TOERGEIE, BLENMEEEDS WV ATLA T T
have access to sensitive system objects and any IR0, D ERBBOFIHEL—FICEZ DHEE~DTY
functions which gives the user control over another’s T RAEEF RN EEERIZTHHDET H(SHALL),
signing key.

SRC_SA.15 The TW4S SHALL ensure that the DTBS/R provided SSASCIE, E£AE DHEH T TRELESNHDTBS/RAY, CD

under control of the signer is only signed by the signing
key belonging to this signer.

EREBICRITIELBICIOTOAERLINDILERER
1297 5HMETF B (SHALL)

6.3.2.2 Authentication failure handling (SRC_SA.2)

6.3.2.2 FREE X BXBF D Xt (SRC_SA.2)

BEZon-Z&FICDU\ T, SSASCIE, EESNE-RED

SRC_SA.2.1 For a given signer, TW4AS SHALL detect when a
defined number of consecutive unsuccessful ERLRBIAARBRNRELGES. ThEBRMTHE0DL
authentication attempts occurs. 35 (SHALL) ,

SRC_SA.2.2 For a given signer, when the defined humber of

unsuccessful authentication attempts is met, the TW4S
SHALL block this user’ s access for a reasonable amount
of time or until an administrative role unblock the user.

FEDNDZELEIZDONT, ERSNT-ZIXRKEIHKICE->
f=35& . SSASCIE, ZHGHME. FXEBEDREIL
Ya1—H4—0ITavIEBKRTHIET. COI—HF—DTY
+R%ETOYITBEDETSH(SHALL) .

6.3.2.3 Signer authentication delegated to external system (SRC_SA.3)

6.3.2.3 SRR T LIZEESNT-E L E R (SRC_SA3)

SRC_SA3.1

If the signer authentication is delegated to an external
system, the TSP SHALL ensure that requirements
specified in Clauses SRC_SA.1 and SRC_SA.2 are met by
the external system.

ERETANNEL AT LIZEESNEER. TSP,

SRC_SA18iEB & TSRC SA28ICIRESN DS EH NI ERD

?7".1_\l:)ckoTiﬁf:éhé:t’&ﬁ&%(:?’é%@t?’é
SHALL) ,

6.3.3 Digital signature
creation (SRC_DSC) —

6.3.3 EFE R ER (SRCDSC) - kg5 1#E (SRC_DSC.1)

SRC_DSC.1.1

Algorithm parameters for being used for signature creation
by trustworthy systems SHALL be chosen so that can
resist during the life time of the signer’s certificate.

NOTE Standardization bodies, security agencies and
supervisory authorities of the Member States, cooperate
on the harmonization of suitable algorithms [5], and
provide cryptographic suites recommendations (e.g.
ETSI/TS 119 312 [10], SOG-IS-CRYPTO [18]).

EHETES VAT LICKDBRERMICFERAINSGTILTY

RLINTA—E2(E, BLEMAAZEOHHHAMICH TR
bNBLIBRENDEDET B (SHALL),

(CRYPTRECE FHFHEBBIRAMS LUBSAEEH
=889 5,)

6.4 Additional security requirements for SCAL2 (SRA)

6.4 SCAL2IZ T ZEMEF 1) T+ EREHE(SRA)

6.4.1 General

6.41 —HREIE

6.4.2 Signature
activation protocol
and signature
activation data
(SRA_SAP)

642 ZEZEEICTOMILKRUTEREEELT—4
(SRA_SAP)

6.4.2.1 Threat resistance (SRA_SAP.1)

6.4.2.1 ZEA~ D4 (SRA SAP.1)




SRA_SAP.1.1 The enrolment of the signer SHALL be as specified ELEDERBFEIALANILEIRADAITHESN S+
in Annex A, subclause A.1, for assurance level DI ETHBELDET H(SHALL) .
substantial or higher. ETFHANFEOBERUVEFTORIELANILIE, BIRAD
The electronic identification means characteristics and A21ZRESNBI+ 73 I ETHEEDET SH(SHALL) .
design SHALL be as specified in Annex A, subclause A.2.1, FEIAN=ALDIRIELARILIE, BIRADA22ITHESH
for assurance level substantial or higher. BI+73 I ETHSEDET SH(SHALL)

The authentication mechanism SHALL be as specified in
Annex A, subclause A.2.2, for
assurance level substantial or higher.

SRA_SAP.1.2 Controls SHALL be provided, as determined necessary by SADELUSADEHICEATAUTDER (51 H#

a risk assessment, in order to counter the following Bl ATSAVHER DL TOOXIVER, Doy oy &
threats on SAD and SAD use: online guessing, offline B UTLA, EyiavnaPryy, hRiE. JLToox
guessing, VR RT—T405 . RAAL—FKE) IZxtind 51=
credential duplication, phishing, eavesdropping, replay, D NRITERAVMZKYBBLESN SO O—)LEIR
session hijacking, man—in—the middle, credential theft, #HIBEDETSH(SHALL) ,

spoofing and masquerading attacks.

SRA_SAP.1.3 SAP SHALL provide cryptographic strength mechanisms SAPIX. FAFILDEBOEBTEEE=EDHYTEL
that protect the authentication factors against KEBICLIRENSRIMEREZRET IBSREDAN=
compromise by the protocol threats as well as ALERETEEDETS(SHALL)
trusted third party impersonation attacks.

SRA_SAP.1.4 The SAP SHALL be protected against replay, bypass and SAPIX. ZZEEE—FSCDevEIDYTL A, /318X,
forgery attack between signer and the remote SCDev (e.g. BEREICHLTRESND BIZE /VR AL LREY
with a nonce, timestamp or session token). T yiarb—Y EFER) LD ET S (SHALL),

SRA_SAP.1.5 The SAM SHALL be used in a tamper protected SAMIZE, LT D KSHMHA N—RERIETCHERAIN S
environment that: DEFSH(SHALL) :

— is a trustworthy system which is ensured to EAL 4 or - ZhlE. ISO/IEC 15408, Ff=IEITEF1)T«IZEATS
higher in accordance with ISO/IEC 15408, or equivalent ERHLLEERMIZEMSN-FSE 0 EEICHEL.
national or internationally recognized evaluation criteria EAL 4Ll ENFEIR SN ERETEE VAT LTHD,
for IT security. This SHALL be to a security target or X, URIDHTICEDE B RUZ D ithd IERMTEI%R
protection profile which meets the requirements of the XY TA R EEERBLE-LT. AXEDEHREH-T
present document, based on a risk analysis and taking into X T1A—FYERIFTOTHL a0 TaT7AILICH
account physical and other non—technical security F5EMDETBH(SHALL)

measures; or 3£ 11SO/IEC 15408 ##LI=TSPREESE 12— /LDIE
NOTE 1  Standards specifying common criteria VOSAT)T TATH2arTOT7(IVERET HRE
protection profiles for TSP cryptographic modules, [&. IRFECENINTCEN/TS 419221-2, CEN/TS 419221-3,
in accordance with ISO/IEC 15408 are currently CEN/TS 419221-4, E7=(& EN 419221-5 LL TR TH
under development within CEN as CEN/TS 419221-2, %,

CEN/TS 419221-3, CEN/TS 419221-4, or EN 419221-5. - »BLME. ISO/IEC 19790F 1=(XFIPS PUB 140-2L~N)L
— meets the requirements identified in ISO/IEC 19790 or STHESNIEHREH=T,

FIPS PUB 140-2 level 3. X2 ISO/IEC 15408% =9 WA —MRICE R LI-CET,
NOTE 2 With the general availability of devices ISO/IEC 197904°FIPS 140-2DL N JL3[FiE A LA %H T
which meet ISO/IEC 15408, it is expected that ISO/IEC ENFEENS,

19790 or FIPS 140-2 level 3 will no longer be acceptable.

SRA_SAP.1.6 The SAP SHALL be designed such that it can be assumed SAPIZ. I{Z%ﬂﬁ%ﬁ@%&;&%%l-ﬂbf\ S{-\D#%E_%’_’@
that the SAD is always reliably protected against Eﬂzgl"b\b%I“EE%"1%5"3*1'(“6&&%—6%6*7"
duplication or tampering against an attacker with high REFSNHLDLET B (SHALL)
attack potential.

SRA SAP.1.7 The SAP SHALL be designed such that the signer can SAPIE, WEAREE DBV KEZ(ITHL T, FHEFHHSAD
always reliably protect the signing key activation by the IZKBEBERBDEHILEEICHEEICHRETETDILIICES
SAD against an attacker with high attack potential. SNBEHEDETSH(SHALL) ,

6422 SAD 6422 SADBE (SRA SAP.2)

Management

(SRA_SAP.2)

SRA_SAP.2.1 The SAD MAY be a set of data or be a result of SADIE, T—RNERETHIELTESL, UTISRT
cryptographic operations using mandatory parameters BINTGA—RERAN-EBEREDKRETHIELTED
listed below. (MAY),

SRA SAP.2.2 The SAD MAY be collected or generated in the signer’ s SADIZ. ELEDREDHDSICIZKY., F-IEERED
environment by the SIC or remotely using the SIC under HEHTIZHISICEERAL TERICIREF - (FEKTES
control of signer. (MAY) o

SRA SAP.2.3 The SAD SHALL link with a high level of confidence at SADIZ., DK EL LT D/ A—FEF/IMEREHETY VY
least the following parameters: FH5HLDETSH(SHALL) :

— agiven DTBS/R or a set of DTBS/R, - BEZ 5N 1-DTBS/RET=IEDTBS/RDEE .

— items to identify the authenticated signer, and - AN BRBEHNTH-HDER. LU

— default or selected signing key. - TIOAINERILRIRSN-EL#

If supported, it SHALL be possible to disable use of more HIR—,ENTVBIEA . EMITHF RSN TUOAVLART
than one DTBS/R in contexts where it is not legally &, BEDODTBS/ROEAZEE ML T HENARETH S
permitted. HDETFTSH(SHALL)

SRA_SAP.2.4 The SAD SHALL be used to activate signing key only if ERFRIIRULI-EEDH . SADEFRLTERL#%E
signer authentication succeeds. EHIETEEDETH(SHALL) .

(by e.g. computing SAD after successful (GREEIZR L=t ICSADERHE T 52 L. It DIES
authentication, or by other cryptographic means). EDFERIZE>T) .
SRA_SAP.2.5 The SAD SHALL be passed to the SAM in the SAP. SADIZ. SAPDSAMIZEENHEDET B (SHALL) o




SRA SAP.2.6 The SAD SHALL: SADIZ, UTFEIRTmRE T 5D ET % (SHALL) :
— be collected in a way that is under the control of the -EBZ2EOEETICHAHET. BLVMEHEEZL->TINE
signer with a high level of confidence, ShdTE,
— be protected so that any keys held within devices are - TNRARAAIZREFENIBNIRETHDESICRESN
secure, and TWbZE,. ZLT
— protect any secret used (one time or long term one) as - SRASAP.14 TERZBINTWAELSIZ, FHSNIZWE
defined in SRA_SAP.1.4 (—ERYFIERAMGLD)ERETH2E,

SRA SAP.2.7 The SAP SHALL be designed such that if SAD are SAPI(Z. SAMA'SADZ ZFELT=155 . SADAE R E D HiH
received by the SAM, it can be assumed that the SAD HEDLE, BRABLFATHFERICKYIRHSn LB
were submitted under sole control of the signer by means ETEDHFIITHEESNDLDET S (SHALL) .
that are in possession of the signer.

SRA SAP.2.8 The SAD SHALL be verified such that it is highly unlikely SADIE, REBAIREEDE W KREF(ICLHHEHR, iR, U7

that activities such as guessing, eavesdropping, replay or
manipulation of communication by an attacker with high
attack potential can subvert the authentication for
signature activation.

LA, BEREREDITAICE S T. ELFHIED=HD
SEEA SN D ATREMEAMBO TIEWCEZRIET 21D E
5 (SHALL) .

6.4.3 Signing key management (SRA_SKM)

6.4.3 4 HEEE(SRA_SKM)

6.4.3.1 Signing key generation (SRA_SKM.1)

6.4.3.1 ERBERL (SRA SKM.1)

SRA_SKM.1.1 Signer’ s signing key SHALL be generated and used in a EREDERZBELUTDSCDevCAERLFEARTREDE
SCDev that: 5 (SHALL) :

— is a trustworthy system which is ensured to EAL 4 or - ISO/IEC 15408|Z#EHLL 7=AVA_VAN.5 Gl S f=EAL
higher, augmented by AVA_VAN.5 in accordance with Ak FE - ITEX )T/ 3ERNE LIZERRIZ
ISO/IEC 15408, or equivalent national or BRI -RFOFHOEE CHRRSNZEBETELRT
internationally recognized evaluation criteria for IT LTHD, ChlE YURIDIHICEDE MEMNEUZDM
security. This SHALL be to a security target or protection DIEFME X1 T RKEEZRBLIZ LT, AXED
profile which meets the requirements of the present BEREBEEZET X2 T(2—FyERIETOTI a0
document, based on a risk analysis and taking into account TATFANIZHTHEDTHHEDET S (SHALL),
physical and other non— technical security measures; or 3£ 11SO/IEC 15408 [C#EHLLf= TSPRESEY a1—/LDO
NOTE 1  Standards specifying common criteria ELDSATITIATII A TAT7AIVERET HRE
protection profiles for TSP cryptographic modules, [%. TRFECENINT CEN/TS 419221-2, CEN/TS 419221-3,
in accordance with ISO/IEC 15408, are currently CEN/TS 419221-4, &1=1& EN 419221-5 LL TR P TH
under development within CEN as CEN/TS 419221-2, %o

CEN/TS 419221-3, CEN/TS 419221-4, or EN 419221-5. - HBLME, ISO/IEC 19790 FE7=(& FIPS PUB 140-2 LN
— meets the requirements identified in ISO/IEC 19790 or JL 3THASNSEHZm=T .

FIPS PUB 140-2 level 3. FE2ISO/IEC 15408|ZiE & B D — AREILTE R ITH
NOTE 2 With the general availability of devices which LY, ISO/IEC 19790F 1= IXFIPS 140-2DLNJL3IEZZ (T A
meet ISO/IEC 15408, it is expected that ISO/IEC 19790 NENELBBIENFESND,

or FIPS 140-2 level 3 will no longer be acceptable.

SRA_SKM.1.2 This SCDev SHALL be dedicated to supporting the C(DSCDev [T, ERERY—E RN ELRFSHEEE (EL
cryptographic functions required by the signature creation BER®, BRICEO>TIFY—N—EREZ Y R— T 505
service (i.e. including random number generation and BLED) DY R—rERATHLEDET B (SHALL),
possibly even encryption in support of the server signing).

SRA_SKM.1.3 When the SCDev used to generate signing keys is different ERBOERIZFEAT HSCDevAEL RIEIZFEAT S
from the SCDev used for signature operations, the SCDevER7% 5156 . EARDERE LSRG KMAIETER
transmission of signing keys SHALL requirement F5EMDETBH(SHALL)

SRG_KM.4.1.

SRA_SKM.1.4 SCDev MAY contain several signing keys for the same SCDevlL. RILERBRUVELLIELED-HDEHD
signer and for different signers. ERRESTIENTESMAY),

Where several signing keys for the same signer or for R—BRABFITELLIELEDERDEREHSCDev
different signers are contained within the SCDev, IZEFENSIGE. BOERICET2EEO S HEHESEIC
separation of control over the use of the keys SHALL be $5LMDET B (SHALL),

ensured.

SRA_SKM.1.5 Signer” s signing key SHALL be linked with a high level of EZEDERRL, SAPHRBTEFRICEY. ZDESA
confidence to its signer by a means provided by the SAP. BICELMEEMETY IS BEDET S (SHALL)

SRA_SKM.1.6 Signer’ s signing key SHALL NOT be used before its signer EZEBDERRIL. TDELBMNSSASCIZE-TILIE
is linked by the TW4S. NBENFERASNLELILDET S (SHALL NOT)

SRA_SKM.1.7 TWA4S MAY support several different SAP and SAD SSASCIZ., EAREEFMEILT B0, LKOHDELD

mechanisms to activate signing keys.
However, a signing key SHALL be linked to only one SAD
and SAP mechanism.

SAPESADD AN =R Lz HR—RL THELMMAY),
=L ADDER L. 1DDSADE LUSAPHEIEIZDH
Yo EnbdHDET S (SHALL),

6.4.3.2 Signing key activation (SRA_SKM.2)

6432 EZRDEMIE (SRA SKM.2)

SRA_SKM.2.1

The TWA4S SHALL require the signer to present a SAD to
the SAM in order to be authenticated and to activate the
signing key.

SSASCIE. B EZERIL. ELBEFMEILT DI,
FERAEDSAMIZKH L TSADZIRTT HEEERTHED
&9 % (SHALL),

SRA_SKM.2.2

The SAP SHALL manage the transmission of SAD to SAM
in a way that guarantees that the signing key is under
control of signer with high level of confidence.

SAPIF. EZBI S LMEEMETEREDFIHTICHEHZE
HRIE T 55T, SADDSAMADEREZHIHT HED &
9% (SHALL),

SRA_SKM.2.3

Signer’ s signing key SHALL be activated for a use in a
remote SCDev only.

EZENDERREL. JE—FSCDevTDFEAD-DOIZDH
AN EEDET H(SHALL)

SRA_SKM.2.4

Signer’ s signing key SHALL be activated by the
SAD generated with the signer s authentication factors
with the correct key reference.

ELENELRI. EREORIIEREZAVTERSN
f=SADIZ&Y. ELLVBEADYI7LURATiEMIESNDE
DEFTBH(SHALL) o

SRA_SKM.2.5

Activated signing key SHALL be used to sign only
DTBS/R authorized by the SAP.

EMESN-ERRIL. SAPICE> TR A SN -DTBS/R
DHIZER T HEDITHEASIESENET S (SHALL) .

SRA_SKM.2.6

Where DTBS/R for a SAD comes from a SCA, the source
SHALL be authenticated.

SADDDTBS/RASSCANSEKDIHEE . Z DY/ —RILFRILS
50 EF S (SHALL),

X SCAZFRFILTLAMESIMFTHH, X
AEDELREY T MO EETHNA—TEEINEIDE
HRTILENHD,

SRA_SKM.2.7

Privileged users SHALL not be able to use signing key
allocated to a signer.

BIE1L—YIE. ELEBICEYLTON-ELREERTS
ZENTERWEDET S (SHALL NOT),




SRA_SKM.2.8

After signing key activation and digital signature creation,
signer’ s SAD SHALL NOT be stored unprotected
anywhere by TW4S.

ELROFMILETOAIEBRDERE. ERENDSAD
ESSASCHURIESNBLVRETRELGVLLDET D
(SHALL NOT),
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Policy and security requirements for trust service providers; Part 2: TSP service components supporting AJES digital signature creation(ETSI TS 119 431-2

V1.2.1)%2EIfFR

BE
PIE
(&
L~
ILFE
i)

5 Risk assessment BURITERAVF

OVR-5-01 The requirements specified in ETSI EN 319 401 [9], clause 5 o [FZR MY —ERTBENA Z—ICHBTERY > —FEREHE
shall apply. DSICHEINTWBREHIEBAIND D E T 5 (SHALL),

6 Policies and practices 6 R — L BERERE

6.1 Trust service practice statement 6.1 b7 X MY —EXERHE

OVR-6.1-01 The requirements specified in ETSI EN 319 401 [9], clause 6.1 [FZR MY —ERTBENA Z—ICHBTHRY > —FEREHE
shall apply. In addition, the following particular requirements O [DLRESNTVWEESHIBEHEIND B D LT H(SHALL), &
apply: S5IC. UTORECEH BRSNS,

OVR-6.1-02 When the SCASC supports the inclusion of time-stamp tokens in SCASCH TP RNBRIZZRALARY T h—0 v 2805 &%

[CONDITIONAL] the AdES digital signature, the SCASC practice statement shall O |¥HR—=FLTWBFA, SCASCERMBRRIZEDTSAINERENT
list which TSA are used. WEAEFIZET 2 HDE T H(SHALL),

OVR-6.1-03 The SCASC practice statement shall specify all the supported SCASCEABRRIZ, Y R—FINTVWERITRXRTOELERKY
signature creation polices. © —HEETDHHDET BH(SHALL),

OVR-6.1-04 The SCASC practice statement shall specify all the supported SCASCERBREIZ, Y R—FINTLWERITRTCOEL 7+ —< v
signature formats. O | b (CAJES/XAJES/PAJES/JAJESH &) %2 IEET 2 HDET D

(SHALL),

OVR-6.1-05 The SCASC practice statement shall specify all the supported SCASCER#BRRIZ, Y R—FENTLWEITRTDELY 7 X(B,
signature classes. o T, LT, LTA)%IEET 5 H D & F 5 (SHALL),
NOTE: ETSI TS 119 102-1 [2] describes different signature
classes.

OVR-6.1-06 The SCASP shall identify in the SCASC practice statements the SCASPIE, BRAFTREARRY > —EEBEZEL, TOY—ERX%EX
obligations of all external organizations supporting its services O [EY 2T N TONEBEBDETE % SCASCERREDRTHIIT S
including the applicable policies and practices HDEF 3 (SHALL),

6.2 Terms and Conditions 6.2 FIFAHRKN

OVR-6.2-01 The requirements specified in ETSI EN 319 401 [9], clause 6.2 OVR-6.2-01: [FZR MY —EXTBANAZ—(CHBTERY
shall apply. In addition, the following particular requirements o Y—FREFE] OE2ICRESNTWIEHABERTI2HDETS
apply: (SHALL), Mz T, UTOBEDEHIBREIND,

OVR-6.2-02 To specify the trust service policy being applied, the SCASC WHEINTWE MR M —ERRY > —52HET 572012
terms and conditions shall list or make reference to (e.g. through o SCASCHIB#HIL. ZNHEMMT 5SCASCRY ¥ —%FZEF 1L
0IDs), and briefly describe, the supported SCASC policies it SBLHEIZIE0OIDEELT). Z L THRICHBTI2L0ET B
conforms to. (SHALL),

OVR-6.2-06 The terms and conditions shall indicate the rights and o FIRMKIIZSCASP L BLEDEMN L HHAZRTHDET D
obligations of the SCASP and the signer. (SHALL),

OVR-6.2-07 The terms and conditions shall describe the options supported FIAMIIE, T—ERICE>THR—bINTWVEF T avE
by the service. At least: O [T 2HDEFTB(SHALL), PR ELUTERRT 21 DL

¥ % (SHALL) :
a)|the supported signature formats, a) YiR—FrENTWEELT7+—< v b
EXAMPLE: CAdES [3], [4], XAdES [5], [6] or PAdES [7],[8]. 5l © CAdES. XAdES. Z7:1£PAdES,
b)|the supported signature parameters PR-—FENTWEBLNRTA—X
c)|if the to be signed document can be provided only as a hash, BEWROXEN Ny > 2L L TOREBEINDHE
and
d)[the supported signature creation devices (SCDev) in the user's PR— b ENTVLEHAEDREDELEREE(SCDev), £7-11
environment or the supported SSASCs creating the digital O |YR=IPENTVWIBLEDT YV RILELIEEEKT 5SSASC,
signature value for the signer.

OVR-6.2-08 The terms and conditions shall include Service-Level Agreement FARNIE, Y—EXAAMICET 2 —EXL RULER(SLA)D
(SLA) elements for the availability of the service and when o THE, BLURYT2H5EICEREL EOMBOSLAEREZETH
applicable, other SLA information such as response times. D& 3(SHALL),

OVR-6.2-09 The terms and conditions shall provide a notice that the SLA can FIRMK L, SLAD, BRICEAINDAHAELRITT 5CAPL
be affected by the practices, policies and SLAs of other TSPs, A LR TIEREINETSAD & 5 SCASPOEE T I LMt
not under the control of the SCASP like the CA issuing the O |OTSPOER, KU —, SLAICL > THEEAZ 2NN D S
certificate used for the signature or a TSA used for a time- ZEEBMTEEHDET B (SHALL),
stamp.

OVR-6.2-10 The terms and conditions shall explain how the SCASP o FIAMIIESCASPA E D & 5 ICEAT — X EUMIEBT B h & RAT

processes personal data.

260 ET B (SHALL),

6.3 Information security policy

63BEHREF 2T 4R > —




OVR-6.3-01 The requirements specified in ETSI EN 319 401 [9], clause 6.3 [FSR MY —ERTBANAZ—CHBT 2R Y > —BEREHE |
shall apply. In addition, the following particular requirement DEIITHEINTVWIEHZBEAT2HDETH(SHALL) Z LI
apply: Mz T, UTOBEDEHIERIND,

OVR-6.3-02 The security policy should document the security and privacy FLUTFARYY—lE, BAT— LA RETH-0ICFESHN

controls implemented to protect personal data.

NOTE: If the SCASP has access to the to be signed data, then
this can contain confidential information as well as personal
data

FoEF2VTAETTANY —OBERENENT ERETHD
(SHOULD),

F : SCASPHABEANRDT—RICT /€ RTEBIHE,
BABRZ TR CEBEBRLEENDAERMENDH D,

Zhici

7 Signature creation application service management and operationon

TTFYVRLVBLERY —ERDODERLER

7.1 Internal organization

7.1 PIEBHE

OVR-7.1-01

The requirements specified in ETSI EN 319 401 [9], clause 7.1
shall apply.

[RSR MY —ERTANAR—ICHBTBHKY > —FREFHE]
DTUBESNATWIESEREND H D EF B (SHALL),

7.2 Human resources

7.2 NBIER

OVR-7.2-01

The requirements specified in ETSI EN 319 401 [9], clause 7.2
shall apply

[FZZA MY —EXT AR L —ICHBTERY > —BREHE]
DI2BESNTWI BRI EREND H D EF B (SHALL),

7.3 Asset managemen

13 BEER

OVR-7.3-01

The requirements specified in ETSI EN 319 401 [9], clause 7.3
shall apply.

[FZRA MY —ERTANA L —CHBT 2R Y > —FREIHE]
DIITHEINTWIEHIBAIND D EF B(SHALL),

7.4 Access control

T4 7 7 4 X

OVR-7.4-01

The requirements specified in ETSI EN 319 401 [9], clause 7.4
shall apply.

[FZR MY —ERTBENA Z—ICHBTERY > —BREHE
DTAHIRESNTOLDIEHIBERIND S D LT 3 (SHALL),

7.5 Cryptographic controls

7.5 IS HE

OVR-7.5-01

The requirements specified in ETSI EN 319 401 [9], clause 7.5
shall apply.

[FZR MY —ERTBENAZ—ICHBTERY > —BREHE
DISICHESNTOLDIEGHIBERIND S D LT 5 (SHALL),

7.6 Physical and environmental security

7.6 MENS L ORENRS

OVR-7.6-01 The requirements specified in ETSI EN 319 401 [9], clause 7.6 [FZR MY —ERTENAZ—ICHBTERY > —BEREHE
shall apply. In addition the following particular requirement DIBICHESNTVBIEHICMA T, UTOBEDEHHIEHE
apply: nzbH0Ed 2(SHALL),

OVR-7.6-02 The following requirement specified in ETSI TS 119 101 [1], ETSI TS 119 101D5.2I1SHE SN T LB U T OEREIEASCAIC

clause 5.2 shall apply to the SCA: GSM 1.4.
GSM 1.4: Cryptographic libraries tested against the
corresponding standard shall be used. Established libraries

should be used.

BRSNS HDET B(SHALL) : GSM 1.4,

GSM 1.4 : i5d BEBEICHLTTF R FENAEESS A TS5V %
FRATEIE, BIINLSA TSV EFERINETHD
(SHOULD),

7.7 Operation security

17EREF2 T4

OVR-7.7-01 The requirements specified in ETSI EN 319 401 [9], clause 7.7 [FIR MY —ERTANA Z—IHBETERY ¥ —BEREHE
shall apply. In addition, the following particular requirements DITTICHEINTOLBREHICINA. UTOREDEEHENEHRAIN
apply: 26D EF B(SHALL),

OVR-7.7-02 The following requirements specified in ETSI TS 119 101 [1], ETSI TS 119 101 D5.2ICE SN TWL AT O EREIFEAHSCAIC
clause 5.2 should apply to the SCA:GSM 1.2 and GSM 1.3 WHINDNETHS(SHOULD) : GSM 1.285 £ U'GSM 1.3,
GSM 1.2: The latest application environment (managed software GSM1.2: BFo7 7V r—yavEBEEESN Y 7727
environments) should be used including up to date security BE) L, BHOEF1UT A 74 v REEDTERAINDENE
fixes. T#%(SHOULD),

GSM 1.3: Well-tested and reviewed implementations of GSM 1.3: 1 E#fpx =70 baLe sS4 75 ) DEEL +45
standardized protocol(s) and libraries shall be used. ICTRMEN, LE2—SNbDEFERTIEDET D
(SHALL),
OVR-7.7-03 The following requirements specified in ETSI TS 119 101 [1], ETSI TS 119 101 D5.2ICE SN TWL AT O EREIEAHSCAIC

clause 5.2 shall apply to the SCA: GSM 2.4.

GSM 2.4: The SCA/SVA/SAA shall maintain integrity and
confidentiality of all information supplied by the user and of any
data flowing between the application and the user, even in the

case of a public application environment.

BWRAENEHDET B (SHALL) : GSM 2.4,

GSM 2.4 : SCA/SVA/SAAIZ, RBT7 7V 47— a VIRIEDIHET
HoTH, 21—V —HhoREINLTOER. BLOT 7Y
T=varvii-H-oMERNDIETDOT —XDTELM LEE
HEHET 53 DL 5 (SHALL),

7.8 Network security

784y b7—=0€Fa )T+

OVR-7.8-01

The requirements specified in ETSI EN 319 401 [9], clause 7.8
shall apply.

[FSR MY —ERTANA Z—ICHETERY ¥ —BEREIHE
DIBIRESNTVWIBERAEREND H D ET B (SHALL),

7.9 Incident management

194> T hER

OVR-7.9-01

The requirements specified in ETSI EN 319 401 [9], clause 7.9
shall apply.

[FSR MY —ERTANA Z—ICHETERY ¥ —FEKREH
DIRESNTWIBERAEREND H D & T B (SHALL),

7.10 Collection of evidence

7.10 FEMLDUNEE




OVR-7.10-01 The requirements specified in ETSI EN 319 401 [9], clause 7.10 [FSR MY —ERTANA Z—ICHBT HRY > —BEREHE
shall apply. In addition the following particular requirements DTI0ICHE SN TV B EHFICNA T, UTOREDEHHIER
apply: ahdbHmEd 5(SHALL),

OVR-7.10-02 Any AdES digital signature creation operation shall be logged, ZOBEBEHIONTWD E EIE, TYRILBLERREEIZ. MA
together with identification of the subscriber when this FEOHFB L L HICHHFEEIND HDET B (SHALL),
information is known.

OVR-7.10-03 Event logs shall be marked with the time of the event. ARV FOTIEARY FOREREZTY—IFIFENDb0ET

% (SHALL),

OVR-7.10-04 The frequency of processing, the retention period, the WIBSEE, REFHM. RE, WESXTLONY 7T v TFIB,
protection, the back-up procedures of the collection system, the T—=h4AT7FIE BLPARY O OREEEEFMEIE. SCASCE
archiving procedures and the vulnerability assessment of the BRI EENDE LD E T B (SHALL),
event logs shall be documented in the SCASC practice
statement

OVR-7.10-05 The implementation of requirements OVR-7.10.1 and OVR-7.10.2 EO0VR-7.10.13 L U'OVR-7.10.2EE (3, BRENE 774N
shall take the applicable privacy requirements into account. C—BHEERICAND DD ET BH(SHALL),

OVR-7.10-06 Event logs should include the type of the event, the event ARV PATICE, ARV FOEE, ARV FORINEIEEK

success or failure, and an identifier of the person and/or
component at the origin for such an event.

B BLEVZDESBARY FORERELRDNYBLV/£7214
AVE-—Z Y OB FEED DD D ET B(SHALL),

7.11 Business continuity management

711 FEMFE AT X b

OVR-7.11-01 The requirements specified in ETSI EN 319 401 [9], clause 7.11 [FZR MY —ERTENA Z—ICHBTHRY > —BREHE
shall apply. In addition, in order to provide business continuity as DTILURESNTVLBIESHIBEHEINS D LT B (SHALL),
specified in the terms and conditions the following particular E5IC, MARKICIEESNTWS &Y ICEEREE 21T
requirements apply: 5721, UTFICRTEHENIBERIND,

OVR-7.11-02 Measures should be implemented to avoid interruptions of the I—HY—FRFE=ZFOBERNE - IEBEMNTHEWVTEICELS
service due to intentional or unintentional behaviour of users or Y—EXDOFPRAEET 2-ODOHENERINDINETHD
third parties. (SHOULD),

OVR-7.11-03 When adding time-stamps to the signature, the SLA of the BLIZZALRE Y THBINT 5 & &, SCASPOSLAIZRIGT %

[CONDITIONAL]

SCASP should take the SLA of the corresponding TSA into

account.

TSADSLAZEEIZAN SR ETH % (SHOULD),

7.12 Termination and t

ermination plans

71247 B L O T EHE

OVR-7.12-01

The requirements specified in ETSI EN 319 401 [9], clause 7.12
shall apply.

[FIR MY —ERTANA Z—HBT ERY ¥ —FEREHE |
DTL2ICHEINTWRESHNMBAIND H D & F 5(SHALL),

7.13 Compliance and legal requirements

7132754 TV REENBH

OVR-7.13-01 The requirements specified in ETSI EN 319 401 [9], clause 7.13 [FFR MY —ERTANA Z—HBT ERY ¥ —FEREH |
shall apply. In addition, the following particular requirements DTIBICHESIN TV B EHICMA, UTORFEDEHAEA S
apply: Nn%HmnEF %(SHALL),

OVR-7.13-02 When personal data is processed by a third party, if needed by BAT—ZHEZFEICL > TUIBEINZHAE, FEFICLYME
the law, an appropriate agreement shall be made with third party LINBBEIEF, BAT—ROE=ZFHNBENBEAT — 2 2 RE
processors of personal data in order to ensure that they do T 570 OEMN, BHENE L CENEBOEREZ U ENES
comply with the legal requirements, including the HEFTHIEEBRICTEDIC, AAT—2DOEZHNEE
implementation of technical, organizational and legal measures LB ERE NS D & B (SHALL),
to protect the personal data.

NOTE 1: The data to be signed is to be considered as personal F1 I BEWRT —RIFBEAT—RERREINS,
data.

OVR-7.13-03 The SCASC shall not store the SD after processing when not SCASCl3, RERL ZISD(BAED FF 2 X > M) ZLBEHITR
necessary. FLAHEWH D ET S (SHALL NOT),

NOTE 2: If the SCASP works in combination of a preservation 2 SCASPHREY —EX LA EbE THEET 2558, T0OL
service there can be a need to keep such data. IBT—REREFETIHELNHYIES,

OVR-7.13-04 The SCASP shall have the overall responsibility for meeting the SCASPIE. ZDIRED—ERE /-1 LEA THIFEEICL > TiTh

requirements defined in clauses 5 to 8 even when some or all of

its functionalities are undertaken by sub-contractors.

NTLBHBAETH, A LSICERSNIEHFEHAT I LICHTL
TEUHNAREEEZE S b0 ET B(SHALL),

8 Signature creation application service component technical requirements

8TV ANBRARY —CA D R—7> F ORMNER

8.1 Interface

8lA»&—7xz—2R

ASI-8.1-02 The connection between the SCASC and the SCDev used for TYRNBREDERICER SN 5SCASCE SCDevd B Dkt IE
creation of the digital signature value shall be secured. RESNDHDET D (SHALL),
ASI-8.1-03 When the SCASC presents the document to the signer, it shall SCASCHZ DNE#EBLEICIRTT 5L &, SCASCERREDH

[CONDITONAL]

describe in its SCASC practice statement how it guarantees that
What You See Is What You Sign (WYSIWYS).

T, [REHONBLLI-BD] THDHZ E(WYSIWYS) ZREET
BHEERRT2HDEF 2 (SHOULD),




ASI-8.1-04
[CONDITONAL]

When the SCASC presents the document to the signer in an
interpreted way, the SCASC practice statement shall clearly
state how it interprets specific data.

EXAMPLE: The document to be signed is XML format, and the
practice statement states which software is used for the
presentation or which rules are followed to present the different
XML tags.

SCASCHAXEZZH L TBLHEITIRRT 5 & &, SCASCEMAMRRE
BENDPBEDT -2 EDLSICEBRTINEHITTIHDL
¥ % (SHALL),

Bl BRLRINDINEBRIXMLY #—< v b Th Y, BRARRIE. 7
LEYTF—2a v itEDY 7 by THERIND . IR
BRABXMLE 7 %IRRT B 720DITHE S NERA 2R TL B,

ASI-8.1-05
[CONDITONAL]

When the SCASC presents the document to the signer, the
SCASC practice statement or the terms and conditions shall

state which content types can be correctly presented.

SCASCH X E%BLEICIRIRT 5 & (213, SCASCERREE -
FFHEEHEE. E0aA VTV RATEELKRRTE S HhERA
%60 ET B(SHALL),

ASI-8.1-06
[CONDITONAL]

When the SCASC presents the document to the signer, the
interface shall warn the signer if it cannot accurately present all
parts of the SD according to the data content type.

SCASCHXEABLEHZIIDRT DL &, F— ANROBEIHE -
TSDOITARTCOEHZEREICIRRTERVGEE, 1 YZ 72 —2R
IFBLHEICEETEHDET B(SHALL),

ASI-8.1-07
[CONDITONAL]

When the SCASC provides a graphical user interface to the
client the requirements Ul 1 and Ul 2 from ETSI TS 119 101 [1]
should apply.

Ul 1: The user interface should:

a) provide unambiguous user guidance on how to use the
SCA/SVA/SAA, and, if applicable, to install and

configure the system;

b) be self-descriptive to the extent that each dialogue step is
easy to understand through feedback from the system

or is explained to the user upon request;

c) be error tolerant if, despite evident errors in input, the
intended result can be achieved with minimal corrective

action;

d) deliver informative error reporting to lead the user forward;
e) provide feedback to confirm that the action carried out by the
user is correct (or incorrect);

f) when using colour indication, use red for errors and green for
go/proceed,;

g) be able, at any time, to cancel the current operation and
return to the main menu; or, to exit the system

completely;

h) protect privacy for the individual, e.g. by making the
information not accessible to others at the user interface;
and

i) ask for confirmation of the key decisions and choices of the
user.

Ul 2: The SCA/SVA/SAA shall provide a detailed user's guide
leading first time users through the process of

generating, augmenting and validating a signature.

SCASCH Y ZA TV MITZ 74 hhaA—HFA V27— %R
it 2 & Ed, ETSITS 119 1010 EHUI 1EUI 2A%ERE N B~
% TdH % (SHOULD),
Ull:a—H%—Av2—7z—RFUATOBY THHENETH S
(SHOULD) :

a) SCA/SVA/SAA DfERFAER. BLUKET2HBE. Y ATLD
AVRA =V EERFEICET 2RI Y —H A X R RET
5Z¢&;

b) EXATATRT YTV RT LN LD 74— KNy 712&->
TRSICERTE2REICECERNTH SN, £llda—H—
DERIECCHBABREIND Z &

C) LI RANTI—NHBHETH, RNROBEEETEN
LIERENMBONDBEIE. ANTI—ICHLTERTHDZ
&

d) I—H—DFELEICED DI, BRABIS —REEIT
3

e) FMAEMT S IIRIENE L W(FEIFIEL < BW) T &L &RERT
57286074 — KNy xRS 5,

f) BRREEAT 2HBA. T —ICi3Fhe%E, EE/HNICIERE
HEAT S

g) LWOTH, BEDEMFEF Y Y ELLTAA Y X Z2a—IZRN
h, VAT LERBICKRT 2N TEDZE

h) BIZIE, I—HF—A Y =T 24 RTHBVT, HREMALT
JERATERVWLSICT2HE, BADTTANY—%RET S

Z&

zlL T

) - OEBRWRECEIRICOVWTHEREKRD 5,

Ul 2 : SCA/SVA/SAAIZ, I THI—H—%HA KL, BLDOE
M. %K. BLOBIEO 7Ot X & 2MICEHET 21— —XH

A4 FEEMRTDHDET 5 (SHALL),

ASI-8.1-08
[CONDITONAL]

When the SCASC presents the document to the signer, it shall
have a workflow where it is clear to the signer that the signer

consents to the signing of the document.

SCASCHXEEZBLEICIRTT 2L EITIE, BEEHNXEDES
ICEBT 2N BREICHATHDLT—I7A—THDHHDL
¥ % (SHALL),

ASI-8.1-09
[CONDITONAL]

When the SCASC presents the document to the signer, SCP 13
and SCP 47 of ETSI TS 119 101 [1] shall apply.

SCP 13:When the SD presented to the signer, the SCA shall
ensure that the SD presented to the signer is the same as the
one that will be signed in the signature process.

SCP 47:If the business process contains the presentation of the
DTBS or the SD to the signer, the SCA shall compute the
signature only after the DTBS or SD was presented to the
signer.

NOTE: In the case of bulk signer may not get all the signer.

SCASCAXE#BRLEICIRTT S L &, ETSITS 119 1010SCP
13£SCP4ATAERE NS H D & % (SHALL),

SCP 13 : SDA'BAHFICIRRINTHE, SCAEBLE ICIRRIN
7-SDABLTALATERLEIND SDER—TH 5T & ZRAT
%54 D& T 5(SHALL),

SCP47: EV AR T O RICELE~DDTIBS(BENRT —4) %
72 1ZSDDIRTRAE ENSHE. SCAIEDTBSH 72 IESDHABLEIC
RBRENFBICOABLEFET 2 H DT 5(SHALL),

F L EBLOBA. BAEICETHOSDYDTBSHIRRENS &
[EBR D720

ASI-8.1-10 When the SCASC presents the document to the signer, the SCASCH X EXBLEICIRRT 5L &, SCASCIEBLEINDIXE
[CONDITONAL] SCASC should allow to download the document to be signed. DR A— RFEHAITNETH5(SHOULD),
ASI-8.1-11 When the SCASC presents the document to the signer, the SCASCH X EA BLEITIRRT 5L &, SCASCIEIXENEBLEIC

[CONDITONAL]

SCASC should log for how long the document was presented to
the signer.

RRENFHMZRHT 26D EF 5 (SHALL),

ASI-8.1-12
[CONDITONAL]

When the SCASC presents the document to the signer and the
document was downloaded, the SCASC should log such an

event.

SCASCHXEZEZEREICIRTL. XENZ UV yO—Fanhi
E. SCASCIEZD LS ANV M ATICRET H2NETHD
(SHOULD),

8.2 AdES digital signature creation
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OVR-8.2-01 The SCASC shall guarantee the integrity and confidentiality of SCASCIZZ 1T - =B DLW L WEM A RIS 2HDET D
the received information. (SHALL),

OVR-8.2-02 The cryptographic algorithms used should be selected from ERINZBST7LTY XL, Cryptrecd [EBFBIFHERS
algorithms recommended by ETSI TS 119 312 [i.5]. DAZR]ICE>THRBINTVWET7ALTY XL SRIRENE AN
NOTE 1: Cryptographic suites recommendations defined in ETSI & T»H 5 (SHOULD),
TS 119 312 [i.5] can be superseded by national
recommendations.

OVR-8.2-03 The cryptographic algorithms applied shall be as defined in HHINZBES 7LV XLIE, ERBRECHARNZ S TER
signature creation policy. ENTWBEBYTHDEHDET BH(SHALL),

OVR-8.2-04 SCP 14, SCP 31, SCP 37 and SCP 61 of ETSI TS 119 101 [1] ETSITS 119 101mSCP 14, SCP 31, SCP 373% L U'SCP 614%@
shall apply. AansdbHned 5(SHALL),
SCP 14: The DA shall ensure that the SD selected by the signer SCP 14 : DABR®N 7 74— 3 v)ld. BRLRD-HICBLEIE
for signing is the same as the one provided to the SCA for the RL7=SDA. BLD=HICSCAICIRMHEIN/SDER—TH B &
signature. RIS HH D EF B (SHALL),
SCP 31: When more than one signing certificate is available to SCP 31 : BZENEHOBLIAELZEATE 2HA. DAIEEL
be used by the signer, the DA shall allow the signer to select the ENBLAEERTH-OICFERATIARETLRIRTEI2H0ET
certificate to be used for creating the signature. The DA may %(SHALL), DAlZ, 2 —HIZT 7 5 /L F DFEREZRHET D 2 & A
provide a default selection for the user. If there is only a single TE5, EBRAEKBLEON LI DLHAAWVEE, CORTY 7524
choice possible, this step may be omitted. B LTH & WL(MAY),
SCP 37: The SCA shall protect the reference to or copy of the SCP 37 : SCAlx, BEAMER SN/, BLADODBLIIHE~D
signing certificate within the signature from undetected BRBELIIBLIBZO I —HARBRINEINTICEET I O5NAWL
replacement after the signature has been created. LI ICRESTDHDET BH(SHALL),
NOTE 3: This typically is realized by signing this data along with A3 NGB, 0T —RENELEHICBAL, BEL T4 —
the document and by putting it in e.g. the authenticated Ty FOFIEFEABM IV a v R EIKRINT 2 L TEREN
attributes section of the signature format. %,
SCP 61: When the signer's authentication data transits through SCP 61 : BLEDRIET — X HSCA% EBT 5%, SCAIFFRE
the SCA, the SCA shall maintain the confidentiality and integrity T2 OB ETRUEEERFL. REICARYREBIZ L. B4
of the authentication data and shall securely erase it as soon as HEOREPELEDEFNYIBRENHE). REISEETIHOD
itis no longer needed (e.g. they are substituted or the signer's &4 % (SHALL),
enrolment is removed).

OVR-8.2-05 The SCASC shall inform the signer of the commitment type. SCASCld, BLEICOI Y AV F&A T (BLOERKYENS)
NOTE 2: This information can be given within the signature HHSHE5HDE T B(SHALL),
policy. A2 COBRIEBERRY — ERRRE. AAEKOPTERD

ZENTE D,

OVR-8.2-06 The SCASC should include the signing certificate chain into the SCASCl¥, BLIHAEF 1 — V2 BRICEDHINETHD
signature. (SHOULD),

OVR-8.2-07 The signer shall be able to know which signature creation policy BLEIZ, EOBLERR) Y —ERESNIZONEMD Z LM
will be applied. TE5HDEF 5 (SHALL),

OVR-8.2-08 The signer shall be able to know which signature creation policy BLEIL. FEDBELEZERT DL EICEDBLERRY > =N
was applied when creating a specific the signature. WRHINIAZMDZENTEDEHDE T H(SHALL),
EXAMPLE 1: The information on which signature creation policy Bl COBZERK) P —HMREEOEBLICEHRAINS . £/
will or was applied for a specific signature can be known from BRINHNICET 2ERIE. BREOI—HY—-THhU Y bhbo
the user account of the signer. MBI ENTE D,
EXAMPLE 2: The signature creation policy can be added as a B2 BRERKRKY > —%2BLAHEMEL L TELICEBINTE %,
signed attribute to the signature. 3 : SCASPIE B R CHEMABLERKY ¥ —%1 2721 b,
EXAMPLE 3: The SCASP has only one signature creation policy BEOBANSEDN—Y a A BERINDEDHIHBIEICE S,
in force at each time, and from the time of signature it is clear B4 EBRBREPARARNARSICL > TBRERKRY > —4RT 2
which version applies. ENTE D,

OVR-8.2-08A The SCASC should provide the signature to the signer. SCASCIZBLHICBEL%IRIEET 5 & TH % (SHOULD),

OVR-8.2-09 If the SCASC has access to the signed data, it should provide SCASCHRBLT —RICT IV ERATEBIHE, HWBLT—K LB

[CONDITIONAL]

the signed data together with the signature to the signer.
NOTE 3: In case the signature is enveloped in or enveloping the
signed data, OVR-8.2-09 follows directly from OVR-8.2-08.

2EBLHEITRMT NETH B (SHOULD),

E3 I BEAIWELT —ZRICND 5N TWSEnvelopedE®,
T3 EBL T — X & WNH T WL SEnvelopingB & D54, OVR-8.2-
09/30VR-8.2-08A% Z DX £ T 2 H D THh %,

9 Framework for defini

built on the present do

tion of signature creation application service component policy

cument

IAEBAEITHEBEINBLERT 7V r—>ar—Exay
K=Y PR —DERDIZOHDTL—LT—7

OVR-9-01A
[CONDITIONAL]

When building a SCASC policy on a trust service policy defined
in the present document, the SCASC policy shall identify which
of the trust service policies defined in the present document it

adopts as the basis.

ARECEZRINAFTIR M —ERFEY > —D EIZSCASCHEY
T — %KY B5HE. SCASCHEY v —lf, ABTEEREINLLS
AR —EZRRY S —DEDBERZRALEAERTHOET S
(SHALL),

OVR-9-02
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; the policy shall identify any variances it
chooses to apply.

RETERINLBHICEDVTSCASCR Y ¥ — % BT 545
A RUT—k BRETLZILEBRLIEHODENIIT -5
YERLMCTDHDET B (SHALL),




OVR-9-03
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; subscribers shall be informed, as part of
implementing the terms and conditions, of the ways in which the
specific policy adds to or further constrains the requirements of
the policy as defined in the present document.

FETERESNLEMFICEIESCASCH Y & — % HBET 354,
ZiEIx. FIRARKNOREO—BE LT HEOR Y ¥ —nEE
TEESNIARY L —DBHEEZEDL S ITBMELIERIT 2
IZOWTEBMENS ENDH D ET B (SHALL),

OVR-9-04
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; there shall be a body (e.g. a policy
management authority) with final authority and responsibility for
specifying and approving the policy.

RETERSNLEMICEDESCASCH U ¥ — 2 HET 3154,
Y > —DFE AR OV TR RIER & BT % RO HEI(F)
ZIERY > —BBIERE)NFEET 5 H D LT 5 (SHALL),

OVR-9-05
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; a risk assessment should be carried out
to evaluate business requirements and determine the security
requirements to be included in the policy for the stated

community and applicability.

KETEZSINLBEHICEDOWTSCASCRY > —%#HET 515
B, EVAREHEZTEL, HREBEHEEZRTHRY > —ICE
ERELF LV TABREZRETD720IC, VRITEAXA Vb
% EHT N E THB(SHOULD),

OVR-9-06
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; the policy shall be approved and
modified in accordance with a defined review process, including

responsibilities for maintaining the policy.

KETEZSINIBHICEDOWTSCASCRY v —%HET 515
B, R —ZHFT - O0EREED, EEIN/LE2—
TOERIR - TRY Y —DERRLBEEETIHDET S
(SHALL),

OVR-9-07
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; a defined review process shall exist to
ensure that the policy is supported by the practices statements.

KETEZRINLEHICEDSWTSCASCHY & — % #8E ¥ %15
A, KUY =P ERABRICEMITIONTWE I EAMEICT S
B, EEINELE2—TOEIDNEETEZHDET S
(SHALL),

OVR-9-08
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; the TSP should make available the

policies supported by the TSP to its user community.

AETEZEINIZEHICE DV TSCASCRY v — % BET 515
A, TSPIE, TSP HR—bF 2R y—%Z0Da1—H—aI1=
T AZRBTNETH S (SHOULD),

OVR-9-09
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; revisions to policies supported by the
TSP should be made available to subscribers.

RKETERINI-EHICEDWTSCASCRY v —%1EET 25
B, TSPAYR—FT 2R > —DHETIZMAZEHIFIBTES &
512 ~NETHS(SHOULD),

OVR-9-10
[CONDITIONAL]

When building a SCASC policy built on requirements defined in
the present document; a unique object identifier shall be
obtained for the policy (e.g. OID or URI).

AETERSNIBHICEDWTSCASCHRY ¥ —%#BHET 55
A, ZORY Y=L T—BARF 7Y 7 F#HBF(OIDPURIA
E)EESY 51D E T 5 (SHALL),
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5 Risk Assessment 5 U R FHE

REQ-5-01 The TSP shall carry out a risk assessment to identify, O |TSPIE. EY AR BLUEMNLHEEER LT, FF7X b
analyse and evaluate trust service risks taking into P—EZXDY R ERE. /. THET 270D X7 T+
account business and technical issues. AXV b ERETDEHDET S, [SHALL]

REQ-5-02 The TSP shall select the appropriate risk treatment O |TSPIF. HZVRITERAAY MEREZEL T, BYRY
measures, taking account of the risk assessment results. ZURIGKEZERT 5D LT D, URIIIGHRIEZ, £F 2
The risk treatment measures shall ensure that the level of JTFADLRLNYRIDBEICREG2T-HDTHBHT L%
security is commensurate to the degree of risk. RIETDHDET D, [SHALL]

NOTE: See ISO/IEC 27005:2011 [i.5] for guidance on EBEREFAVT ARSI AV NI RTFLO—EE L TDE
information security risk management as part of an BEX2VTAVRIREI AV MIETEIHA LY RIZD
information security management system. WL, ISO/IEC 27005:2018 [i.5]# BB Z &,

REQ-5-03 The TSP shall determine all security requirements and O [TSPIE, BHREF 2V T ARV Y—BLUPF IR MY —ER
operational procedures that are necessary to implement ERRREEEASR)ICXEBLIhTWE LS IC, BRLE
the risk treatment measures chosen, as documented in YRR ERET 2-DICBBRIRTCOELF 1Y T4
the information security policy and the trust service B LERFIEERAET 2D ET D, [SHALL]
practice statement (see clause 6).

REQ-5-04 The risk assessment shall be regularly reviewed and O |HBZYRITERAY MIEHNICRESN, WETand b
revised. DET B, [SHALL]

REQ-5-05 The TSP's management shall approve the risk assessment| O [TSPOREEIFLZY R/ TEAXA Y FEARL, BESH
and accept the residual risk identified. FRBYRIEZIFANDE LD ET B, [SHALL]

6 Policies and practices 6 HitE EK

6.1 Trust Service Practice statement 6.1 b7 X MY —EREKRE

REQ-6.1-01 The TSP shall specify the set of policies and practices O [TSPIZ, #B#ET A2 P 7R MY —EXICEL/-—EDOKRY > —
appropriate for the trust services it is providing. CEBEBETDHDET D, [SHALL]

REQ-6.1-02 The set of policies and practices shall be approved by O |—E0RY v —EEBIE, BERICL > TERRIN, RS
management, published and communicated to employees . BET 2REESCHERERE ICTEINDILDET B,
and external parties as relevant. [SHALL]

+ REQ-6.1-03 Void. Bl

+ REQ-6.1-03A |The TSP shall have a statement of the practices and O |TSPIZ, TSPAYFE L7-@ARIEER b 7 X P —EZXKY
procedures used to address all the requirements of the DI RTCOBEEITHILT 27-HICERASNEHEFIE
applicable trust service policy as identified by the TSP. DERZEFRFOILDET B,

NOTE 1: The present document makes no requirement as [SHALL]
to the structure of the trust service practice statement. FELZOXEIE, FIR M -ERERRROEEICELT
WAL DZEHDLRITTULAEL,

+ REQ-6.1-04 |The TSP's trust service practice statement shall identify O TSP b 7 R b —EXBEARRIF. BRI KU =&
the obligations of all external organizations supporting the EBERD, TSPOY—EX %V R—bF 5T RTOHNEHE
TSP's services including the applicable policies and BOEBAHET 2D DET 5, [SHALL]
practices.

+ REQ-6.1-05 Void. Bl

+ REQ-6.1-05A |The TSP shall make available to subscribers and relying O [TSPIE, FZR MY —ERKRY Y —~DHEWNEFEAT 2720

parties its practice statement, and other relevant
documentation, as necessary to demonstrate
conformance to the trust service policy.

NOTE 2: The TSP need not disclose any aspects
containing sensitive information in the documentation
that is made available to subscribers and relying parties.

ICBEICHL T, ZOERARB LV Z0OMOREELE%F)
AESLMERIYEENIFATESLSICT 0 LT 5,

[SHALL]

FAFEICH L, BEORNZOMmOENAAEICLY, b
Z MY —EZXOFAICETI2EEABEICOVWCHAZITS
Z EXIGERBROLBHEBBUNOEEEEL HAILHIREA
TTBbDET B, [SHALL]

JE2:TSPIE. FIAES L MRILYEH ISR EIND FF 2 X

Y FAOKREREECHEE L THRT 2HBIEARL,
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+ REQ-6.1-06 |The TSP shall have a management body with overall O |TSPiZ. TSPOEMRIE%H AR Y 2 RIKMERZ 15D, TSPIZXS
responsibility for the TSP with final authority for approving THLUMNBETZE I ERREL I b D LT 5,
the TSP's practice statement. [SHALL]

+ REQ-6.1-07 |The TSP's management shall implement the practices. O |TSPOEBEIIRRERET 2D T 5, [SHALL]

+ REQ-6.1-08 |The TSP shall define a review process for the practices O |TSPIE. TSPOEMRBRAMIFT 2HAE2ECEBDOL
including responsibilities for maintaining the TSP's Ea—7AtRE2EETHHDET S, [SHALL]
practice statement. ASEARBROZEBEOFEICREEOFME T 24
NOTE 3: The due notice does not need to provide the W, FEIEFTSPO YRS MY TRKTE %,
details of the changes. The due notice can be published
on the TSP's repository.

+ REQ-6.1-09 Void. FELE

+ REQ-6.1-09A |When the TSP intends to make changes in its practice O |TSPHY, WHE. FAE, FLFERNEFEICLLIY—EX

[CONDITIONAL |statement that might affect the acceptance of the service DEFANICFEEESZ 208E0HD M7 X M —EXE

] by the subject, subscriber or relying parties, it shall give AREOZEEZTHHE6. AAES LK YEERICERIC
due notice of changes to subscribers and relying parties. DWTHEHYICBMT 2 HDET S,

NOTE 3: The due notice does not need to provide the AIEEFEBMICBREEOFHMELEHT 240EE AL, B
details of the changes. The due notice can be published HUETSPD YRS b U TRBETE S, [SHALL]
on the TSP's repository.

+ REQ-6.1-10  |The TSP shall, following approval as in REQ-6.1-06 above, | O [TSPi&, E£ZREQ-6.1-06M&FE#., EEREQ-6.1-06MFEKIC
make the revised TSP's practice statement immediately IHELT, BESNFZ IR MY —EXERARREZESLICAA
available as required under REQ-6.1-05 above. TE2L5IC95HbDET B, [SHALL]

+ REQ-6.1-11 |The TSP shall state in its practices the provisions made O |TSPIZ, Y—EZXDETICET ZREE ZDERREOHT
for termination of service (see clause 7.12). LT 2bDET2(ETEFI2EESR), [SHALL]

6.2 Terms and Conditions 6.2 M AN

REQ-6.2-01 TSP shall make the terms and conditions regarding its O |TSPIE. Y—ERICET 2ZNEHEETRTOAAEL LV
services available to all subscribers and relying parties. WL BENFIATEDLSICTEHDET S, [SHALL]

REQ-6.2-02 The terms and conditions shall at least specify for each O |MERHKTIE, TSPICE>THR—FENEZR TR P —
trust service policy supported by the TSP the following: EZRY S —IZDO0WTHRCELROABREIBET DHD L
a) the trust service policy being applied; ERCH
b) any limitations on the use of the service provided [SHALL]
including the limitation for damages arising from the use AEAINTVD F TR MY —ERRY S —,
of services exceeding such limitations; b)Y —EXDFHREBR -V —ERDERISEL DIEE
EXAMPLE 1: The expected life-time of public key (B ofIREZEas, BHINDZY—ECROFEMICET 2
certificates. PR,
c) the subscriber's obligations, if any; FI1:/3 BRI E o A shHERE,
d) information for parties relying on the trust service; OMAEDEYE (H25E) .
EXAMPLE 2: How to verify the trust service token, any d) b TR MY —ERIKET DEIALEEER T OER,
possible limitations on the validity period associated with B2 b Z A MY —ER b= v EBIET H AR FTR b
the trust service token. P—EX =7 VICEEMT ON/-BHARICET 2HIRD
e) the period of time during which TSP's event logs are Al AetE,
retained; e)TSPD A N> kB AR S 2 HAR,
f) limitations of liability; NEFEDOHIR,
g) the applicable legal system; QWA S N2 EHE,
h) procedures for complaints and dispute settlement; h#EES & SRR D FIE,
i) whether the TSP's trust service has been assessed to DTSPD b 7 2 b4 —ERICET 2 LR Y > — QYT
be conformant with the trust service policy, and if so OFEE, (ZET 250) UENWETMR * — L,
through which conformity assessment scheme; TSP ERIIER,
j) the TSP's contact information; and K ATARMEICBIT 2 & 5 1 2R3,
k) any undertaking regarding availability.

REQ-6.2-03 Subscribers and parties relying on the trust service shall O |MBEESLVPF 7R MY —ERICIKRET 2KILLEE T, 2

be informed of precise terms and conditions, including the
items listed above, before entering into a contractual
relationship.

WaHET 2a0IC. LROBEE BT ERGZNFFE S
Ihz6DET %, [SHALL]
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REQ-6.2-04 Terms and conditions shall be made available through a O |FIARNIE. MAKOHZ2BEFEEZBLTCAFTEDDLD
durable means of communication. &9 %, [SHALL]

REQ-6.2-05 Terms and conditions shall be available in a readily O |FIARNIE. BB ICERCEIEBTRHEINIbDET
understandable language. %, [SHALL]

REQ-6.2-06 Terms and conditions may be transmitted electronically. O |FIARNIIETHICERESI NI HEELH>TH LW, [MAY]

6.3 Information security policy 6.3BWEFa YT 4RY¥—

REQ-6.3-01 The TSP shall define an information security policy which | O [TSPix, BH ¥ 2V T 2EBT2HBOT /0 —F 45448
is approved by management and which sets out the ETHRE[ICL > CTERBINEREF 20T 4R >—
organization's approach to managing its information AERTDHDET D, [SHALL]
security.

REQ-6.3-02 Changes to the information security policy shall be O |EREF2VT AR —DEEIF, ZHT2HE. F=F
communicated to third parties, where applicable. This ICBHMENZLDOET S, TNICIE. MEE, KLYEE,
includes subscribers, relying parties, assessment bodies, PR, EEEMARS. XXX OMoBEHEENEEND D
supervisory or other regulatory bodies. DEF 5, [SHALL]

In particular: I

+ REQ-6.3-03  |A TSP's information security policy shall be documented, | O [TSPOEHRL* 12U T4 KU > —ld, v —ERZEHET 2
implemented and maintained including the security TSPOMERR., Y AT L, BREEDOLF 2 T 1 BEEER
controls and operating procedures for TSP's facilities, Flgz &S, XBL, K& #EBEINZ2b0ET 5,
systems and information assets providing the services. [SHALL]

+ REQ-6.3-04  |The TSP shall publish and communicate the information O [TSPIE, BWEFa2UT 4R —2RFEL. BHKRY>—
security policy to all employees who are impacted by it. DEBZZT TR COREBITEESTS2LDET 5,
NOTE 1: See clause 5.1.1 of ISO/IEC 27002:2013 [i.3] for [SHALL]
guidance.

FELHA KXY A2V TIE, ISO/IEC 27002:2013M5.1.1, &
%W E, ISO/IEC 27002:202205.1% SBD = &,

+ REQ-6.3-05 |The TSP shall retain overall responsibility for conformance| O [TSPIx, TSPOMEENRTELICL > B EZITONBHET
with the procedures prescribed in its information security b, BEEREF 2V TR = ICRESNZFIE~DHERIC
policy, even when the TSP's functionality is undertaken by DVWTLHHNAREETEES HbDET 5, [SHALL]
outsourcers.

+ REQ-6.3-06  |TSP shall define the outsourcers' liability and ensure that | O |TSPIZEFZENDEEEZTER L. FEEHITSPHLEREND
outsourcer are bound to implement any controls required HhoWHEBEERTIRBEEI I LERIAETIIDET
by the TSP. %,

[SHALL]

+ REQ-6.3-07 |The TSP's information security policy and inventory of O |TSPOBEHRLF 2V T4 R Y=L PEREF2 VT4 &
assets for information security (see clause 7.3) shall be EOBHEETIEASR)IE, FEINCRHRBT. £-EEKR
reviewed at planned intervals or if significant changes REBNIRE LIHEIC, BENOBEEE. B, BL0
occur to ensure their continuing suitability, adequacy and BNEERERT 2-OICRESNSE LD LT S, [SHALL]
effectiveness.

+ REQ-6.3-08  |Any changes that will impact on the level of security O [BHan2Ex2UT A DLANVICHEELEZ ZTE (L,
provided shall be approved by the management body REQ-6.1-07T TSR IN 2 BEEEBICL > TEARINDZ b D &
referred to in REQ-6.1-07. 4%, [SHALL]

+ REQ-6.3-09  |The configuration of the TSPs systems shall be regularly | O [TSPY R T L D#ERIZ, TSPOEF 2 U T4 KU ¥ —(ITEK
checked for changes which violate the TSPs security FTEEENBVWAERNICFzv7ah2bDET 5,
policies. [SHALL]

+ REQ-6.3-10  |The maximum interval between two checks shall be O 220N F v 7BEORABRBIE. FTRX FF—EREKE

documented in the trust service practice statement.
NOTE 2: Further specific recommendations are given in
the CA/Browser Forum network security guide [i.7], item
1.

BMEICXELINDZbDET B,

[SHALL]

FE2:E BICEAMAHEEEREIZ, CA/Browser Forumd v b
T—=074F2UT14HA FOBEBLIRRINA TN,

7 TSP management and operation

7 TSPOEI & EMH

7.1 Internal organization

7.1 RERHER

7.1.1 Organization reliability

7.1.1 A EEE
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REQ-7.1.1-01  |The TSP organization shall be reliable. O |TSPfEfIzfEETCE b ThRIThIEALBVWHED ET 5,
[SHALL]
In particular: HFIC

« REQ-7.1.1-02 |Trust service practices under which the TSP operates O |TSPHEET S LT A MY —ERADEKIZ, ERINTH-T
shall be non-discriminatory. FHsRhnbned 3, [SHALL]

+ REQ-7.1.1-03 |The TSP should make its services accessible to all O |TSPiZ. TSPAEE L7-BENTFICZE L. TSPOFAERIIC
applicants whose activities fall within its declared field of BEINAEBEZETT A LICABTA2TRTOREEN
operation and that agree to abide by their obligations as LUIY—ERIZTIVERATEDLIICTEHRETH D,
specified in the TSP's terms and conditions. [SHOULD]

* REQ-7.1.1-04 |The TSP shall maintain sufficient financial resources O [TSPIE, ERB LU/ £ TEFBHOELIEREHN—F D
and/or obtain appropriate liability insurance, in 7=, BREICR-S T, +oABREE#EL, BLU/£7-
accordance with applicable law, to cover liabilities arising I3EY) A BEEEEREREFAT 26D 5, [SHALL]
from its operations and/or activities. F EUBIN TR T 2 TSPOEMTICD LTI, EURAINo
NOTE: For liability of TSPs operating in EU, see article 13 910/20140FE135%E=SBOZ &,
of the Regulation (EU) No 910/2014 [i.2].

* REQ-7.1.1-05 |The TSP shall have the financial stability and resources O |TSPIE. HEARY > — > TEET 27D ICRERHBR
required to operate in conformity with this policy. REME )Y —REBITVDHDET S, [SHALL]

+ REQ-7.1.1-06 |The TSP shall have policies and procedures for the O |TSPIE, Y—EXDREEAIFZ OMOBERIEICEL THE
resolution of complaints and disputes received from BELIIMMORBMYUEEI SRR EHBF S L NEER
customers or other relying parties about the provisioning RTDEHORY - EFIEEF OO LT S, [SHALL]
of the services or any other related matters.

+ REQ-7.1.1-07 |The TSP shall have a documented agreement and O |TSPIZ. ¥ —EXRDIRHEICTHIF. AR, /1320ty
contractual relationship in place where the provisioning of DEZFHDOIY ROMNEENDIHE, XELIN-EEB L
services involves subcontracting, outsourcing or other VZHBEREERET 25D LT 5, [SHALL]
third party arrangements.

+ REQ-7.1.1-08 |When the TSP makes use of other parties, including trust | O [TSP#AY, T, ABEE. £HIEZOMOE=FHFDOERY R

[CONDITIONAL |service component providers, to provide parts of its HEBLTH—ERO—MERET B/, FTX Y —

] service through subcontracting, outsourcing or other third EROAVR—F> AN, X —2ECMOE=ZEAEF BT
party arrangements, it shall maintain overall responsibility 2B A. TSPIE, P77 XY —EXRY —ICEVWTHES
for meeting the requirements defined in the trust service NEBEHICHET 200 FNLETLHFT 0L T
policy. %, [SHALL]

+ REQ-7.1.1-09 |When the TSP makes use of a trust service component O |TSPHRIOHEHICL > TRtE N IR M —ERTY

[CONDITIONAL |provided by another party it shall ensure that the use of R=F> b EFAT2HE, YZAVR—Fr bV &—

] the component interface meets the requirements as T A ZRDFERAAYZ IV R—F Y P TANS X =L 5T
specified by the trust service component provider. BESN-BHEEA BT LARLETILDET S,

[SHALL]

+ REQ-7.1.1-10 |When the TSP makes use of a trust service component O [TSPABIOHEEHRICL>TRHINALZ I A MY —ERTY

[CONDITIONAL |provided by another party it shall ensure that the security K= b2FAT2HE ZIVA—F Y MIL-oTE

] and functionality required by the trust service component KEnzdteFaUFa CHBEN. ZLUTEHIRY > —0BEYA
are meeting the appropriate requirements of the BEHEHIZLTWSEZLERIETHHDET B,
applicable policy and practices. [SHALL]

7.1.2 Segregation of duties T.1.2 BB DB

REQ-7.1.2-01 |Conflicting duties and areas of responsibility shall be O |TSPOEBEICHTAIAREF/ZIFER LAWEEF/ZIZBHRD
segregated to reduce opportunities for unauthorized or Ha RO 7010, BES LUOETHERIGBUIC RSN
unintentional modification or misuse of the TSP's assets. 2HDET B, [SHALL]

7.2 Human resources 7.2 \#

REQ-7.2-01 The TSP shall ensure that employees and contractors O |TSPIL. EXB LFBEENTSPOEBOEEMEE YK~

support the trustworthiness of the TSP's operations.
NOTE 1: See clauses 6.1.1 and 7 of ISO/IEC 27002:2013
[i.3] for guidance.

THIEHERIETDHDET S, [SHALL]

SFELHA X2 E L TISO/IEC 27002: 201306.1.135 & U7,
H %W, I1SO/IEC 27002: 202206.2% & V5.4, 6.1~6.5%
BROZ &,

In particular:
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* REQ-7.2-02  |The TSP shall employ staff and, if applicable, O |TSPIE, HELHPIME, FHM. BB EKz2H L. BH#
subcontractors, who possess the necessary expertise, ENHZY—EREBHICEYAEF U T4 EBAT—ZR
reliability, experience, and qualifications and who have HRAICEAT DA L -y 0 %R R&y 7EEBL. 5
received training regarding security and personal data BICE-> T THETEEEFERT 20 LT 5, [SHALL]
protection rules as appropriate for the offered services
and the job function.

+ REQ-7.2-03  |TSP's personnel should be able to fulfil the requirement of| O |TSPDIBLE (X, [ERXi b L —=Z > 7L B EHRER. *
"expert knowledge, experience and qualifications" through IEZ D2 0oDEAELEEBL T, [HEFOMH., BB &
formal training and credentials, or actual experience, or a Bl BrEimicINETH 5, [SHOULD]
combination of the two.

+ REQ-7.2-04  |This should include regular (at least every 12 months) O |ZhiciE, FILLWEBREBEEO X2 T BITICET 5 E
updates on new threats and current security practices. (DR EL 2B TE)DEHRINEBENDINETH 5,
NOTE 2: Personnel employed by a TSP include individual [SHOULD]
personnel contractually engaged in performing functions SE2.TSPEAEAICIE. TSPY—EX%HiR— b 2H#EEDE
in support of the TSP's services. Personnel who can be TICZPERES 2EENEEND, TSPY—ERDERI(C
involved in monitoring the TSP's services need not be B5TE2EAIE, TSPOEEBTHILEIE AL,

TSP's personnel.

+ REQ-7.2-05  |Appropriate disciplinary sanctions shall be applied to O |TSPORY ¥ —F - EFIBISER LAZEEICIE, BYHREAK
personnel violating TSP's policies or procedures. WHarERESNEHDET 5, [SHALL]

NOTE 3: See clause 7.2.3 of ISO/IEC 27002:2013 [i.3] for E3HA XY AT DWTIE, ISO/IEC 27002:2013M7.2.3, &
guidance. %W E, ISO/IEC 27002:202206.4% SO Z &,

+ REQ-7.2-06  |Security roles and responsibilities, as specified in the O |TSPOBEREF 212U T4 KU Y—TIRESNTWSEFa2
TSP's information security policy, shall be documented in T4 OERBEETIE, BEDARE /2 IIBERELENFIAT
job descriptions or in documents available to all EHINEIIXELENTWEHDET S, [SHALL]
concerned personnel.

+ REQ-7.2-07  |Trusted roles, on which the security of the TSP's O |TSPOEAICEIT 2 F 2 U T 4 ICET 2EEINERDE
operation is dependent, shall be clearly identified. &, BAREICEESND b DET B, [SHALL]

+« REQ-7.2-08 Void. Bl

+ REQ-7.2-09 Void. FELE
NOTE 4: See clause 7.2.1 of ISO/IEC 27002:2013 [i.3] for O |F4EBNE BEEEEILT 2BROEREMXICET 25F@ANTA
further guidance on management responsibilities in K ZI2DWTE, ISO/IEC 27002:201307.2.1% BB D &
establishing roles and responsibilities. Lo BBV, ISO/IEC 27002:2022D5.4% BBD Z &,

+ REQ-7.2-10  |TSP's personnel (both temporary and permanent) shall O |TSPOEES (FEIHE & THEDMA) L. BEODE L H/R
have job descriptions defined from the view point of roles DHER(T.1.2%288), BIEE 772 AL NLICED ORY
fulfilled with segregation of duties and least privilege (see TarOlBEHORE, ST, REEOWHMEL EHA L
clause 7.1.2), determining position sensitivity based on DEANHLERINTBELDRELZREO>LDLET S,
the duties and access levels, background screening and [SHALL]
employee training and awareness.

+ REQ-7.2-11  |Where appropriate, job descriptions shall differentiate O |BHEICISL T, BERRE T —WAIREE & TSPOKE DR
between general functions and TSP's specific functions. BEHBEEXRT5HDET 5, [SHALL]

These should include skills and experience requirements. BEBEINSICIE. AFLERBOBHAEHIRETH
NOTE 5: See clause 7.2.1 of ISO/IEC 27002:2013 [i.3] for ZHENH S, [SHOULD]
further guidance on management responsibilities in FhEBIE EE AT ABROERETICET MR A
establishing roles and responsibilities. K2 22D W TE, ISO/IEC 27002:201307.2.1. & % WLME
. ISO/IEC 27002:202205.4% BB D = &, [SHALL]
+ REQ-7.2-12  |Personnel shall exercise administrative and management | O [E&#E4#E L, TSPOERLx 1) T EBFIEICSA -8

procedures and processes that are in line with the TSP's
information security management procedures.

NOTE 6: See clause 7.2.1 of ISO/IEC 27002:2013 [i.3] for
further guidance on management responsibilities in
establishing roles and responsibilities.

B BLUBEFIESLVOTACREERTTEH0ET 5,
[SHALL]

FOEE E BRI T RO BREMICET 2 M A
K ZIZ2W T, ISO/IEC 27002:201307.2.1, & % L
. ISO/IEC 27002:202205.4% 2D &,
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+ REQ-7.2-13  |Managerial personnel shall possess experience or training| O |EEHE(F, IBHINZ IR M —ERICETIRBE/Z
with respect to the trust service that is provided, e, X2V T4 BEXZESBEEOLF 1Y T4 FIEIC
familiarity with security procedures for personnel with BEL., EBMEEAETTIDICHYABREF 2T 4 &
security responsibilities and experience with information YR THEAXV FORBEBELTWDRHDET 5,
security and risk assessment sufficient to carry out [SHALL]
management functions.

+ REQ-7.2-14  |All TSP's personnel in trusted roles shall be free from O |[EBEINZEBHICHETRTOTSPESHE (L. TSPOER
conflict of interest that might prejudice the impartiality of DRFEEBR S AJEMEOH 2MBEARERI S BVHD L
the TSP's operations. %, [SHALL]

NOTE 7: See clause 6.1.2 of ISO/IEC 27002:2013 [i.3] for ETHA XY A2V TIE, ISO/IEC 27002:2013M6.1.2, &
guidance. %W E, ISO/IEC 27002:202205.3% SBD = &,

+ REQ-7.2-15 |Trusted roles shall include roles that involve the following | O [EE N7 &ENCIZ. ROEFEEEHESRELNEINE LD E
responsibilities: ERCH
a) Security Officers: Overall responsibility for [SHALL]
administering the implementation of the security ALF2UVTAEEHE LT 2T A EFOERELEET L
practices. [ZSipA-—REN
b) System Administrators: Authorized to install, configure b)Y A7 LEBE Y —EXBEBOHICTSPOEETE S Y
and maintain the TSP's trustworthy systems for service ATFLEA YR =L, B, RTT2EEEZEZS5NS,
management. AESIINICIEY AT LOYANYAEEND,

NOTE 8: This includes recovery of the system. COYVARTLANRL =R TSPOEBTED Y AT LEHENIC
c) System Operators: Responsible for operating the TSP's BERTIEEEABES, YATLNRNY Ty THRITT HER
trustworthy systems on a day-to-day basis. Authorized to EE5z6oN%,

perform system backup. AV RTLEBENTSPOEBETCELZ Y AT LOT—HhAT L
d) System Auditors: Authorized to view archives and audit BEBENJERRTDEREEZOND,

logs of the TSP's trustworthy systems. FAOBED RS X R —ERICIF, BT 7Y r—2 3>
NOTE 9: Additional application specific roles can be BB ORENBHEICRDBENH D,

required for particular trust services.

+ REQ-7.2-16 Void. Bl

+ REQ-7.2-16A |TSP's personnel shall be formally appointed to trusted O |TSPOEEIF, tFa2UT 4 42BLET 2 EREREICL-T
roles by senior management responsible for security. EEINZEICERICEDRINDI DO LT D, [SHALL]

+ REQ-7.2-16B |Trusted roles shall be accepted by the appointed person O |EEINEEEIL. Z0KBNER-T-OICEDINLES
to fulfil the role. ACE->TRIFANONE LD ET D, [SHALL]

+ REQ-7.2-17  |Personnel shall not have access to the trusted functions O |ZEIF. WERFzvI/HIWRETT2ET, FRINIHEREIC
until the necessary checks are completed. TIEALBWHEDET S, [SHALL]

NOTE 10:In some countries it is not possible for TSP to FEI0—HOETIE, TSPHREEEEFHEORERLICBED
obtain information on past convictions without the BARYAICETIBEROAFANTERANI LICEET S Z
collaboration of the candidate employee. &,

7.3 Asset management T3 EEEE

7.3.1 General requirements 7.3.1 —fREHF

REQ-7.3.1-01 |The TSP shall ensure an appropriate level of protection of | O |TSPiZ, BREEA SV EEDBEYARL NILORELHERT
its assets including information assets. 5HDET B,

ELAA K ZITDOWTE, ISO/IEC 27002:201308, % % Ly
NOTE 1: See clause 8 of ISO/IEC 27002:2013 [i.3] for l&. ISO/IEC 27002:2022705.9~5.13, 7.10% 8B Z &,
guidance. [SHALL]
In particular: BFIC

» REQ-7.3.1-02 |The TSP shall maintain an inventory of all information O |TSPIF, I RTOIBEREEDEHFEHIFTL, YRITEAX
assets and shall assign a classification consistent with BT ENFEEENLETHILDET B,
the risk assessment. [SHALL]

NOTE 2: See clause 8.1.1 of ISO/IEC 27002:2013 [i.3] for E2:HA K ZIZDWTE, ISO/IEC 27002:2013m8.1.1, &
guidance. %W E, ISO/IEC 27002:202205.9% BB Z &,

7.3.2 Media handling 732 4T 4 7 OERYFW

REQ-7.3.2-01  |All media shall be handled securely in accordance with O |FRTOXT 4T3, BROERF—LOBHIH-T

requirements of the information classification scheme.
Media containing sensitive data shall be securely
disposed of when no longer required.

e
ICERY b FnEm s hn, BRTF—2 5280 XT47
ld. REILHE-THBEEREICEETIHDET 5,
[SHALL]
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REQ-7.3.2-02  |Media used within the TSP's systems shall be securely O |TSPOY ZF LR THERENE AT 4 T7Id, X747 %18
handled to protect media from damage, theft, 5. B, RIET7 /7R, BEHI SREST 27-HICREIC
unauthorized access and obsolescence. BYESHDET S, [SHALL]
REQ-7.3.2-03  |Media management procedures shall protect against O | AT 4 TEBFIEIZ, BHRERFTILELH HHMAD X

obsolescence and deterioration of media within the period
of time that records are required to be retained.

NOTE:See clause 8.3 of ISO/IEC 27002:2013 [i.3] for
guidance.

TATOEBRBLUOBUERBLT 25D ET 2,
[SHALL]

FEHA L ZITD0 T, ISO/IEC 27002:201378.3, 4%
Wid, ISO/IEC 27002:202207.104 S BD Z &,

7.4 Access contro

T4 T 2 & R

REQ-7.4-01 The TSP's system access shall be limited to authorized O [TSPOYRFLADT 7R 1E, HFASNBAICERET S
individuals. HDEF B, [SHALL]
In particular: FEIC

+ REQ-7.4-02 Void. FELE

+ REQ-7.4-03 Void. Bl

+ REQ-7.4-04 Void. FELE

+ REQ-7.4-04A |The TSP shall administer user access of operators, O |TSPIE. 77t XEREZET BRI [RANROER] DR
administrators and system auditors applying the principle AlxBAL T, 7L —%, BBE BLUOVRATLEEAN
of "least privileges" when configuring access privileges. DA—Y—T 0L REEBTHHDET S, [SHALL]

NOTE 1: This generally applies to personnel appointed to FELINIEBE, REQ-7.2-16Ift > TEFI N/ &ZBICEd
trusted roles as per REQ-7.2-16. INFEHEFICERAINS,

+ REQ-7.4-05 |The administration shall include user account O |BEBICWE, 2—Y—ThHhU v bOBEBE, 772D EE
management and timely modification or removal of ZBEFTHIBRINEEND HDET B, [SHALL]
access.

+ REQ-7.4-06  |Access to information and application system functions O |BRBLVCT TV —>a vy AT LHEEAD T 71 R,
shall be restricted in accordance with the access control T RRGER) = IR - CHIREIND DD ET B,
policy. [SHALL]

+ REQ-7.4-07 |The TSP's system shall provide sufficient computer O |TSPOY R T LlE, £¥ 2V T« EERMEE L EREEEDHBE
security controls for the separation of trusted roles AEH, TSPOEBTHEINEEINLEE L DT S
identified in TSP's practices, including the separation of OOt HBAVE L —REF )T AHIEERHETIHD
security administration and operation functions. Ed 5,

Particularly, use of system utility programs shall be BIZ, YATLA=TA4 VT4 7 AT LOEREFHIR, &
restricted and controlled. BY2HDEF 5, [SHALL]

+ REQ-7.4-08 |TSP's personnel shall be identified and authenticated O |TSPOEEIF, Y—EXICEETIEERT IUTr—> 3>
before using critical applications related to the service. AERATRNICHEBI B LORIESNEHDET S, [SHALL]

+ REQ-7.4-09 |TSP's personnel shall be accountable for their activities. O |TSPOEEIF, BESDFEBICHLTEEFZES HDET 5,

« EXAMPLE:By retaining event logs. [SHALL]
ARy AT ERREET B,

+ REQ-7.4-10 |Sensitive data shall be protected against being revealed O |BET—213, EROAWA—Y—AT /X TE2HANA
through re-used storage objects (e.g. deleted files) or SNFEZAML—=UF TV bEIBRINEZT 7ALBE)E
media (see clause 7.3.2) being accessible to unauthorized FlEX T4 T7(132%25R) &ML TRELAVE S ICRES
users. NsL0E9 %,

NOTE 2: See clause 9 of ISO/IEC 27002:2013 [i.3] for [SHALL]

guidance. E2:HA XY AT DWTIE, ISO/IEC 27002:2013D9, % WLy

NOTE 3: Further recommendations regarding I¥. ISO/IEC 27002:2022705.15~5.18, 8.2~8.54 WD =

authentication are given in the CA/Browser Forum &,

network security guide [i.7], clause 2. SESFRAEICEIT 5 & 5 B EIEIL. CA/Browser Forum®d
2y M7= F2 VT4 HA FD2CBHEINTWD,

7.5 Cryptographic controls T5BESarytR—L

REQ-7.5-01 Appropriate security controls shall be in place for the O 1747917 L2z BL T, HOLWPIESHRF—BLUH

management of any cryptographic keys and any
cryptographic devices throughout their lifecycle.
NOTE:See clause 10 of ISO/IEC 27002:2013 [i.3] for

guidance.

LB ETNA X EEBT 57202, EUkEFa)Ta
EEAERT DD ET D, [SHALL]

FHA K ZTOWTUE, ISO/IEC 27002:2013010, $ % W
|&. ISO/IEC 27002:202208.24% £BD = &,
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7.6 Physical and environmental security 7.6 MEBEHNB LUOERENEF 1Y T4

REQ-7.6-01 The TSP shall control physical access to components of O |TSPIE. EF¥ 2 VT A MEEF X MY —ERDIRHEICE 5
the TSP's system whose security is critical to the TEETHATSPYRTLOAVKR—=3>Y F~OYEBNT &
provision of its trust services and minimize risks related to LREHE L, BN F2U T4 ICBEST DY R ERN
physical security. RICINZ 26D EF 5, [SHALL]

NOTE 1: See clause 11 of ISO/IEC 27002:2013 [i.3] for FELHA KXY XDV TIE, ISO/IEC 27002:2013011, H %
guidance. WiE, ISO/IEC 27002:2022m7, 8.1%BRBDZ &,
In particular: BFIC

+ REQ-7.6-02  |Physical access to components of the TSP's system O [EF2VTA4DN TR MY —EROBRBEICE>TEETHD
whose security is critical to the provision of its trust TSPY R F LD AVR—2 Y F~DOYEBHT 7t Rk, A
services shall be limited to authorized individuals. SNBAICRESNZ HDET S, [SHALL]

NOTE 2: Criticality is identified through risk assessment, F2EEER. VRITEAX Y M EBLT, £ T7 7Y
or through application security requirements, as requiring T=arot¥a T4 BHEBLC X2 T RE
a security protection. EBHBEETHHLDELTRHEIND,

+ REQ-7.6-03  |Controls shall be implemented to avoid loss, damage or O |BEMEL, EE. BE. PLUBELGHOhTAEET S
compromise of assets and interruption to business foICEBEERET LD E T 5, [SHALL]
activities.

+ REQ-7.6-04  |Controls shall be implemented to avoid compromise or O |HERS L CERWBEZRDORE X2 IETFIMEERT 572060
theft of information and information processing facilities. FIEERET 25D LTS, [SHALL]

+ REQ-7.6-05 |Components that are critical for the secure operation of O |FFR MY —ERDREBEAICEER IV R—F > M,
the trust service shall be located in a protected security BAICHT 2YBORE LX¥2 VT HERENLET O
perimeter with physical protection against intrusion, ZADEE, BLBAEZRET 2T 7 —LEmA-REIN
controls on access through the security perimeter and Tt F 2T ABRRICEEINDLDET B,
alarms to detect intrusion. [SHALL]

NOTE 3: See ISO/IEC 27002:2013 [i.3], clause 11.1 for ESRERMEICET S HA X RIZOLWTIE, ISO/IEC
guidance on secure areas. 27002:2013, 11.1, & % L ME, ISO/IEC 27002:2022, 7. 8.1
EBRBOZE,

7.7 Operation security 77T EREDEX2 ) T4

REQ-7.7-01 The TSP shall use trustworthy systems and products that | O [TSPIZ, BEHI HREIN/EETCED VAT LERRAESE
are protected against modification and ensure the AL, ZhoIil&>THR—-FIND 7 AL RDEIMHRE
technical security and reliability of the processes ML EREEERRTI2LDET D,
supported by them. [SHALL]

NOTE 1: See clause 12 of ISO/IEC 27002:2013 [i.3] for FELHA KXY ZIZDWTIE, ISO/IEC 27002:2013012, %%

guidance. WiE, ISO/IEC 27002:20225.37, 8.6~8.8, 8.13, 8.15,

NOTE 2: See clause 14 of ISO/IEC 27002:2013 [i.3] for 8.17, 8.19, 8.31, 8.32, 834%xsBnZ &,

guidance on systems acquisition, development and E2Y AT LOEE., B, BLUORFICETIANL VR

maintenance. IZ2W T, ISO/IEC 27002:2013m14, 4 % W&, ISO/IEC

NOTE 3: See clause 15 of ISO/IEC 27002:2013 [i.3] for 27002:202275.8, 8.25~8.33%5BnZ &,

guidance on supplier relationship. AEIY T TAV— L OBRICETEHA L ZITDOVTIE,
ISO/IEC 27002:2013D15, & % LM iE, ISO/IEC 27002:2022%
5.19~5.2% 5B &,

+ REQ-7.7-02  |An analysis of security requirements shall be carried out O |[eF2UT4BHODIIE. ITVRTFLICEF2U T4
at the design and requirements specification stage of any FAENTWDZ L ZHERT 572012, TSPEIZTSPOR
systems development project undertaken by the TSP or BTEHEIND VAT LRI AY 27 bOREB LUEH
on behalf of the TSP to ensure that security is built into IT HRDOBETEITIND LD ET S, [SHALL]
systems.

In particular: BFIC
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+ REQ-7.7-03  |Change control procedures shall be applied for releases, O |ZEEEFIBIZ, ERVZ7 b7z 70) ) —X EE. B2
modifications and emergency software fixes of any V7RI TEE, BLUOTSPOtFaUF 4K —%E
operational software and changes to the configuration MBI 2EROERICERINS HDET S, [SHALL]
which applies the TSP's security policy.

+ REQ-7.7-04  |The procedures shall include documentation of the O |FIEICEEBEOXENEEND HDET B,
changes. [SHALL]
+ NOTE 4: See clause 14 of ISO/IEC 27002:2013 [i.3] for FAAA X RIZDOWTIE, ISO/IEC 27002:2013D 14, % %
guidance. W iE. ISO/IEC 27002:2022M5.8, 8.25~8.33% B &,

+ REQ-7.7-05 |The integrity of TSP's systems and information shall be O |TSPOY R T LEBEROTRMEIE. VTANLR, BROHD Y
protected against viruses, malicious and unauthorized ZbUrT BLUOEHRIOY 7 bz ThbREIND S
software. DET B, [SHALL]

« REQ-7.7-06 Void. Bl

« REQ-7.7-07 Void. FELE

+ REQ-7.7-08  |Procedures shall be established and implemented for all O [V—EROBEICHEEZEZ DT RTOEBINCESHER
trusted and administrative roles that impact on the SNFEENCH L CFIaEHILL, EET 26087 5,
provision of services. [SHALL]

+ REQ-7.7-09  |The TSP shall specify and apply procedures for ensuring O |TSPIZ. UTAHERICT2-D0FIBAIBEL. EHTSH
that: DET D,
a) security patches are applied within a reasonable time [SHALL]
after they come available; a)tF 2T 4/8y FiE, AFAREICA > TH O BEY)HAR
b) security patches are not applied if they introduce WNICEA SN D,

additional vulnerabilities or instabilities that outweigh the
benefits of applying them; and

c) the reasons for not applying any security patches are
documented.

NOTE 5: Further specific recommendations are given in
the CA/Browser Forum network security guide [i.7], item 1
I.

b)eF¥2VUF4/ Ny FABATEAY Y F% ERIZ2EMDHE
BUEF IR REENEAINDIFE, EF2 VT 1/5yF
IFEA SN,

OtFaUTF 4y FEBALAVERIAIELIATY
%,

L& HICEARM A HEIEEIEIE, CA/Browser Forumd 2 v b
T—0tFaUT4hH4 K, "ICREINLTLS,

7.8 Network security

T8ERy b7 —sEF YT

REQ-7.8-01 The TSP shall protect its network and systems from O |TSPIZ. 203y b7 =0 EVRTLEREN HLIRET D H
attack. DEF %, [SHALL]
In particular: L= 3ielN

+ REQ-7.8-02  |The TSP shall segment its systems into networks or zones| O [TSPId, EFETE 2 Y R T L LY —EXHOBEEN. WE
based on risk assessment considering functional, logical, K. MEBHNESEMEEO)BEREERLZVRITEIX Vb
and physical (including location) relationship between ICEDOWT, YRTFLEZY b7 =0 FEY =V IChET
trustworthy systems and services. 2H0EF 5, [SHALL]

+ REQ-7.8-03  |The TSP shall apply the same security controls to all O |TSPIZ. ALY —=>AICELBAICHZ TR TDY AT LIS
systems co-located in the same zone. BLEFa VT4 4EEERATILDET S, [SHALL]

+ REQ-7.8-04 |The TSP shall restrict access and communications O [TSPIE, V=YD T7 7 RBLVEBIER, TSPOEE IZa4
between zones to those necessary for the operation of the ERHDICHRTE2HDET B, [SHALL]
TSP.

+ REQ-7.8-05 |The TSP shall explicitly forbid or deactivate not needed O |TSPIZ. TEREHS L OV —ERERERIICEIEF /2133
connections and services. TOT47TBbDET D, [SHALL]

+ REQ-7.8-06  |The TSP shall review the established rule set on a regular | O |TSPld, B S /- HEEA*EHNICLE2—T53H0DET
basis. %, [SHALL]

+ REQ-7.8-07 |The TSP shall keep all systems that are critical to the O |TSPIZ, TSPOEZICE > TEERIRTDOY AT L%ELIDLL
TSP's operation in one or more secured zone(s) (e.g. Root toeFa TV —vICRETEILDET D, [SHALL]
CA systems see ETSI EN 319 411-1 [i.9]). () v— RCA> 27 Ls, ETSIEN 319 411-1288) )

+ REQ-7.8-08 |The TSP shall separate dedicated network for O |TSPIF, ITY A TF LBERAOER Y b7 —2 L TSPOER

administration of IT systems and TSP's operational
network.

Y b7 =0 EDEET LD ET D, [SHALL]
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+ REQ-7.8-09 |The TSP shall not use systems used for administration of | O |TSPld, £F¥aUF 4R —REDEBICEREIND VR
the security policy implementation for other purposes. FLEMOBHTERLAEVWEDET S, [SHALL]

+ REQ-7.8-10 |The TSP shall separate the production systems for the O |TSPiZ., TSPOY —E R Db DEKE Y X T L%, BHE
TSP's services from systems used in development and SUFRMTCHERENZ AT LBRERE. TR ZF—2
testing (e.g. development, test and staging systems). YOV RATF L) ONHT DD ET D, [SHALL]

+ REQ-7.8-11 Void. FELE

+ REQ-7.8-11A |The TSP shall establish communication between distinct | O |TSPId. DBEETF v 2LH SHIEBH., SR, £/39E
trustworthy systems only through trusted channels that KBS, T2 FRA Y FOBELRHNEF v 7T —
are isolated using logical, cryptographic or physical ROEBEIBIRL O DREFRMET Z2EETCELT v &
separation from other communication channels and NEBLTOH, FEDOEETE S AT LROBE &L
provide assured identification of its end points and To5HDET D, [SHALL]
protection of the channel data from modification or
disclosure.

+ REQ-7.8-12 |If a high level of availability of external access to the trust | O | F 7 X b Y —EXADOATBT 7 22D F L NI ORI FHED 2
service is required, the external network connection shall BhiGh. BE—REDHETLY—EXDAAKEERT S
be redundant to ensure availability of the services in case f=ol, MBSy b= EREIRILT DL DET B,
of a single failure. [SHALL]

+ REQ-7.8-13 |The TSP shall undergo or perform a regular vulnerability O [TSPIZ, YRV THERA Y b EERLTS A THLEICIGL
scan on public and private IP addresses identified by the TSPICE > THESNINAT Y v 0 BLVTFA4A = FPT
TSP and record evidence that each vulnerability scan was FL RIS L CEMMRBEERF v v 2250 F 7 IFE
performed by a person or entity with the skills, tools, L., EEBUER X v U MEETCEIREELRMT 2720
proficiency, code of ethics, and independence necessary I[ChER, AF L, V—IL, MEE, HERG. LML
to provide a reliable report. MEET BN IEEERICL > TEITEI NN AE TR

T2H0ET 5, [SHALL]

EFARICEVW T, BFELERICEDCGPKIERT 2RE
B AR ARIR AR EEE LA EWE R E
EMT DY R —FTAANTLT, EITCANIL— FCADHE
EEEL, St¥a TV —VICEBIN, ARy b
T—OhBITX vy TEINTNDS, BHCA/B ForumTld
L—bCALIERB DX 2TV — VICRITY R T LEDL MRS
SNDEBBEETLNFRTHY ., YURITEAXAV +OD
BRICLY, BHUEXFT v v OEBICOVTOEHNRE S
REEEZOND,

—H. BFBLECHABZERERDETLLHEEL, RIT
CANEF 27/ —VICERBINSHEELEZONDH, T
NETSPOYRI T7EAXY N DIERKRVTSPHEETH S
CHIWT LA TRBUERF YV EERT I LD ET B,

* REQ-7.8-13A |The vulnerability scan requested by REQ-7.8-13 should be | O |REQ-7.8-13IC & » TER I N7 fE551E X F v v iU HFIC1
performed once per quarter. [IETENENETH S, [SHOULD]

+ REQ-7.8-14 |The TSP shall undergo a penetration test on the TSP's O [TSPIZ. v b7 v 7. BLUTSPAEETH S & HBTL
systems at set up and after infrastructure or application AV T IRAN T O F v ERBE TSV —avory 7T
upgrades or modifications that the TSP determines are L—RFABEERIC, TSPOYRT LIZH L TEARS b
significant. L—>ayT72 22260 T 5, [SHALL]

+ REQ-7.8-14A |The penetration test requested by REQ-7.8-14 should be | O |REQ-7.8-14TER&NZ %X L —>a v FRX I, H5EL
performed at least once per year. EHEICIEIETTHANETH B, [SHOULD]

+ REQ-7.8-15 |The TSP shall record evidence that each penetrationtest | O |TSPlx, (EEETE 3L KR— FZIRMHET 27D ICHBEHRRF
was performed by a person or entity with the skills, tools, e V=, BRE, RERE. BLOMYUEEERZEA
proficiency, code of ethics, and independence necessary FREARICE > TERR L =2 a vy TR IMAETINT
to provide a reliable report. M ERHRTEEDET S, [SHALL]

+ REQ-7.8-16  |Controls (e.g. firewalls) shall protect the TSP's internal O #E(7 74794 —L1EE)E. TSPORZER Y h7T—2 KX

network domains from unauthorized access including

access by subscribers and third parties.

AV ENAECEZZBICLDZ TV RERURET VR D
HIRETHHDET D, [SHALL]
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+ REQ-7.8-17  |Firewalls should also be configured to prevent all O |TSPOEFICHEORVWTRTOT O FALETIER%ER
protocols and accesses not required for the operation of ET2E30C7 74T 74—V EBRTDIRETH D,
the TSP. [SHOULD]

7.9 Incident management 7194y FT v hER

REQ-7.9-01 System activities concerning access to IT systems, use of | O |ITYZAFL~ADT 7R T AT LDER, BLOY—FE
IT systems, and service requests shall be monitored. ABRICETEVATLEE T 7T 4 ET 4 IZEBEND S
NOTE 1: See clause 16 of ISO/IEC 27002:2013 [i.3] for nEF B, [SHALL]
guidance. FLAA K ZI2DOW T, ISO/IEC 27002:2013D016, % %

W E. ISO/IEC 27002:2022M5.24~5.28, 6.8%LBDZ &,

In particular In particular: L= Thell

+REQ-7.9-02  [Monitoring activities should take account of the sensitivity| O [E=& U > 7558 TlE, WEX IO SN2 BEROMRME
of any information collected or analysed. hAERTDHRETH D, [SHOULD]

+ REQ-7.9-03  |Abnormal system activities that indicate a potential O |TSPO >y b 7= ~DEAEEL, BENAEF2U T4
security violation, including intrusion into the TSP's ERETRTEERY AT LERIE, RESh, BEE LR
network, shall be detected and reported as alarms. EEndHbnET 5, [SHALL]

NOTE 2: Abnormal network system activities can comprise E2ZRERIRY N TV RTLT T4 ET 4121E, (S8R)
(external) network scans or packet drops. Iy T =0 ZXF w00y FFRY THEENDHED
b,
+ REQ-7.9-04 |The TSP shall monitor the following events: O |TSPIZRDARY b HERTEHDET 5, [SHALL]
a) start-up and shutdown of the logging functions; and a)A ¥ IEEDRRT L 1Z1E,
b) availability and utilization of needed services with the P)TSPOF v b7 =2 ICBEHRY — EXOBREE & FHE,
TSP's network.

+ REQ-7.9-05 |The TSP shall act in a timely and co-ordinated mannerin | O |TSPld, 4 > > F > MIHEICHE L, EF2 U T4 RBED
order to respond quickly to incidents and to limit the HEEFRT 2701, BRI OHANLFTETHIET S
impact of breaches of security. DET B, [SHALL]

+ REQ-7.9-06 |The TSP shall appoint trusted role personnel to follow up | O [TSPIZ. BENAERLF 1 UT A ARV FDEEE T+
on alerts of potentially critical security events and ensure O—7v 7L, B&EA T bATSPOFIEICHE > THEE
that relevant incidents are reported in line with the TSP's ICHRESND LIS, EETEIBUEEEDTIHDET
procedures. %, [SHALL]

« REQ-7.9-07 |The TSP shall establish procedures to notify the O |TSPix., BEMFESINTH S24BELUANICREEIND b5
appropriate parties in line with the applicable regulatory 2R —EXBLUVYZY —ERTHIF SN ZEAT —&IC
rules of any breach of security or loss of integrity that has BAAFEEE5Z5vFX 1) T ERFLIETEMDIEKIC
a significant impact on the trust service provided and on DNWT, ZETEREESICH > CEYABRE BT S
the personal data maintained therein within 24 hours of FIE%E#EILT 25D ET 5, [SHALL]
the breach being identified. SE3 : EUBIRTEEIT 2 TSPIZ. A (EU) No 910/20140
NOTE 3: TSPs operating within the European Union can 1921 > - BHFHOEMICEAT 23 08D 44 X RIC
contact the appropriate supervisory body and/or other DWT, BUAEEMES LV F i thomELRICHWL
competent authorities for further guidance on EhtbrzeNTES,
implementing notification procedures as per article 19.2 of
Regulation (EU) No 910/2014 [i.2].

+ REQ-7.9-08  |Where the breach of security or loss of integrity is likely to | O [£F¥2UF 1 DREFFLIEITLEOELN, FF X MY —E
adversely affect a natural or legal person to whom the ZAPRBINTWIERANELIEEANCERELXE X A8
trusted service has been provided, the TSP shall also HHH DA, TSPIFE /-, YZEBRAFITEACBER
notify the natural or legal person of the breach of security BB EF 21T 4 OREFFIITEMALS 2 L 2B
or loss of integrity without undue delay. THHDET B, [SHALL]

* REQ-7.9-09 |The TSP's systems shall be monitored including the O [TSP DY RTFLIF, BEOH D EHOMMERFET 5725,

monitoring or regular review of audit logs to identify
evidence of malicious activity implementing automatic
mechanisms to process the audit logs and alert personnel
of possible critical security events.

BENSOERFLEEPNLEBELZED CEEIN, &
BEOSENBTEEBANXLEEALTEEL LY
TA ARV FOFREEEBEEICESEINIIDET S,

[SHALL]
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+ REQ-7.9-10  |The TSP shall address any critical vulnerability not O |TSPIE, TSPALUBIICHALL TW AR WERLIEIIEE KRR
previously addressed by the TSP, within a period of 48 B T B HDET B, [SHALL]
hours after its discovery. F4 EARGMESEM A £ G RIREM O B 2 HSM O BEEE XI5 1

HSMAR Y X = 5 D36 & 7 2 2NER R LT 2 D e F
%o

+ REQ-7.9-11  |For any vulnerability, given the potential impact, the TSP | O [» 5w 235O T, BEMNAFZELZEE L T, TSP

shall [CHOICE]: UTaEDHRCEDL—DBIRT 21D L T 5, [SHALL]

- create and implement a plan to mitigate the -t A BT 2 At A (AL L TRET B,

vulnerability; or -HEREIEIRBIET 2 HEL LWL ETSPAHIMT L /-FRICE DL
- document the factual basis for the TSP's determination RIL%E BT 2,

that the vulnerability does not require remediation. B TSPIE, BENAFZED IR FHAEFHONDIX FEEY{T
EXAMPLE: The TSP can determine that the vulnerability TRVEE, BHEUEBET I2HEN BV EHIKTE S,
does not require remediation when the cost of the EDE LR B HEEEIEIE, CA/Browser ForumD 3y b7 —72
potential impact does not warrant the cost of mitigation. XU T A HARDANICRE SN TN,

NOTE 4: Further recommendations are given in the

+ REQ-7.9-12  |Incident reporting and response procedures shall be O My Ty bORELHIGFIBIZ, £F2UTF4AVTTY
employed in such a way that damage from security M PEEERSIC L 2BENR/NRICIIZ 5N D £ 5 BAET
incidents and malfunctions are minimized. MERAEND LD ET S, [SHALL]

7.10 Collection of evidence 7.10 AELDUNE

REQ-7.10-01  |The TSP shall record and keep accessible for an O |TSP 1x, TSP 0E&= 1Lt x OB AR, TSP 1 &ITH
appropriate period of time, including after the activities of SURBELET—RICET2IRCOBEEBRE. FISEN
the TSP have ceased, all relevant information concerning FHEICH I AR E D BNE L O — B X offkiiE % HER
data issued and received by the TSP, in particular, for the TLEMT, LERL. T/ ERARBAREBICRObDET
purpose of providing evidence in legal proceedings and for %, [SHALL]
the purpose of ensuring continuity of the service. EEHREQ-7.13-05%8 B0z &,

NOTE: See requirement REQ-7.13-05.
In particular: L= hel

+ REQ-7.10-02 |The confidentiality and integrity of current and archived O |—ER0EBRICETZIRES LT —HA TINRBHRD
records concerning operation of services shall be HWE e BRI b D& T 5, [SHALL]
maintained.

+ REQ-7.10-03 |Records concerning the operation of services shall be O |Y—EX0ZERICEY 28kIE. FARSNIBERRICHK -
completely and confidentially archived in accordance with TEENOBBRIZT—HhA 7N DEF %, [SHALL]
disclosed business practices.

+ REQ-7.10-04 |Records concerning the operation of services shall be O | —EXDERICEY 2L 8kIE. ZNFREOENTY—E
made available if required for the purposes of providing ZDIELWEAOGHL A IR 2 BN THERBEICH AR
evidence of the correct operation of the services for the feltesnsdbnE ¥ %, [SHALL]
purpose of legal proceedings.

+ REQ-7.10-05 |The precise time of significant TSP's environmental, key O |EELTSPOREA Ry b BEEARY b, L0770y
management and clock synchronization events shall be JEA Ry FOEEELRKALNRHRINDI EDET S,
recorded. [SHALL]

+ REQ-7.10-06 |The time used to record events as required in the audit O |BEEQTICHERARY FORBERIERINDBRE, D
log shall be synchronized with UTC at least once a day. CEHIRICIEUTCEEENE D ET 5, [SHALL]

+ REQ-7.10-07 |Records concerning services shall be held for a period of | O | —EXICEAT B L8kIE. HEAENTNEZIRMT E70(C
time as appropriate for providing necessary legal evidence B EARE. TSPOFBMRH TBRIAINTLD LB Y ITEEF
and as notified in the TSP's terms and conditions (see Ehdb0ed5(63%5881), [SHALL]
clause 6.3).

+ REQ-7.10-08 |The events shall be logged in a way that they cannot be O M x_v M, REPDELIBANICE S ICHIBR X 72 I3EET

easily deleted or destroyed (except if reliably transferred
to long-term media) within the period of time that they are
required to be held.

EXAMPLE: This can be achieved, for example, through the
use of write-only media, a record of each removable
media used and the use of off-site backup or by parallel
storage of the information at several (e.g. 2 or 3)
independent sites.

ERVWHECEHEEINDI LD ETB(RAAT 4 TICHERICE
REEINBHBEEKRL), [SHALL]

Bl:ohig, 72 ziE BEERAAFEAAT 4 TOER. EHS
NEBYL—NTLAT 4 TORHF. BLUFATYA bty
o7y 7 OER. F7o3E8(7 & 2 IE2D £ 72143 0) DL
LISBRTICH I BIERD /NI LILR P L=V EOFERIC
Lo TEETE S,

7.11 Business co

ntinuity management

7.11 BEBHER
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REQ-7.11-01 The TSP shall define and maintain a continuity plan to O |TSPIt. KERFICERT 2#EtEL2 EEPLV0HIFT L
enact in case of a disaster. DEF %, [SHALL]

REQ-7.11-02 In the event of a disaster, including compromise of a O |MEROFECTSPOZOMD I LTy v ILOREL ED
private signing key or compromise of some other KENFKE LI5S, KEORRFICHALL-LET, BET S
credential of the TSP, operations shall be restored within el (E¥ 2T LOREMA L) IO L TEYREE
the delay established in the continuity plan, having FEREHL. BEHETE® S NEERBRNICOER%1ET
addressed any cause for the disaster which may recur T5HDET D, [SHALL]

(e.g. a security vulnerability) with appropriate remediation FLKEREONA X R DWW TIE, ISO/IEC 27002:2013
measures. % %L E, ISO/IEC 27002:2022 5.29, 8.14%BBD = &,
NOTE 1: See clause 17 of ISO/IEC 27002:2013 [i.3] for E2ZOMBOKFRRICE A=K TRV T T2 TE
guidance in the event of a disaster. B0, TSPOEETELVATLOEELR IV R—F >V FD
NOTE 2: Other disaster situations include failure of critical EENEEND,

components of a TSP's trustworthy system, including

hardware and software.

7.12 TSP termination and termination plans 7.12 TSP O 7T L& T A

REQ-7.12-01 Potential disruptions to subscribers and relying parties O |TSPOY —EREBIEOFEICL ZFAES L ORI LI
shall be minimized as a result of the cessation of the Y BBENDREZHR/ANRICHZA, FICF XM —EX
TSP's services, and in particular continued maintenance DIEREEZIRITT 2 72 O IS BERIGROBEN R RT HIRE
of information required to verify the correctness of trust EhsdbDEF 5, [SHALL]
services shall be provided.

In particular: LT il
+ REQ-7.12-02 |The TSP shall have an up-to-date termination plan. O |TSPIEBRHORTEBEEF>TLWEHDET B,
Before the TSP terminates its services at least the [SHALL]
following procedures apply: TSPHAY —ER AT T 2E1IC, 27 & HREQ-7.12-03H
HREQ-7.12-08 D FIEHAEH S N5,

- REQ-7.12-03 |Before the TSP terminates its services, the TSP shall O |TSPAY —ER %R T T ZH1C. TSPIZLUTICIRT . BA T
inform the following of the termination: all subscribers 2H0ETHTRTCONAELLOTSPL IV E 72137 Dty
and other entities with which the TSP has agreements or DOFEADHELENBERERZATHDIMOIT YT 1 7 4 (IKHL
other form of established relations, among which relying LEH, TSPHLUEEHE AR EOREYRE), [SHALL]
parties, TSPs and relevant authorities such as supervisory
bodies.

- REQ-7.12-04 |Before the TSP terminates its services, the TSP shall O |TSPHAY —E R %R T T ZH1IC. TSPIZOEMYFENHE
make the information of the termination available to other TICEAT2BEREFAATELLSICTRLDET D,
relying parties. [SHALL]

- REQ-7.12-05 |Before the TSP terminates its services, the TSP shall O |TSPHY—ER%ZRTI 2HE1C. TSPIF, PR FH—EX
terminate authorization of all subcontractors to act on F—0 v ORTTALRICEET HEETSPICRb > TE
behalf of the TSP in carrying out any functions relating to TIBITRCOTHRITEREDEREZKRTT 26D ET 5,
the process of issuing trust service tokens. [SHALL]

- REQ-7.12-06 |Before the TSP terminates its services, the TSP shall O |TSPAH —EX % T T 2R1IC, TSP, 20 &5 LlEHR%E
transfer obligations to a reliable party for maintaining all BEELTVWAWT EARIRWEY ., TSPOERDIIM% IR
information necessary to provide evidence of the BT 21DITBERTRTOEREAEBN LR T 8
operation of the TSP for a reasonable period, unless it can BEEECE2LUEHIBEST2HDET 5, [SHALL]
be demonstrated that the TSP does not hold any such
information.

- REQ-7.12-07 |Before the TSP terminates its services, the TSP's private | O |[TSPAZDH —EX KT ZHIC, Ny 77y 7aE—%
keys, including backup copies, shall be destroyed, or BUTSPOMEREIL. MY HINBWELSICTE0HIC, 8
withdrawn from use, in a manner such that the private TCERVWLIBAERTCHEINDMEREINDE D ET
keys cannot be retrieved. %, [SHALL]

- REQ-7.12-08 |Before the TSP terminates its services, where possible O |TSPAY —EREZKRT T 2E1IC, AlEERBA. TSPIXEIFED

TSP should make arrangements to transfer provision of
trust services for its existing customers to another TSP.

BEICHTE SR MY —EXDREEFIDOTSPICBET S
FEEITINETH S, [SHOULD]

13/ 14




FIRMY—EXREEHICHET DK > —8RKEHR

. BEE
e m 3 Ti
AT R oy BEREE

+ REQ-7.12-09 |The TSP shall have an arrangement to cover the costs to | O |TSPId. TSPAMEEE L /=354, £/ 372 DM0ERICLY B
fulfil these minimum requirements in case the TSP NTEREHARWVEAICHA T, WEICET 2 ER0EA
becomes bankrupt or for other reasons is unable to cover SNBHIOHENTHRELRRY . o ORIEEHZHT
the costs by itself, as far as possible within the T OBREHIRY RO EFE DL D ET S, [SHALL]
constraints of applicable legislation regarding bankruptcy.

+ REQ-7.12-10 |The TSP shall state in its practices the provisions made O [TSPIE, H—EZRDETICOWTED bNT-EE% Z DIFE
for termination of service. This shall include: BICHART2H0ET D, TNICEUTAEEN S,

a) notification of affected entities; and [SHALL]
b) where applicable, transferring the TSP's obligations to AFEEZITDI YT 4T 4 ~DEBA,
other parties. b)EL T 2HE. TSPORKICET 2D LUEE~DOBIEE,

« REQ-7.12-11 |The TSP shall maintain or transfer to a reliable party its O |TSPix, ABEEF/AIEIF IR MY —ER =7 v A2 ZLULH
obligations to make available its public key or its trust R, IS EEICHAAERICT 255215350, BT
service tokens to relying parties for a reasonable period. THUEHEICEETLLDET S, [SHALL]

7.13 Compliance 71337 74T VR

REQ-7.13-01 The TSP shall ensure that it operates in a legal and O |TSPIZ, &N DERTEDIAETEETH L #RAT D
trustworthy manner. HDET S, [SHALL]

In particular: L= hel

+ REQ-7.13-02 |The TSP shall provide evidence on how it meets the O [TSPIZ, HARINZEZNEHFZ LD LS ITHZLTWEAIC
applicable legal requirements. BT 2 ARMET 2D E T 5, [SHALL]

+ REQ-7.13-03 |Trust services provided and end user products used in the |O |IRftEh 2 b7 X P —EXRBLVHELY —ERDORFEICE
provision of those services shall be made accessible for Aanszy Fa—¥—-8R1 AERBAICIIEEELT
persons with disabilities, where feasible. JERATEDLSICTEHDET D, [SHALL]

+ REQ-7.13-04 |Applicable standards on accessibility such as ETSIEN 301|O [ETSIEN 301549 D7 /> U 74 ICBT 2 RIEAEEE
549 [i.10] should be taken into account. TBHRETHD, [SHOULD]

+ REQ-7.13-05 |Appropriate technical and organizational measures shall |O [BAT— & OEHFA X ILEERLE, BLOEAT—2D

be taken against unauthorized or unlawful processing of
personal data and against accidental loss or destruction
of, or damage to, personal data.

NOTE 1: TSPs operating in Europe are required to ensure
that personal data is processed in accordance with
Directive 95/46/EC [i.1] until 25 May 2018, and from 25
May 2018 in accordance with Regulation (EU) 2016/679
[i.12] that repeals the Directive 95/46/EC [i.1]. In this
respect, authentication for a service online concerns
processing of only those identification data which are
adequate, relevant and not excessive to grant access to
that service online.

NOTE 2: See ISO/IEC 27701:2019 [i.14] for requirements
and guidance on the extension to 27002 for privacy

BROLMKREITBIER. BEICH LT BNARMNS L
BB EBAE L 25D LT 5, [SHALL]

L BRINTEEAITSTSPIE, 2018558250 £ TS
95/46/ECIZfE > T, 2018F5825H A 5 14164 95/46/EC%
B3 2EURAI2016/679121E > T, BAT — 2P B E D
CEERRIMT DRENHD, TORT, AV FA4>v - -t
ADRFEE, A 74 - b —ERANDT I/ R%EHAT S
fHIEYI T, EEEAH Y BRETRVENT -2 DHD
AR CBIRT B,

F2TTANY —EREED - HD2700203RICE Y 5 B4
ERA X RIZDWTIE, ISO/IEC 27701:2019% SR D
Eo
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