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5.1 Dnta

Zero Trust Target Level

1.1 User Inventiory

1.7 Least Privieged Access

25 Partialy & Fuly Automated Asset
Vaneratsity ana Patch Mgt
26 Uniied Encpoint Management (UEM) & Nole
Device Managerment (VDM

3.1 Applcation hventory

4.1 Duta Catalog
Rk Algnment

3.3 Softw are Risk
Maragement

4.2 0oD Erterprse
Data Governance

1.2 Conditional User Access
1.3 MuRtifactor Authentication

14 Privileged Access Mgmt.
1 e

y nd User
< &

18
¥
1.8 Continuous Authentication

User

1.9 Integrated ICAM Platform
21 Devics laventory

tection and Com pliance
Real Time

Device

Environment

Note: ZT Capabilities in bold font and displayed on the ZT Target
line contain actiities spanning both Target and Advanced ZT

V1.0 as of 10/04/2022
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FY23 FY24 FY25 FY26

FY27 FY28 FY29 FY30 FY31

Ertnrne Ao ard 2

P S Agprowste & STUEA Acatytica P |
P o Aot & LA Aratyics Pt

1.5 identify Federation & User
Credentiaing

= Tamat | sl 7T B = Acvanced 7T

HH#8 : DOD ZT Capability Execution Roadmap (defense.gov)
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2 BEZEOTTINDOTHEREFE] FY26 FY27
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4 1.2 ZHFETIER W= R=ZADEIR 7T R2 FY28 FY29
5 BEDEEIIERT FY30 FY30
6 BROEELIER2 FY31 FY31
7 HERBIRMFA/IDPDE A FY23 FY23
8 EEZ F~H ILFS TR MFAT FY28 FY29
9 1-4 ILFSTIVIMEBMFA2 FY29 FY30
10 AT A ALFEL Y - DHIT FY25 FY26
11 AR >X?L\§)\E4§$§1—ﬂ‘.—®ﬁu‘;}ﬁiz FY26 FY27
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13 D7 WA LAGRENT/IEATIHT2 FY28 FY29
14 HEERIDDS1 TV EIR FY24 FY25
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C2C(Comply-to-Connect)t > TA 7 RICE Fy28 FY29
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FEEDPKI2 FY30 FY30
BEEDRYS —(CLDT /N1 RADIEE FY26 FY27
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47 UEDMEFR(EEIZEY—-ILOEA FY24 FY25
48 2.6 UEMEMDM T )\ AEIRT FY23 FY24
49 o EBT A B2 FY24 FY25
TINAA
50 EDRDBALC2CEDIHE FY24 FY25
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53 7TV —23>E0— ROsER! FY24 FY25
54 31 7T —2a> 4> N) )Y —ADFREEN FY24 FY25
55 Y —2DFBEIE2 FY25 FY27
56 DevSecOpsDYI~I17T77 N)— 1831 FY24 FY25
57 3.2 1T ML ORIFEE S DevSecOpsDYI hI17I77 N)—1E2E2 FY25 FY26
58 | 7oUs—-33>¢D—-s0-k 7T —23>0tF1)7E0- MEEBOBEMET FY27 FY28
59 7T —-23>0tF1U71£0- MEEDBENE2 FY28 FY29
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111 NA0EI A 7—23>DEA FY24 FY25
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Y NI—JERIE 54 319080 X>7—>3> ——
113 JOEAORAI0C T A T3> FY27 FY29
114 X T —HDRE FY26 FY26
115 RS —A >R NDVERY FY23 FY23
116 o HEEO7IE2T0I71) FY24 FY25
6.1 PDPX¥OLINUS —A—T AN —23> —
117 BEotF1UT+T0I71IU1 FY25 FY26
118 BEOtF1UTTOI7M2 FY26 FY27
119 AR B EMEDTH FY23 FY23
120 6.2 JUF( AL TOTAOE L BEREELD—-7J0-D4 FY24 FY26
121 | BEMEEA-TAMN -3 EBEMEET-II0-DiRH2 FY26 FY27
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123 64 Al AIBEMEY—-ILDEA FY26 FY28
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131 | BEMEEA-TAN -3 J—-970-058161 FY23 FY23
132 6.7 SOCEIR¥10 D—-770- 05862 FY23 FY24
134 J—9J0-0584E3 FY28 FY28
135 J—-9J0—-B&nut FY29 FY30
136 FRARICBE S 2iRET FY23 Fy23
137 7.1 £8374v) 007 528k OJt&&E L FY24 FY24
138 07 #&Af FY25 FY25
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145 R=2AFA I &sFETOTrAU> 1 FY27 FY28
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n |
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%1 JIT/JEA(Just-In-Time/Just-Enough-Access) - « - 7 ZZHERERDSNIHARM . M EBRERICHIPRL TH5I32¢&,

%2 UEBA(User and Entity Behavior Analytics)- - « 1—RUTI>T4 T4 DITENDZITV AIERITE), YRIZRHATARIN I B8K4lT. SIEMATFIUT(7FHIANDIT DT —HEIBICRIFS—75 T\
UEBART —ADDH(CRIT S,

%3 UAM(User Access Management)« « + 2T AN 1 —H BUIRI1I T TRBRY—IUTICATERLIICEIRT 3L, IAMEERE.

34 NPE(Non-Person Entity)« - - IDZEIF>TITENT 3. A DI>T17 1. #88. T/\A R, 7TVT -3, [BRREMRENS FNZ.

35 C2C(Comply-to-Connect) - - EBF#EDERRIBE THAN -t F 1T DX EZEHBIIEOIGERETSNTIL—L0-0, [FNA DAL - 5338 . [T N1 ADTTEREIBEHIEL, [TF1UFT1ERY
NI—DEIBOA-T AN —23> |, [ ESRE B SNEIE | D4 DDFHHERF D,

36 SDC(Software Defined Compute)« «  CPUYGPU., XEUREDIE 1-4—HEtE IO BLIZE R HERRFICNERELITVINII7ICL > TEMICHERL TR BT 350 7—+7
DFv,

37 DLP(Data Loss Prevention)- - - #2RIEIRPEET — 42 BBINAFEL. T —IEEICER - (RE T DHEE,

%8 DRM(Digital Rights Management)- « - 77 127 Y DEEIEZ(RE - EIE I D11,

39 PDP(Policy Decision Point)- « - 77 AHINCHEBE SN Z5RIEI>R—K > M)—D, 1—H—IDZEEREEL. 7t A%HFA] I3 F 1T FIvIRA1 VN,

%10 IR(Incident Response) - « * BAN—IREREDTF IUTA1 >3 T > MIRREUIROX .
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Capability FY23 FY24 FY25 FY26 FY28 FY29 FY30 FY31 FY32
1.1 User Inventory Inventory Users |

| App-Based Permission

Per Enterprise
| Rule Based Dynamic Access |

Pt 1

1.2 Conditional User Access

Enterprise Roles and Permissions Pt. 1

Enterprise Roles and Permissions Pt. 2

Organizational MFA/IDP

1.3 Multifactor Authentication — I
(MFA)

Implement System and Mitigate Privileged Users Pt. 1

1.0 User

Implement System and Mitigate Privileged Users Pt. 2

1.4 Privileged Access
Management (PAM) Real time Approvals & JIT/JEA Analytics Pt. 1 —DI

Real time Approvals & JITAJEA Analytics Pt. 2

¢ Organization Identity Life-cycle Management

F N

Enterprise |dentity Life-cycle Management Pt. 1

1.5 ldentify Federation & User
Credentialing Enterprise Identity Life-cycle Management Pt. 2

-4 Enterprise Identity Life-cycle Management Pt. 3

le Implement UEBA and UAM Tooling

16 Be.,hawor.al, Contextual ID' User Activity Monitoring Pt. 1
and Biometrics
|4— User Activity Monitoring Pt. 2
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FY32

Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31

1.7 Least Privileged Access Deny User by Default Policy

Single Authentication
Periodic Authentication

1.8 Continuous Authentication

1.0 User

|<— Enterprise PKI/IDP Pt. 1

1.9 Integrated ICAM Platform En
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
||< Device Health Tool Gap Analysis

2.0 Device

NFE/PKI Device Under

2.1 Device Inventory

Managemen
nterprise |IDP Pt.

2.2 Device Detection and
Compliance

Implement C2C/Compliance Based Network Autherization Pt. 2

Integrate Next Gen AV |
Tools with C2C

| Implement Application |

2.3 Device Authorization w/ Real
Time Inspection

© Entity Activ
| P

Enterprise PKI Pt. 1
Enterprise FKI
Pt.2

Deny Device by |

Managed and Limited BYOD & |OT Support |

2.4 Remote Access

Managed and Full BYOD & IOT Support Pt. 1
Managed and Full BYOD & 10T
‘Support Pt. 2

2.5 Partially & Fully Automated

Implement Asset, Vulnerability and Patch Management Tools

Asset, Vulnerability and Patch [
Management

15
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
3 2 6 Unified Endpoint I: Implement UEDM or equivalent Tools
3 Management (U EM) & Mobile % Enterprise Device Management Pt. 1
g Device Management (MDM) I: Enterprise Device Management Pt. 2
o Implement Endpoint Detection & Response (EDR) Tools & Integrate w / C2C

2.7 Endpoint & Extended
Detection & Response (EDR &
XDR)

Implement Extended Detection & Response (XDR) & Integrate w / C2C Pt. 1
Implement Extended Detection & Response (XDR) & Integrate w /C2C Pt. 2




\

PAUNEBBEOTOMSAMRERRATS1-) - PIVT—-33>¢0-/0-R SEER2

L W
57 /A/ A\ —_ e B o ~w _ \ A
7 XUNEGFEOTONANERAT 1)L (FL T OED,
L]
Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
< Application / Code Identification
3.1 Application Inventory Resource Authorization Pt. 1
Resource Authorization Pt. 2 |

< 44 uild DevSecOps Software Factory Pt.
2 -I Build DevSecOps Soft Factory Pt. 1
(=} le ;
= 3.2 Secure Software | I Build DevSecOps Software Factory Pt. 2
[ .
é Development & Integration Automate Application Security & Code Remediation Pt. 1 —>|
= Automate Application Security & Code Remediation Pt. 2
C
© Approved Binaries / Code |
c
e . <& Vulnerability Management Program Pt. 1
| 3.3 Software Risk Management I —
o | Vulnherability Management Program Pt. 2
= Te - e
é% | nd Continual Validation
o SDC Resource Authorization Pt. 1
© SDC Resource Authorization Pt. 2

3.4 Resource Authorization & = ) — N

. nrich Attributes for Resource Authorization Pt. 1 »
Integration
Enrich Attributes for Resource Authorization Pt. 2 P
3.5 Continuous Monitoring and Continuous Authorization to Operate (ATO) Pt. 1
Ongoing Authorizations Continuous Authorization to Operate (ATO) Pt. 2 B |
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
4.1 Data Catalog Risk Alignment Data Analysis |
I: Define Data Tagging Standards
4.2 DoD Enterprise Data B N
G * Interoperability Standards
overnance 1
< Develop Software Defined Storage (SDS) Policy

Implement Data Tagging & Classification Tools

e

Manual Data Tagging Ft. 1

Manual Data Tagging

P2

4.3 Data Labeling and Tagging
Automated Data Tagging & Support Pt. 1

Autemated Data Tagging & Suppert Pt. 2

DLP Enforcement Point Logging and Analysis

4.0 Data

DRM Enforcement Point Logging and Analysis

File Activity Monitoring Pt. 1

F 3

4.4 Data Monitoring and Sensing

File Activity Monitoring Pt. 2

Database Activity Monitoring

Comprehensive Data Activity Monitoring

Implement DRM and Protection Tools Pt. 1

F 3

Implement DRM and Protection Tools Pt. 2

4.5 Data Encryptlon & nghts DRM Enforcement via Data Tags and Analytics Pt. 1

Management

DRM Enforcement via Data Tags and Analytics Pt. 2

DRM Enforcement via Data Tags and Analytics Pt. 3
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
| Implement Enforcement Foints

4.6 Data Loss Prevention (DLP)

DLP Enforcement via Data Tags and Analytics Pt. 1

DLP Enforcement via Data Tags and Analytics Pt. 2

DLP Enforcement via Data Tags and Analytics Pt. 3

Integrate DAAS Access w/SDS Policy Pt. 1

&

Integrate DAAS Access w/SDS Policy Pt. 2

4.0 Data

Integrate DAAS Access w/SDS Policy Pt. 3

4.7 Data Access Control

Integrate SDS Solution(s) and Policy with Enterprise IDP Pt. 1

Integrate SDS Solution(s) and Policy with Enterprise IDP Pt. 2

Implement SDS Tool and/or integrate with DRM Tool Pt. 1

Implement SDS Tool and/or integrate with DRM Tool Pt. 2

19
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
i < Define Granular Control Access Rules & Policies Pt. 1
+— 5.1 Data Flow Mapping 1. : .
S ¢ Define Granular Control Access Rules & Policies Pt. 2
E I: Define SDN APls
g | Implement SDN Programmable Infrastructure
= s i
LICJ ?é%ﬁ?ftware Defined Networklng | I: Segment Flows into Control, Management, and Data Planes
o -
o
S
E Y I: Datacenter Macro Segmentation
g 5.3 Macro Segmentation | 1 )
|< B/C/P/S Macro Segmentation
o
Lo | 4 Implement Micro segmentation

5.4 Micro Segmentation

Application & Device Micro segmentation

\\'Jd— Process Micro segmentation

Protect Data In Transit
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Capability FY23 FY24 FY25 FY26 FY27 FY28 FY29 FY30 FY31 FY32
I: Policy Inventory & Development
. - . - I‘ H H
8.1 Policy Decision Point {(PDP) | [« Organization Access Profile
& Policy Orchestration | Enterprise Security Profile Pt. 1
Enterprise Security Profile Pt. 2
= | : :
ot Task Automation Analysis
o I~
g 8.2 Critical Process Automation I Enterprise Integration & Workflow Provisioning Pt. 1
ﬁ Enterprise Integration & Workflow Provisioning Pt. 2
-
g 6.3 Machine Learning = Implement Data Tagging & Classification ML Tools
o5 . . : Implement Al Automation Tools
c 6.4 Artificial Intelligence = S =
o Al Driven by Analytics decides A8O Modifications
L emmt]
g ||< Response Automation Analysis
o 6.5 Security Orchestration, L. - —
- : “ mplemen ools
3 Automation & Response (SOAR) ] 3
g_ Implement Flaybooks
&D :: Tool Compliance Analysis
6.6 API Standardization + Standardized AP/ Calls & Schemas Pt. 1
I: Standardized API Calls & Schemas Pt. 2
I+ Workflow Enrichment Pt. 1
. . le :
6.7 Security Operation Center ‘ [* Workflow Enrichment Pt. 2
(SOC) & Incident Response (IR) Workflow Enrichment Pt. 3
Automated Workflow
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7.0 Visibility & Analytics

Capability

FY23

FY25

FY29

FY30

FY31 FY32

7.1 Log All Traffic (Network,
Data, Apps, Users)

Log Parsing

Scale Considerations

Log Analysis

7.2 Security Information and
Event Management (SIEM)

I

Threat Alerting Pt. 3

Asset D & Asset Correlation

Threat Alerting Pt. 1

User/Device Baselines

7.3 Common Security and Risk
Analytics

Implement Analytics Tools

Establish User Baseline Behavior

7.4 User and Entity Behavior
Analytics (UEBA)

Baseline & Profiling Pt. 1

UEBA Baseline Support Pt. 1
UEBA Baseline Support Pt. 2

7.5 Threat Intelligence
Integration

F 3

7.6 Automated Dynamic Policies

Al-enabled Network Access

Cyber Threat Intelligence Program Pt. 1
Cyber Threat Intelligence Program Pt. 2

Al-enabled Dynamic Access Control




