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EROEIR : NISTICZE [T B Federationd 7 AL R
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9, I1dP & RP A Trust Agreement DFFFEICEET 5. ChIFZERBMEETHLRLW,
A=V ) T4 DEFEICLIZEHMEEOEBECEILUEEFTBL-ZEEICLSDEDTE
KW CDRTYTR2DD VAT LIERT 5-ODRVDIFRELED. VI IR ML
VRRTEBNTA—BFXZDARTY TTHEILEINS. ED Attribute BFTEDRP E KV
Subscriber [CDWTHRENAHDDFMMICDOWLWTOREL, LIBEORT—UITEEEINDS
1 H5.

RIZ,IdP £ RPIXT A PO LA TEBREREMILT 5718 Registration Z175. Th
[CEYLEERTHERA LT TICKBAGELE LD RPUDAT Y TTIIEKHAIETRT
R SO—RENTHONBED, COXTw TTIEIAP & RP 7R 9 Credential & &K UVERIFD
FEIMNIThNd. ThiZ kY Federation Protocol Z L TaA I a =4 —2 3 UNAIEEE S
B. ZDARAT—E Subscriber MRPICAT A U L&D ETHRICERTAH_ELHBL,
Subscriber M RP [Zxf L TIdP ZF|HT 5L IFHITLIBERELTERINL L HD.

RIZ,1dP & RP I Subscriber & Authenticate 3% 7= & Federation Transaction =3 %
CEFRTETSH.CO—Ir&E LT, IAP & RP [XZE% Transaction |28 LN T Subscriber [ZBET
5 ED Attribute DX 1P IS RP [T EN BN EFRET D. CORTY TITEITHREIL, &
DR T v T THEIL STz Trust Agreement &,2DODA Ty TTHEILISNE=RPE LY
IdP @ Identity ICED WL TiThh 3.

B=12I(Z, Subscriber (& IdP IZ%t L T Authenticate L, % ® Authentication £ X F DFERH
2y FJ—2 %S LTRPIZ Assertion & LTIRREND.RP X IdP MSIBTREIN=ZD
Assertion Z4LI8 L, Subscriber & M [Z Authenticated Session Z LT 5.

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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SZEROTEIIR : NIST FALORequirements

Requirements FAL3 FAL2 FAL1

Cryptographic Verifiability
Federation Protocol [ZTHE LNTIRBTRENT= Assertion BY, TFNZEFHITLI=EHED IdP ZEBHR]EETH Y, Requi : :

) . . . o LS ez SO s, = B e _ equired Required Required
Z DREE R % Digital Signature ¥° MAC 72 E DIE B IHIIA D X LICK YIREEAIEETH S &. F 1=
RPIZ&K D THE Assertion R E SNV BESNTWEWI EFRIETESH L.
Audience Restriction
Federation Protocol [ZH LN TIRR &= Assertion 2N, $FED RP [IZFIIFTI=£ D TH Y, Zi% RP Required Required Required
MY 2% Assertion D Audience ZHREFR[EETH D Z &.
Injection Protection
Attacker H¥ 2 5% Federation Transaction Y 2 T X ;4 TH 1= Assertion IR LT B LS5 K Required Required | Recommended
Attack [Zxt L T, RP W E L {REXREFHF D &,
Trust Agreement
IdP & RP A, WA & B2, LEX Subscriber ZHEZRPICAT A 2 B 51812254 Federation Static Static Dynamic or
Transaction [CSMNFT S EITEET H &, CNIEm/N—T 4 —BOFEFOFHNLEEEIZELS Static
EEHAHL, UZBEEEZE>THREMNICEELI-EALEINEZEEHS.
Registration 5 _ 5 _
IdP & RP WHEIZCESDHEANFEX—TYTILEREEL, TN LED Federation Transaction Static ygizi'cc or ygia"t’i'cc or
A T Assertion 2 Artifact @ Verification ICEHWA Z EMTEELSIZTBHI L.
Presentation\ ‘ . Assertion and Bearer Bearer
Assertion NN F 1L EB{A T RP IZ (Bearer Assertion & L Q) IBTmR &t 1= Y, Subscriber A 1219 % Bound Assertion Assertion

Authenticator E$t DT - TIRRSN-UT 5 &.

Authenticator

Hi B : NIST SP 800-63 Digital Identity Guidelines (EHERkR) (openid-foundation-japan.github.io)
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7% : NIST FALLD E &

Requirements

FALL TI&, IdP WVERLY B Assertion [E Sec. 6 D AT L HEM Tl SRIXAE S0 (SHALL). Ch o DEHIZIZ, 1dP A Approved
Cryptography Z ALV T Assertion DIARIZEBRZ ZHET Z &2k B, Attacker H 15 D Assertion E S L MAEICH T HRERNETENS.RP
(X, Sec. 6 128D &£ 512, Assertion =2 (THL o =R IEF DR Integrity (2 M) ZRREEL, ThAEFLI-ERZEREELE=EDTHS
C & TR EAIEZE 5720 (SHALL).

FALL [ZH [+ 5 Assertion [E£2 T, $FE D RP (Bf) 2% 9 5 Audience Restriction HViE & A7k (T4 IE£ 7L 5 37 (SHALL), RP H¥ 25 5% Assertion O
Audience [CEBMNEEN TS Z & #iERE4ald 75 5 %L (SHALL). IdP (&, Approved Cryptography [C K A EZ R UHEZ AN THK
Assertion Z{RE L, B RPEZSLE2TD Assertion TEEMNIAP ITHE YT EFFT ZEMNTELNE S (TE4IEL 540N (SHALL). Assertion /3
Asymmetric Key % Fi L\7= Digital Signature IC & Y RE SN TULVSIHEE I, 1dP [X[F L Public & Private Key R 7 ZFAWNTHEBMD RP [Z[ T T
Assertion [ZE & #1725 THERLY (MAY). IdP [&, HTTPS TR & 1= well-known location ZFALVNS 7 &, HREERIREZ iz TH B D Public Key &
NB L TH KLY (MAY). Assertion HY Shared Secret & FA UL =84+ & Message Authentication Code (MAC) IZK W IRE I N TWSIEEI(EL, 1dP &
RP #2275 5 Shared Secret & A LVE IFIE AL 542 LY (SHALL).

FAL1 T (X IdP-RP &M Trust Agreement [EFE £ 12 Dynamic [ZHEIL L 5 % (MAY). {5l Z |E, Subscriber AY RP [Zxf L TEIBIIZ 1dP Z:EIR - FEE L,
RP & IdP D/XT A —%A % Discovery ICK UG LB E Z IdP ITEEET S5 & L AIBET $H . IdP [& Subscriber [ZxF L T E D Attribute Z{a]D

BRITRP[CIRTT HANEEIRIESD. 25 WLV o =6ITIE, IdP-RP A D E3ERA1R (X5T LI Subscriber DERE L VITENIC K Y EFESINDB. I
$ FAL1 T3 Static % Trust Agreement &5 & U Registration MAIBETH S Z & ITHFE.

BETE D Federation Protocol Tl&, FAL1 (& OpenID Connect Implicit Client '8 2 7 A JL [OIDC-Implicit], OpenID Connect Hybrid Client 70 27 7 A
JL [0IDC], ;B hN#EEE7E L 0D SAML Web SSO '8 7 7 4 JL [SAML-WebSSO] % EC X Y RERRETH . b DT 0O T 7 A LTI, Assertion
(X1dP IZK UER SN, RP (EEBL SN 1= Assertion DABIZK YIBESIN .

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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2% : NISTFALZDEH

Requirements

FALLIZH T AEHEIE, CCTCTLYBEELZWLEEIZA—/N—Z4 FSNLGLEYE2TFALR THROH LN S.

FAL2 Tl& Assertion (& Attacker [Z & B Injection Attack 7 558 E [ZIRE SN DLEMNH S (SHALL). C DEHZiHT-91=8IZI1F, Assertion [E
Sec. 7.1 128 % & 5 [Z, OpenlID Connect Basic Client 78 7 7 4 JL [OIDC-Basic] % & Z ALV T, Back-Channel TIRTREN BN ETdHH (SHOULD).
CDIRTAETIL RPIXT > 2 A LT3 Assertion Reference Z F LN T IdP D 5 B Assertion ZE1§9 5. i€ o T Attacker TN ET7 U7 £ X R

14 > b %38 L T Assertion Z Inject 5 Z &I TEELN. Sec. 7.2 D & 5 % Front-Channel [Z & 5187~ T, RP [LIENAD Injection Protection %
EELEFNIEL 540N (SHALL).

Assertion DIZRAED IR Z 814>, Injection Attack (X Federation Transaction ZEIZ1dP M5 TIXE K RPALRIBT A Z ETHSCI E D
TE5. ChIZ&Y,RPIZENF Eh B Assertion % 3 B Session FIZE LV T Subscriber HBAIA LI ED Y IV TR M ER DT B EMTE
5.

FAL2 TIZ, IdP-RP I D Trust Agreement & Static [CHEIL SN TR 540N (SHALL). Z #LIZIE RP [ZIRRATREZS Attribute R U Z D FIE B
BIDHIRDHEIL £ E L. Trust Agreement |& IdP-RP 0D — & 8] (Bilateral) THEIL T A Z & £ TE 5 L (MAY), Z3E T8 (Multilateral) T® Federation
IN— b F—=2 9 TENLTHEILT B EEHTESD (MAY).RPE IdP HAEITHFICHEILIE D Trust Agreement % SEBARIHE T d L[, Registration
(& Dynamic T¥H &L\ (MAY). D & 5 % EEBAA %I Federation Protocol [Z & Y 4% Tdh B M, Software Attestation (D327 +° Trusted Domain £
D URL DEBERFFAAT L L ENFHE L TETFLONS.

BFHMEET B 1dP ) S b FAL2 TO Authentication ZI2#t9 3 IdP (X, Assertion DE L R UKES1LIZHAL S8 % [FIPS140] Level 1 B L UF
NUEDFERICKYRELZITNIXAD S 4L (SHALL).

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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£% : NISTFAL3SDEH

Requirements

FALLE XU FAR 12T D EHIE, CCTEYBHELZVWLEBEIZA—/N\—Z4 FSNLBWEYETFALB THRO LN S.

FAL3 Tl Subscriber [X Assertion [Z1 2 T Authenticator % Direct [Z RP [Z327R9 5 Z & T Authenticate €42 (X745 57450y (SHALL). Z Z THLULY
515 Authenticator [ Bound Authenticator & £ FEIEM, Sec. 6.1.2 [T 1b S 5. 4§l Z [L Subscriber A IdP & RP MDH] T Federation IZ& 5 0
D470 RE=EHT BI5E, RP I Subscriber [Z RP Subscriber Account [Z#/ D < Bound Authenticator DI~ Z{€9 . FAL3 TIRTmah b
Bound Authenticator [& Subscriber A% IdP [Z Authenticate 9~ AFEIZFLY 5 L B Authenticator & F— TH S HEILZE LY. Assertion [& RP AY
Subscriber Zi BT AERICAHAWLNS N BH, FDFEEIZ Bound Authenticator [FAT A4 2 L&D E LTS HEEEN Assertion ITK YRl SN S
Subscriber THBE VNI EWMEEZ S5 Z 5. 758, Subscriber A Bound Authenticator Z FA LY T Authenticate L, RP AV E% Authenticator AV1E L
< &E% Assertion HY7R 3 RP Subscriber Account [T D UWNT WA Z EZRIT A E T, FABBMNER SN D Z £ &AL

FAL3 TIZ, IdP-RP D Trust Agreement & & T Registration (& Static [CHEIL SN AL TALIEAE 540 (SHALL). £HEF(CE ST, HBAIZHAWS
NBF—T T TILE KU Federation /3T A —4A (RP IZIE(E S D Attribute 1) X b FET) (X, Federation 12 & % Authentication 70+ X
EHEEIZEE SN TULERIFNIEE S 450N (SHALL). Federation [Z & % Authentication A XADHP TEIET REEH Z S HIZHIRT 35481
(X, BIBIZREDE SN T H KLY (MAY). (e.g., Trust Agreement TRE SNTz/ATA—=RIZIEEENTULVS H DD Email Address Z AR L 1=
KIEWEETGE)

FAL3 T® Authentication Z 19 % I1dP (X, Assertion DE R R UVIESILIZHA LS8 % [FIPS140] Level 1 B XUV ZEFNULEDFEICK Y IREL
T T IE AR 5 7R LY (SHALL).

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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B : Assertion|Z & & B Attribute D E 4

Requirements

2T D Assertion IZIZLLT D Attribute ZE 851 M &3 5 (SHALL).

Subject Identifier: Assertion K348 LR ZHFEFH (i.e., Subscriber) M &k Al F

Issuer Identifier: Assertion 1T (i.e., IdP) DA F

Audience Identifier: Assertion ZF|H3 2 Z ENEEINT=HEE (i.e., RP) DEAIF

Issuance Time: IdP /% Assertion ZFITLI=BZNERT I A LRFZ VT

Validity Time Window: = D #if&] % 8 Z T RP A\ Subscriber % Authentication 3°% EBJ T Assertion ZHHGEL D E L TZIHANS
Z E DL (SHALLNOT) & 59 #ifE. SMIXEF Assertion DEEARZ 1 LR A TEWSH Tlssuance F A4 LR AT
EHITEABNS.

Assertion Identifier: 235% Assertion Z— & (2T H{E T, LWEFZ A LLBID Assertion Z Replay T 5 &[T 5B THIAS
ns.

Signature: Digital Signature %% LY L [& Message Authentication Code (MAC). IdP [Z#R D LN =8B D i Bl 75 Public Key & & &, Assertion
EREREHhN—TFT5L0.

Authentication Time: IdP A Ex 12 (R BE T H (L) EHE Authentication £ N2 k%@ L T Subscriber DFEER Z 1T > =%~
THEALREZ VT,

IAL: Assertion H3¥§ L 7R3 Subscriber Account @ IAL ZR 98, LN LWLV B IALEBASE SN LN £ E2RT{E.

AAL: IdP /¥ Subscriber % Authenticate L 7=[&® AAL ZR9{E, UL LIZULIVDIVE S AAL HEEBAE SN & ERTHE.

FAL: Assertion D$§ L 7R 9 Federation AL XIZHE LT IdP ANERT 5 FAL T {E.

Sec. 6.1.2 |23 @D & 5 2 Assertion A’ FAL3 T Bound Authenticator & & HLIZHWWO N BIBE, Assertion (FLLTZEL1NDET S
(SHALL).

Authenticator Binding: Public Key, 2D 33l F, F D th® Subscriber A {R$E 9 5 Bound Authenticator (IdP N EE T 5+ D) DFHAIF,
ULy LIE RP AAEIEF 5 Bound Authenticator HY Assertion I REEICER SN B &I {E.

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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CERZVEEZEVLER

NIST SP 800-63C-4 B X

CERZEVEEEEVLERR

4 Federation
Assurance
Level (FAL)

4.1.
4.2.
4.3.
4.4.

Federation Assurance Level 1 (FAL1)
Federation Assurance Level 2 (FAL2)
Federation Assurance Level 3 (FAL3)
Requesting and Processing xALs

NISTFALOREFZRKANERHA KA VIZFDFFRY
ADBIDM, BE - REITREFZLITEH
LLTOHES@~@ Ik YFHlEER)

5 Federation

5.1.
5.2.
5.3.
5.4.
5.5.
5.6.

5.7.

Trust Agreements

Registration

Authentication and Attribute Disclosure

RP Subscriber Accounts

Privacy Requirements

Reauthentication and Session Requirements in
Federated Environments

Shared Signaling

OB FTFOERANERSHA K54 > & LT, Dynamic Trust
Agreement.” Dynamic Registration(& A ZE 7L D H

@E&W@Zﬁkﬁﬁﬁﬂﬁ’( k>4 > & LT, Shared
SignalingDREIIMEL DL, BHIAIXESHRETA
=h

6 Assertion

6.1.
6.2.
6.3.

Assertion Binding
Assertion Protection
Identity APIs

7 Assertion
Presentation

7.1.
7.2.
7.3.

Back-Channel Presentation
Front-Channel Presentation
Protecting Information

@ NISTFAL3 TR ® 5N D Bound Authenticatorl&, BIFFD
RKANERTIEEDK DG T —ATREIZZ DD

Z Dt =A%

O =i, KAAFHERHA KSA4 UADIRY AFHIZH
f-oT. EQESLEAZEEM&ESTANEN




5 Federation

OBFOERANERTA KSA420&LT

Dynamic Trust Agreement.” Dynamic Registration(X W ZE 75 D) H

s BUAFDIIPMEBRIEEL LICRPEDEEZRIBT 57 —RIFBEI NGO TG LD,
« KANWERAA |~7'f VIZHERYIALFRIZIE. Trust Agreement ¥ Registration ¥ StaticF Hilfg & RN TIXAE LAY,

Transaction A T Assertion 42 Artifact @ Verification ICRAWNA Z EMTEBH L SHIZT S
.

Requirements FAL3 FAL2 FAL1
Trust Agreement

ldP & RPAY, A & £ 12, Z5% Subscriber ZHEZRPICOT A > S 51-8HIZHEL

Federation Transaction [TEMMT A EICEET A . CNIEM/NN—T 4 —BIOFEFID Static Static Dynamic or Static
BUGERIZESZELHDL, éaﬁ?&‘f;ué?#ofﬂﬁikﬂﬁl_A% Liz&HaEnd

EHH5.

Registration

dP t RP 75§$EE': E E'@;gjzﬁ]% & :F_-? 7Y 7)[/%&:*@ L” %*LL'LIZ%@ Federation Static Dynamic or Static Dynamic or Static

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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2% : Trust Agreement|Z DLV T

5.1. Trust Agreements & Y — &3k #%

Trust Agreement TIE, U TDINTGA—F ZHET T 5 & &9 5 (SHALL).
« 1dP AYRP IZxf L THIRTE % Attribute D ') X +
« IdP Y Assertion Z & Bk T & 5 Subscriber Account D £ EE[H
« RPAUHYIXRIY S Attribute D) R b (IdP ARP [T L TRHATRTESUR MDY TEY K)
« RPAUY IR MY SE Attribute ITDWNTZDFIFEBER
*  Subscriber Attribute MBATRIZCH D S EBRIRTED E 75 % & 5 Authorized Party
*  Subscriber % RP IZBHR &t 5 Attribute IZDULNTHI S FEX
« 1P AMEHL 5 % xAL
* RPAWMELT B xAL

Trust Agreement [ Static ICHEIL S5 Z & &AL Dynamic [CHET SN D Z & £ $H . Static Trust Agreement DFEILIZH LVNTIL, WA IZH
FINIZEY EFNEEVEHFIZTONT, EMNBVLIEEBICE DN =8EMN I B. Static Trust Agreement D/ A —4F [E, BEEEIC

ST E5EHFEEH (AP PORP DA RL—4F —OFLE Y B Subscriber 22 1) IR SNE FIEXA S ALY (SHALL).

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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5 Federation

2% : Registration|[Z DL\ T

5.2.1. Manual Registration

Manual Registration & T JL TI[Z, Subscriber D59 %

BT, IdP & RPDARL—2 A FEHTHAEERIN S

SNAHHBEFICET HHTEIFEE,RZ Provisioning 3 5.
(FPEZ)

Federation BERIELIZCH LTI, BIF SN FARFIHEL

IAL, AAL IZBES B/N\T A — 2 ZHEIL LG [TNIE R 57

L) (SHALL).

5.2.2. Dynamic Registration

Federation @ Dynamic Registration & T JL TIZ,
Transaction E4TEFIZ Federation A > /\—EDEA{RER U
ROBITHONDZELHD. COTOERDEMNTT,
IdP & RP [& Manual Registration (See Sec.5.2.1) [Tk U F
HCTEARETEEI S ELSHEREERT S &L HHEE
T & 5. Dynamic Registration 9 7/R— +9 5 IdP [ZB &
D % FE 1E#R (Dynamic Registration Endpoint ZF) AT E7: R
YL RTLEBEOEEZWVHEL LGV TLRET S
— & (SHALL).

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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5 Federation

OBFOEANERHA FSAVELT,
Shared SignalingDEE(INHELZDH, BHAFESKRET REH

s MIFDITHRFEHERITOHA K54 > & LT, SharedSignalingDERZE Y ALREN?2BFNIEES T REM?

« REEDREDT=-8. Shared SignalingZiEHIREER (AYy FOREN) | BXEAIXREFER (TAUy b, 5

SFIE) ODFNFhITDOWT, TERZULVELEEREL,

IdP [& Subscriber Account ICEA T DK S BEBENE LR, ST FILEFED Z EMNTES (MAY).

Account H® Terminate & fv7=.
Account NMEE SN H 5.

LC7-.
e Account IZERIND B IAL AALZEWLNLIX FAL DEHICEENE L T-.

RP & RP Subscriber Account ICEA T DK S BEBRELIIR, ST FILEED Z ENTES (MAY).

Account H\ Terminate & 7=.

Account WMEE SNT=ENHH 5.

RP MEIE 9 % Bound Authenticator AV BN S uf=.
RP MEIE 9 5 Bound Authenticator MNEIFR S 1=

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)

Federated Identifier LL4}+ @ 38 All F (Email Address, Certificate CN Z5) Z (& U 8 & 9% Account O Attribute [TZEE N4
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5 Federation

2% : Shared Signaling|ZB89 5 E 3R

Section

Requirements

5.4.2. Attribute
Synchronization

IdP [& RP [Z$2 4 L 7= Subscriber Account @ Attribute [CEFI M H =15 E, RPIZS T FILEE B R ETH S (SHOULD).
Z M, Sec. 5.7 M Shared Signaling %> Sec. 5.4.3 @ Provisioning APl ZF|FA L 1=V, Assertion [C2 T FILEEH TR
95 (BEET B Attribute DREEFHARFZESHT-YU,RPIZCBEED X v v LV ahHIRUINIZ L HIBTT 2 FERZFIRHE L
U)aEDHETEERUETHS.

IdP [& Subscriber Account A’ Terminate & 417z Y Subscriber Account A3 D RP ~@ Access ME{E S =B H, RP IZ
T FINEEDBRETHS (SHOULD). Z i, Sec. 5.7 M Shared Signaling 42 Sec. 5.4.3 @ Provisioning APl 1& £ D A%
TEHAETHD. COVTFILEZITE - 1=158E, RP IX RP Subscriber Account % Terminate &, RP Subscriber
Account [ZBEE 9 52 T D personal information ZHIFRERIEA 54 0Y (SHALL). =2 LEEDOEX 1) 70 BT
BLEINDEEZEMRL<.

5.5. Privacy
Requirements

IdP (&, Sec. 5.7 IZ 3 % Shared Signaling Z FAL\T, Subscriber Account @ Terminate <4 7 )L & 2% Subscriber Account
[Z#f D L\ f= Federated Identifier @ Provisioning &3 (T71=RP [CiIX B X ET#H S (SHOULD). AP NS5 Z DT FIL &=
[7HY > 7= RP [& RP Subscriber Account & Terminate L, 24&% RP Subscriber Account [ZEE:E 9 %2 T Personal
Information ZHI& LA (T 54U (SHALL). 7= LEBEYPEX 1) T B TR E L SNBIGEEZERL<.

6.1.2.2. RP-
Managed Bound
Authenticators

RPIE, LLTDESHA4 Ry FAFAE L =X, Out-of-band %% FE& T Subscriber [Z38%0 L (SHALL), 1dP [Z % Shared
Signaling &> A T (Sec. 5.7 SHB) B L TEHMZEITONETHH (SHOULD).

o  $1-7% Authenticator A RP Subscriber Account IZERD I+ 5 1-.
« BE7F D Bound Authenticator A% RP Subscriber Account H 5 #{T (TEEFR S 1 f-.

Hi B8 : NIST SP 800-63 Digital Identity Guidelines (313RkR) (openid-foundation-japan.github.io)
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6 Assertion

€ NIST FAL3 TR & 5 11 S Bound Authenticatorld,
BRODEAANERTIIEDL S LBTr—RATRHREIZH S M

 Bound Authenticatorld, BFDITHFHRIZCEVWTERFRNICED LS LEBREZBE L TEHEREAT HARENHLIH.

Requirements FAL3 FAL2 FAL1

Presentation
Assertion M\ F 1L EL{K T RP IZ (Bearer Assertion & L T)IBTR &= Y, Subscriber A2 Assiﬁli::t?fa,?:rund Bearer Assertion Bearer Assertion
;=9 5 Authenticator Lt DT TIRT"ENV T BHZ &.

( /
Primary &/
Authenticator

6.1.2. Bound Authenticators

Bound Authenticator & (& Subscriber AY Assertion & & (2 RP 2129 % Wy,
Authenticator T# %. RP [Z Bound Authenticator #{R#F L TUL % C & #5518, oy,
Subscriber (& Assertion MIE X% Subject THAHE WS L EZ—EDHEEZHF > TIL Q e
Big 5. ShIZ&k Y, Attacker [& Assertion 120 2 Bound Authenticator % FFEY - 2R3 Siismniiber g

- Authenticator ID

5 ENMEIZL B T8, Attacker HY Subscriber [8] [T (2547 & v 1= Assertion % FEER
LTHIAT A EIFTEYH#IZI S, =52 Bound Authenticator (3837 L 7=
Authentication [ZC& YU RP ZFEHL LLIFBRESh= AP NS {RET 5.

VoS)

Bound
Authenticator

Figure 9. IdP-Managed Bound Authenticators
Hi B : NIST SP 800-63 Digital Identity Guidelines (EHERkR) (openid-foundation-japan.github.io)
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