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All data sources and Access to individual The enterprise' moni.tors and . The enterprise collects as much =
computing services are enterprise resources is measures the integrity and security  information as possible about the
considered resources (:éféé granted on a per-session posture of all owned and current state of assets, network
& ' - associated assets? (B8, 07 5L infrastructure (BEEEIE, T2V BEDIEE
&m) @ basis FotasE) @ S0un) © 7 © i [0)
. . . Access to resources is icati
All communication is secured © ' 0 : All Les‘?urc,e aUthe(;‘t'Cat"?” ar:jd L o
regardless of network e Fermlne y dynamic authorization are dynamic and FIGNTATITATAD
. . - - policy— strictly enforced before access is ts3m
location (RYRT-T1RE) ® (=i @ allowed. (IDE®) [0} = @
Know your architecture including users, - . = . . .
devicez services and data g Use policies to authorise requests (82~ Don't trust any network, including your - e
(féfé"%ﬂ) @ :b @ own (RyRD-71%#) ® AP NERY Y-

Authenticate and authorise

Know your user, service and device Choose services which have been
identities (IDEE) [0} everywheri designed for zero trust (&@FEE) (@
(3L, IDEE) @ BEDIRRERERR
Assess user behaviour, service and Focus your monitoring on users, devices @
device health (77t #IfH) @ andservices (B&R. 07, T25UY7) @
Identity: Agency staff use enterprise-managed ) Data: Agencies are on a clear, shared path to deploy RYRI-J1RE
. ol . X Networks: Agencies encrypt all DNS requests protections that make use of thorough data
identities to access the applications they use in L . - o . X
. S . and HTTP traffic within their environment, and categorization. Agencies are taking advantage of
their work. Phishing-resistant MFA protects . . . loud . ; . hei
SQITT  those personnel from sophisticated online begin executing a Fl)landto break down their c ou't‘secctjjr:cy ser(\jnf]es to molnltor ?ciess to their
erimeters into isolated environments. sensitive data, and have Implementazaniatas 2o
attacks. - --- . - wide logging and information sharl- --- ESfRsR b & AI4R1L
Devices: The Federal Government has a Applications and Workloads: Agencies treat all -
complete inventory of every device it operates applications as internet-connected, routinely
and authorizes for Government use, and can subject their applications to rigorous empirical YOrSAMAEIFICFESN
prevent, detect, and respond to incidents an testing, and welcome external vulnerahilitv EH-PAEE

those devices. -- reports.
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NIST SP 800-207*! NCSC Zero trust architecture design principles *2

BL—MHENISToYO S X NREIOAA K54,

NCSCicH T3+ R T X FTKRIFH!

Zero trust architecture design
principles

Eight principles to help you to implement your own zero trust network architecture
in an enterprise environment.

sssss

PAGE2OF10

Introduction to Zero Trust

A zoro trust architecture is an approach to system design where inherent trust in
the net rk is d.

sumed hostile and each access request is verified, based on an

US CISA/ Gov (M-22-9) ™3 OFFICE OF MANAGEMENT AND BUDGET *

CISAAETE LA SR MRRAEETIL

B CISAOY O SR MRAEETILETICRTLA-EO LS
R EREE

t2unT o1eS P ———— o
IsboM vytituisM
Ne

*1: P K[E National Institute of Standards and Technology . Zero Trust Architecture (nist.gov)
*2: P& [E National Cyber Security Centre. Zero trust architecture design principles - NCSC.GOV.UK

*3:H Pk E CyberSecurity & Infrastructure Security Agency . CISA Zero Trust Maturity Model
*A: BT KEBURF. M-22-09 Federal Zero Trust Strategy  (whitehouse.gov)



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://www.ncsc.gov.uk/blog-post/zero-trust-architecture-design-principles
https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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NCSCadZero trust architecture design principlesiZ8/RRI TR Y iL> T3

Know your architecture including users, devices, services and data

A
_No_ A2
1

Know your user, service and device identities

BE (A T/ Y-ER BER) ZiLE

EEEE
IDZ (A B/ B-ER) &EE IDEE
3 Assess user behaviour, service and device health I & 142 5 IREE. &%
Use policies to authorise requests W=IVICE DN AGR SO
Authenticate and authorise everywhere e BIKAD SN AEH X PN OV &t BEEE. IDERE
Focus your monitoring on users, devices and services IV RiRA Y M EER D581 %ﬂ%‘ 07, =5V
Don't trust any network, including your own BERANETORYNI-JEIRATE
Choose services which have been designed for zero trust

WAL R, BE5
PORSANERIRELIEY-ERZETE

W=V
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NIST SP800-207m+F A + 7 X MIXTIRBI TR Y IZ>TW 5

All data sources and computing services are considered resources

All communication is secured regardless of network location

Access to individual enterprise resources is granted on a per-session basis

Access to resources is determined by dynamic policy—including the
observable state of client identity, application/service, and the requesting
asset—and may include other behavioral and environmental attributes.

The enterprise monitors and measures the integrity and security posture
of all owned and associated assets

All resource authentication and authorization are dynamic and strictly
enforced before access is allowed.

The enterprise collects as much information as possible about the current
state of assets, network infrastructure and
communications and uses it to improve its security posture.
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