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1.2. Summary

In recent years, cyber-attacks have become more prevalent and appropriate management of
information assets has become more needed. In addition to the business continuity under the crisis
management system and work style reforms that have been considered for some time, the use of cloud
services and remote work is rapidly spreading due to the influence of coronavirus infections. It is
expected that it will become extremely difficult to properly operate and upgrade security policies and to
respond quickly to cyber incidents with existing boundary monitoring and incident response specific for
on-premise systems.

Under such circumstances, it is becoming more and more important to build continuous monitoring
and diagnostic system based on the concept of ongoing assessment and authorization of access (zero
trust) from the perspective of reliably protecting information assets from cyber-attacks and steadily
continuing business operations. In addition, as we move toward the realization of Connected Industries,
where companies will collaborate with each other beyond the conventional boundaries, it is important
for each company to build such a system in order to further promote collaboration. In addition, when
developing a cross-enterprise platform, it is important to understand what kind of system structure could
be in the future in order to ensure scalability and responsiveness.

With this background, this project aims to implement a continuous diagnostic system to government
systems. Then we conducted a research for Continuous Diagnostics & Mitigation (CDM) Program of
the U.S. government and made preparation for the pilot study of the continuous diagnosis system.

1.2.1. Research of the CDM program in the U.S.

In order to consider the architecture and system specifications of the continuous diagnostic
system, we conducted a literature research and summarized the organization and structure, system
configuration, various requirements, related guidelines and frameworks, and progress and issues.
In addition, interviews with experts were conducted to summarize the details of the literature
review and the actual status of CDM program operation.

1.2.2. Preliminary preparations for the pilot study of the continuous diagnosis system

Based on the results of the above research, we discussed the purpose, scope, test items, system

configuration, and required functions of the tool, and compiled the specifications for the test and

research of continuous diagnostic system for government systems.
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3.4.3. Network Security Management () Capability
Network Security Management (T # % 7¢ Capability 1%, [[X]F 7 Network Security
Management @ Capability] O &30,
X|Z& 7 Network Security Management ¢ Capability
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4.3. Risk Management Framework & M %t

Risk Management Framework (RMF) & CDM Oxtiiid, XF 11 RMF & Oxfis] O BD,

RMF Steps

Step1
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THR AT LDSE
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¥l T+ BEE
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tFa )T EEE
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X2 T EEE
DFF A
SP 800-53A

827 L
)
SP 800-37

¥ )T BEE
DE=ZYYT
SP 800-137

XZ 11 RMF & Oxtie

CDM Defined Activity

CDM Capability

CDM Agency¥ i aiR—FRADEEL LUK —EDEERE
EHDHIZ B DFISMATY TF R Agency BRI AT
LEHEETT D

FIPS 199 L—T 24 B L UHER) L —IZE D% FISMA &
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BE7S CDM #EEICEHETHETS

HHEOFBEEELTESI FO—ILIZIE, COMARET S
WEEEF AT S
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FT—AEEMLTHEESELLT, BEHIZERET S

Ongoing Assessment
(Phase3:MNGEVT)

BEESNRIEEEREL. YURITERAVMNEBEEEE
BEEPE/EVEEEARLESD

Ongoing Authorization
(Phase3:0MI)

DRHRAT T2 & BV R T LDIREED BBE SRR
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53.1. 7 — FH—EXER
CFO Act( B i MBS BE) DR B 2 52 T 2 BUMHEEI(CFO Act agencies) & % AVLAS O BURFI%
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Dashboard Dashboard .
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Departments and AqencieJS(D/A) CDM Shared sérvice
Agency Agency
Dashboard Dashboard
| I
CDM
CDM integration
integration -

| Departments and A7ﬂcies(D/A)

Tools & Tools & Private network
Sensors Sensors

%7 CHk 10.CDM PROGRAM SHARED SERVICES PLATFORM FACT SHEET X ¥ izt

16



54. 8y R— FERK
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5.5.1. Actual State T—2 IRED U H—42 4T
Actual State |ZB9" % 7 — Z LI 1L, [XFE 16 Actual State D& > —H A7) D LB
D5OoDBY—FATNRH D,
X # 16 Actual State D&Y —& A4S
B

Active Network
Sensor

Passive Network
Sensor

Asset
Management
Repository

Network Event
Sensor

Endpoint-Based
Sensors

2% ik 11.Description of Generic Sensor Types for the Continuous Diagnostic and Mitigation (CDM) Collection System X ¥ #izzd

FITATRYNT =289 —IF, RV T—0FERIRT =0 LD T INA RET 9 T4 12HE
BT D, BUHICEoTIESN =T —4MRY—R - TIRAANSRIESN TS (DFY, T—4H
TOFLSMTLVEL) 1286 SRBRMOIREN D145,

18T Ry b T =GR FEORUET =52 AU BB HEEENE-RELT,
Ty b D= OERICET DFRERB T DLICEASNTIND, /Sy TRMEORO.
bR HE +HTEREZICIETESDIF TG,

BEEEURCM EF BEOLOICTOEEEERET /0 ERALEHO—RELTERSH,
BEFENDIRDETHD, . EENRNENTOEREZEELTWGEWD, ZOHEREFIAT
EFDHLICLTLAHEICIE. MEDFRONBOFRTREGLULEET —SZIRETHIELA

HETH D,

RYRT—IAR L F I BEDEFROBEDNAAEREL THET 5LSITHRETSNT
5. FEDEBEERTABELR TV T 2ubT—0- oG LT RS, Fz. NZEELEY,
ARUEENLTH—/—(TEELEY, 2vb7—BEC—BEER/JOvILiYTdIE
L5,

IURRADR- A= -2 HE, FNALADOSISA VA =L E I FA T [CIBHRAFENTZY
IEIIT - OFATUNTH D LI DT IS RICEBAIV R ILE G, EBHRAFL TS
& RBEHMENRLIEMN S, BRH L, REDQHEEA+D THLMEE O, TURRIUA-T3q
ABEFREL T HICB o T — 3% RELEB S ICRET A NN D,

17
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5.5.3. Desired State T—2 IRED L H—42 4 T
Desired State [ZB99" 2 7 — Z IN4EIZIE, [[XFE 18 Desired State D& —% A 7| D&
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56.Y—JL
5.6.1. £% APL BN 45—
Approved Product List (APL)IZE$k 4L TU 5, 4% Phase [ZKFIG LT /X 4 —
X, TXIFE 19 E72 APL B4 —] O LBY,
X% 19 72 APL BR&F2 F—

Phase Vendors
Phase1. BeyondTrust McAfee
Asset CA Technologies Microsoft
Management Check Point Mobilelron, Inc.

Phase2.
Identity and
Access
Management

Phase3.

Network

SET14
Management

Phase4.
Data Protection
Management

Cisco Systems, Inc.
Crowdstrike

Digital Guardian
Elasticsearch Federal, Inc.

ForeScout Technologies, Inc.

HCL Technologies, Inc.
Hewlett Packard Enterprise
IBM

Netskope, Inc.
Palo Alto Networks
RSA Security
Splunk

Tanium, Inc.

Tenable
+ Tripwire

BeyondTrust

Broadcom

CA Technologies

Check Point

CyberArk

Forcepoint, LLC

Hewlett Packard Enterprise
McAfee

Mobilelron, Inc.

Okta

= One |dentity
+ RSA Security

= SailPoint Technologies

+ Splunk

A10 Networks, Inc.
Akamai
BeyondTrust
Broadcom

CA Technologies
Check Point

Cisco Systems, Inc.
Core Security
Crowdstrike
CyberArk

Digital Guardian
Elasticsearch Federal, Inc.
F5 Networks, Inc.
FireEye, Inc.

Forcepoint, LLC

ForeScout Technologies, Inc.

HCL Technologies, Inc.
Hewlett Packard Enterprise
McAfee

Micro Focus

MicroSoft
Mobilelron, Inc.
Netskope, Inc.
Palo Alto Networks
Proofpoint

RSA Security
Splunk

Tanium, Inc.
Tripwire

Zscaler Inc.

Broadcom

CA Technologies
Crowdstrike
FireEye, Inc.
Forcepoint, LLC
INFORMATICA
McAfee

Micro Focus
Mobilelron, Inc.
Netskope, Inc.

Splunk
Zscaler Inc.
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5.6.2. Asset Management DX KKV — )L
KETEAIILTUVD, Asset Management DRKFE 72 — Lk, TXFE 20 Asset
Management DREH)Y —/v| D LB,
X|#& 20 Asset Management DXFEKH)Y — /L

Tool Alternates

Capability Baselineand Current Tools (Component Choice)
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EX]
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7.2.2.3. Actual State DT —

B ERALHR

SWAM (25515 5. Actual State D7 — ¥ HERAAR L (X3¢ 34 Actual State 7 — & B3R

HARSWAM)] O EEY,

X3 34 Actual State 5 — ¥ BESRHAR(SWAM)

I T T

o FUENTLAL TR L P RF IR
VAR LENTLAIEERET 2

IRTOFNARCAV A= LENTNEY TR, COF—R(F. ARINIZY TED 27 Ao b e
EETEs RN ERToLBIHEUTT. HEROEBYTT.

* SWID

* CPE

2 | FUENTLWALWY TP R F A RICHE
HELTWIHiREEZET 2

FEENTLREL Y IR AT A2 FEAL T BEE R ET o/l n BN -2, RIETE:
¢ BRACRRSN B
¢« BRCEHENEEE

o FHRARCTEG IR HELDEDID
EHEZRT D
BN« BN EEGY IO T OISy 2URED
AR —ZEICRRTHR I EIDEHIRTT
Bl
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MEInTLhITT.
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7.2.2.4. Defect
SWAM (Z81F 5, #HE I35 Defect XOWNTET 5 U A7 EFEFKIT X% 35 fAE
I N5 Defect(SWAM)] D LBV,
K& 35 1BE N5 Defect(SWAM)

[#]  Detecttype | WETSURY YR IFAED YRIFRED

ARDREICEEL VRIS, B
DRBELEICENTD. BEIF

FITRIFNE. VI D27 D EEE

YIRDITOERBRALCLD. | 33 nmnTi s, STz || T T EERRT 2. Bl HL oY . —BFELE 5.
ODNNETERZERTIESNEED BB,
I e el IR T o F VX Ee SuR (R STATRIE, LR T, &

A Ab=Ib ENS.

BENTLELEDELTHRD.

REEENILT NARICEY HTEN

(F 13420 =)L O FRE)

NBLT —SERMTSIDICHAEL

#75.

FITHTNRE. O EOICHE
BEL L3S, LY av D

O— LA RESN T FRETE | /87202 BEL P || HTARREEETS HEOEIN EE BEETE
AT REBROVTED T B F TSNS, hiroTLEBERE. ToEHER | D) N

EFhLUSNDHEE. BT IAR
DREERELTRET .

D/ADF IRARO =LA — (2 BR
LT3,

(Bl —CLoTEBREA IS
HFEn T R0 - LM DDF
MAZZE HTENTLB)

FHRAAOA LAY (3 10D
FIARDBEST otz 20 B
SoTHBICBETESEESATL L
SETBIDICHEENTLE.

BECHMEBIEEZ o5/ 1720
= DSF T RERIRT B,

ZThESoBEE. FAr20-)L
R —EBHT .

BREIDBELGY TR DTS
2EDF RARICEBESNTLIEL,

BIALLIZT ARG R0 D=2 £
TEELRT .

FIARICERT 2 B0 BETS
TEOIT DTSy oA HHIEL T
WBB BT, BIASNYTROLT
DAVRUHIZRET S,

TNESNDBEE. EOBNDBE
U TRD LT DTSy I 2 ERA
TEPEREL. RUSNIZVIFD
T DA F

BRAXID BESY TR T DTSy I
DT HRAUCERFASN TG,
FrFEEShTL7AL.

RO Fzy ITREIISF /AR
MR kD=2 LT LT T
3.

FISARUITHL T BRHID BEGY T
DT DTFTy I RAMEETL, 2T
L) =13 B8Fy ERITT D HEE
ERIBETS.

FNLSDBEE. BREOT/E
DFATREDORBEELETS,

BRAID BESY TR DT DTS5y
2DERYNTH S,

FHARIRHAO RE(CL-TEE
EN. ISuIURMNERENBZET
oD =T ETENEL T3 TIREM
n#HD.

FIARD TS0 ) AFEEHL. 2
AL—1iBBFv 0 RITT 28
BEEELIBT S,
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UFATCEREDRMBEEEELET.

ERIRFERTHIELDOD. T5u7
DRFELLF(RARBOT)TL -
AHIEFINTLGELY IRD 7B
FETS.

RFEROV 7T (3. FRRSNTE
VIR TICEAT, BN B
AE55MA B MO BB R A
HEMT S,

VIR T DT A RTLBISEBE
3. 2NERZL. X a8Vl )
T ANV EICRET S,

TNESDBEE. T A2V T
RO P ERIBRTS.

FINARIC, T VIR MCEREN
TWLWB. Fe@IL—URFTRAR
DUTEI T DA A= ILENTL
3.

TSy VURMIERSNTLAY T
DT (R T TRE)NT. BRICEEE
NICRPELLERESNZ LTD ]
BHRENE2oTHBIEETY .

FIARDBY TP ERIRT S,

RBEOHER VILDLTHTIv Y
2RI UM EBENRETIIN
WIENHBAL B BT, EYaT0
T BIEHICY TR P ERRT
EN

=
(=)

VDT DA 2= HIR AR
PIELSBRASN TLgL . E2@d s
FER T,

FUSNTLAEL, FCIBEOHD
VIV ET INARICAY AR
TRIEDNFUSNTLD.

AHZALEFTIOAT R AU —
CEICHRETS.

Fh LSO BEIE. BEDAHZL
LTEEORIBEEIEETS.

VIO T DA Ak — L HIR AR
HIELSBRZN T, E23#
FEENTLVAL.

B35 M RBOHZV T TER
ALEHREE. 7 12EEFTDIT
SICRRTIT S TIREMN B S

ANZALETIOAT DD R —
ZEICHRET .

THESD B S BEDAH-X
LTEERORBEEETS.

N

RSNV TV T ANV
EZGTRERDPRELCNS.

DRZO2A7 (NP BTICER
SNEEELBRBLTHETHS.

FABHRMNHPLTLZBEE.
DIREER DTSNV TR 27 DA
UARURJIZERBRT .

EITHRITNE. F-FERERES
RIIERL. ChERTISNIZVID
VAR MIUTE

w

s J s | = ] s | o ] o . - | o | o | - | o | -~

AU 2= ENTZY IO 7D 5
AA2DHESNI-HFRBAICRS
SNTLaLy,
(VoD 7 DIERE)

B33/ IRREE BRI 27c D B T (
D/A) DBESID RSN TS,

oY —/aAL v v TR e —F
3ot —+—HaLc. i@
BOFSTI Y a—Fv T/ BREIT
.

TITHIFhIE. F 20 RTER
UHT D, FE —EELT S,
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Actual State

7.2.3. CSM
723.1. T—3E&

CSM (28T A . Desired State, Actual State, Defects D EFiL. [KF 36 CSM OF —

HEFE] DRV,

X% 36 CSM OF — % [EH

s FRTON—FITELVVINIZTEEDN, TRTODAAIA—TTINARDR) —IH > THRE
Desired State hTha,

XA T AEOBRRELE DT R TORASN - N—FIITELVYINIITIZE, EOT 8
AT ORI —EEET HEHRELENH D,

s N—RITRVIRIITOEES LX) TBEDREEFTIENTES,
¢ Actual StateTFHERHL . B - HET D2LODIRERBRUL XFTOER,
KT RTDActual State T—E2ERITIE, TORFROEAL VL av (AU RICEER oz BT/ BRIN B E

EEON—F DI TFEZFVYIEIZTDEBABEL. D/ ADR)—TEBINTLARAI—THADE T/
ADIEHREDT—HELTERSID,

%3 SCHR 17.CSM Capability Data Sheet X V) #i55t

7.2.3.2. Desired State 0T — 3 B3R LH
CSM |Z81F 5., Desired State D7 — & BRAARIT [XF 37 Desired State 7 — & ER

EE(CSM)] D B0,

XI3% 37 Desired State 7 — % BER{LAE(CSM)

¢ FroUETAEFNA/AHLUBERATAZAAL
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7.2.3.3. Actual State DT —3 B3Rtk

CSM |Z81F 5, Actual State D7 — & HRAEERIL [[XFR 38 Actual State 7 — & B {1

R(CSM)] o LB,

X 38 Actual State 7 — & ERAAE(CSM)
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s BFRAUTBEREISTT
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c BREYTIEBBEDTHEEE. A-TUar BEfF T
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SEoTe BEE LTS

Ron- BERVIURIRREBET S
WIC. ECHETINE L NEDS,
URDEBOENDI T2 -2 AETEHT
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TFLUFEECREN EFTNITATORASNIN—F O PFRIV IO 7 RO DD #BRER
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THERE
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METZ2A7LEMN
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7.2.3.4. Defect
CSM 23T 5, HE S D Defect L UNWIET 5 U A7 LAEFR I [ME 39 f8E S
15 Defect(CSM)] O Lk,
X 39 FHE I 5 Defect(CSM)
[ osetee | mersvxs | vmmmso | vmmmsa

HBOTF U7 RED EHD T
RUSNIN—FD 7 EF2@VTH FEnToabh, FLEARRFSN || ITCEFLVFBHEOHENRE | ThUS0BS. BeEREL. 2+

N O7CF T4 BED BED S TWRWLED, UADDHET ISR SNTLZHBEBR. TO/RELRT || 2UT HEORENHIDEINE
LWBBE. IFITHBRESh TS, HHEIRD D 27 LICREOICT o 3. HHL , fEREREFTS.

ATEZLICL-TNS,

RESNIN—FD 7 EEFVTH MEOEF1UF(RHEDQEHNE TOICERITLT. EFa U7 (RAEDH
DT BED RED BENTHET URIDOH BT /A REMRO BEHRETHEEERT | EVELEHMSNIZEER. 2Fa
HUFTTH. THREMRShTOAL | 2DERD D 27 LICBENCT 2 3. UF4BEDHREIFIE “No "ITV

. TRTESLICTI> TG, RN

AROREICRBLILZUR D, B/
RBESNIN—FDP E2IVTH D EBEEHITBNLE T, BECE
D7 E. RN D EHETFv FF ANSh T BT, STI3Y
ShTha, 2ONBIEZEHTENDEND
3.

VT -V RED HEFER FhUNDBEE. Haz@tgR
BET . ELHFICREMNTS.

Esessn@%gﬁfm&i&@;%&zﬁﬁ RS 27 Tt

o - . Ny, ATV ATEPU T LB D B EFa 2 CN—FD P EREVT

- ~ 3 H N il . e - -

I IR T TRIIBE | 2 R0t (LaEEAS || D=7 DA NERRLT. #/0 | £5TRUNE, RTERE—SHEL

i 7 = NETHU2IOBHZF ) ARDIERY || (RO ELLMREZEFT /SA2D TEh. FEEUHET.

[ 25 LIHERICT 722 TEBLIIC || meE RmeT .
FBIDDBEFHIEREN TS,

N—FEDz7 DR/EIRPAV -
WENTLAY I 27 DBREI AT
SYUFHRARIBBERT TR
fElLEoTB.

E5TRITNE. EEEEHTBD.
T4 =T a REEBETS. 72D R oJE — B L/ B AL
5.

FURARUCTFELBREN DS

Desired State L D EE717 -2 & U2OQ207 AT OEYSATICER | 7 -2ZRDBRA0SEEE. 20K | 25TATIE. 7 —2ZRERES

ENRFELTLS. SN2 EEGRMOTHATHS. HERITD. EIIEHEL. HHRERRT 3.
BELT RN EARE RR R 'Y /AL YRR —Tr—F

7 HEINTLRL, FEAEBHRINTY || BRIFTIRE(RIEEIE) R T D6 2@IAOERF—F—EBALT. B || 25TUEFhE. 7120 RITER
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(HBRHEDIFRS) 2.
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7.2.4. VUL
71241. T—3E&
VUL (Z81F 5., Desired State, Actual State, Defects D EFl, X3 40 VUL OF —
FER] DEBY,
K% 40 VUL 07— ¥ EH

. c TRTDTFNRARICAVAR—ILENTNEDY Iz 7EGRICIE. BRI KSEHEA LY
Desired State I P Ury T R )

FTRTDTRARIZA D RAP=ILEN TN E T RTOINESN M FH RV I T DR
Actual State - REARICI>THEPCEBEINLTRATOT AR LEOTRTOCVE
- EROREBFREIRESIVER/BET I-OOREA NI LB LW/ FFETAER
% RTDActual State T—4EHICIZ. TOERORIL YAV A REVRAICEER TE M- B/ EHABE

Defects PIKELIDOBMOMEH LS FEH/FRLMCVET—2EFERAL TV S VA= ILiEHY I+
DITHROFEETT .
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7.2.4.2. Desired State M T — 43 ER{THR
VUL IZ351F %, Desired State D7 — & ZRAERIL [XFE 41 Desired State 7 — & 223K
HAR(VUL)) D EEBY,
% 41 Desired State 7 — & ERAAK(VUL)

© FruvPERFNRARERESS FoEhicn—FD TR

7T RICBET 3 RIBIC & RIB LA (1T

z TARTDT )M R BECEETT SN @

HUFEECHHAORBEEN DI{Et1DH 3TN TOV I P RGO —U a0 BEShZ BIIHEUR
[

REV I 2V AN R ERL RO JR5573Y 027 B an (CPEZ 7 (dSWIDE B1%)
3 AT LICEET 2RO RETERET « FQUIFIV HBICEEMIENTLE TR TDOVE
3 BRROICEFRS N BADRBUHC LI LTFEE0/ A —Uar BESNIZBHOURMEHIFTS.
o REVIEDLF AN RIEBEL ERD IEEFEY T o7 H @ (CPEF T ESWIDE B1%)
¢ FEDQVIFO LT RBICEETETATOO AL 5D #HEIT
e BO-NL RSSO EARECYSSRIY HH5)

BEFD AR5 1E(C T 3 MO BIALHT, v -2 E =0 VoDV FEEA/MEIRSE TUT
ROATNHEBINCFy I TEZ NGRS EEDEANDVICEETET 2 BAOF T a0 2R HLET.
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© QVTIHATURADESE
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7.2.4.3. Actual State DT —3 E3R{+4k

VUL IZBIT 5. Actual State DT —

(VUL)] & ED,

X% 42 Actual State 7 — & ER{A£(VUL)

A BERATRRIL TR 42 Actual State 5 — 2 BRAT:

S T N

.

c REEERETS

TARTDFISARCA A= L ENTL D MREEEV I 7

RATWBEINSD R HE BT S

EYNCEBSNICOVEEZ@FA - #BIFESUREOBRAFRCENLTLE 7 /512

o TR RICHREE ML TFEL TLI EARE TR

IEES G 2 P T S RICERL T BIRE HE T 2T 0IC B BT — 2
RETHLELGT — 23 RD BY

nI3 « BUICERRSNI- OB
o BRI IRBEAT 06
%3 CHik 18.VULN Capability Data Sheet X ¥ #i55c
7.2.4.4. Defect

VUL 28T 5, 8E S41D Defect KOWIET D U 27 LfgfniiL TBF#R 43 fAES
% Defect(VUL)] O &1,
K& 43 f8E S5 Defect(VUL)

(#|  DefectTye | WETBURY R IBFIED R IEFIED

FIAACRIEEOH S TR
BRI ILENTLE,

FHRAANEBRENE RN SD.

P FEEATIN. TV IRTT
TRIGEF . IIL—F T35,

TNUINDBBE. FINAAEYT
o7 B EERIRRT S,

BEMOHaY I T OURIE
. RAOCVEE (IO D REE
HF—EDEENTL LY,

T ROV L T MRS MR
Blchzboo. £237H@EMZY
ATERBLICIABETHRES NI,

URAMEEHL. 5L —TIEHEE
TTETOEREERETE.

Th a0 EsE. BFEO70e2
TEEOREEIEET 3.

MeB87Iw TR L T URME LI B
BRUTHCEZLF —2ERDRFE
LT3,

URZOQAATITICERAEhZE
BRI,

FoRBENDDIoTLSBEET IF
HELRT D,

FhLSADEEE. F—2BRER
EFLIIEEL. FHELETD.

BEESIIV IR T H. FIARD
EEN BRI RS TETL
Lo,

(BREEM T IFRS)

Bp5sME SR T2 BPIT oI 0D
/) DD HIIRE NS,
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7.3. T— R ER{LHk(Phase2)
7.3.1. MUR
73.1.1. T—4RIEH
Phase2 |ZC, T 2@ T—#1% X 4 MUR 7 —XIHH | O LY, Master
User Record (MUR) & L CTHEBEL TV %, 45 Capability (2 TMB (2] 5 7 —Z HHB 134
Capability DIE H % &,
X% 44 MUR 7 —#1HH

# Data Element ‘ Description

1 Unique Identifier aVR—F 2 bt a—P—ID THR I, 2—%—%—
EAZFA 2 @

2 | AccountID WY AT LETITRBV AT A ETHREOT ATV N e
— AR D B

3 Full Name TV F— A

4 First Name 77 —A NFR—LAh

5 Last Name FARNR— LA
X Agency DR Y v —THLELRGE

6 Middle Name I FLR—Ah

7 Email FE L A—ILT FL A

8 | Job Title Bl

9 Department ATIé 4 % Mk

10 | Component AT IE 3 % Ak A

11 | User Status 2—P—DRAT —Z AR, LLTFNE 1 DRI D

* SEPARATED - #H%IZIZBEITAAAE L2,

+ ACTIVE - #FEPIC/ERE L, WEEIL TV 2,

* SERVICE - AATIZAWVWZ T 4 T I TFRENTE
V. ZOTT 4T ¢ ZBEATT &AL Rt/
THY Y PRELEHATTHL Z & 2R T,

« INACTIVE - —ReIZHRR D S BN T 5,
(T o VKR 72 E)

- PENDING - E727FE) L TW WAL H 5,
(Fexh, FL—=271th )

12 | User Type a—HF—DF A I, LLTNb 1 OBRIhD

+ GOVERNMENT

- CONTRACTOR

 NONPERSON

 OTHER GOVT AGENCY

13 | Manager HHE - BEE

2% ik 13.Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS) & ¥ #z70
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DHS-CBPDHFH LWL\ T ALUB—h5, DHS-CBPR UL T —7 LD TR TOE N THIENLERILT—IF7HIUED)RAEERLTINS,

7312 DRI OF ) F L84k
MUR (ZB9° 5, VA F =y 7O U F LEEFIEOFIEZ M 45 MUR U
AT VF ODEEY,

X% 45MUR Y 27 ) U %

e e e e e

CDMAgency# v am—R DI T AA—1—F—La—FIFFa AV MIBBLRRY—ILEREIRT S

Bt AT ETICEEL.. REDKENRTENDLIIZTDH

AT RINE—2 Tl edmmur_current )25 E T3

LiR—kIZ&®SLa—F(Torganizational.id] . [userfirst name]. luser.last name )Z&RT 2
##81ERDHS-CBP). 771772 h4 A F(PRIVILEGED_NETWORK), 7 A FAT—4Z(ENABLED)TIAILAT

.

- yzHFrvs

Actual State&Desired StateZ ILE L. ABEKREWMET 5.
Actual State

Desired State

CDMAgency# viraR—FMSERBLI-T—%2

BR.AFEYE VATLEEEENOWFLLT—4

£33k 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING X ¥ #5728
7313. 89 aR— FOEBEA A =D
(1) Agency ¥ v ¥ ah—RD [wAX —a—HF—1La— | F¥a A MIBEL
RERY — L& EINT 5

. Dashboard = Agency Overview

Full screen Share Clone Edit

Bv |

=  + Add filter

Navigation (3

Agency Overview | System Boundary | Hardware | Software | Misconfigurations | Vulnerabilities | Users | DAS

Organizational Unit Filters (3

/N Organizational Unit ID

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53z
(2) BAff#iHAEUICHE L, BUIEORRNBRRIND L HI2TD

v Apr1,2020 @ 19:39:02.70 - May 31, 2020 @ 19:39:13.98 |

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53C
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B) A>T v 7 A/Z—2T ledm mur current] ZFEET D

K @ | Discover

(® MNew Save Open Share Inspect
B~

®
® — + Add filter

= cdm_@

CHANGE INDEX PATTERN

Q
cdm_cve_dictionary
cdm_hwam_current
cdm_mdr
cdm_organization_current

cdm_stig_dictionary

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53z

@) LAR—RNIEDDLLa—RERRTH

Available fields

Popular

I accounlstalus

behave creation_dale

I behaved
I crad.d
1 privid

usar first_name

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53z

Time « I organization.id user.last_name user.first_name account.type account.status I
> May 1, 2020 ©@ 09:43:28.986 DHS-CBP Barnes Christopher - -
> May 1, 20208 @ 09:43:28.986 DHS-CBP Barnes Christopher - -

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J ¥ #53z
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(5) HHRAEB(DHS-CBP), 74 7 > k% A 7 (PRIVILEGED NETWORK), 7% 7> k

A7 —XH ZA(ENABLED)T~” 4 LV Z ¥ 5

Kl

New Save Open nspec
@ I_ orgalzatior.id: DHS-COP RIVAESED. NETWORK tass ENADLED * I-A;:; fiter
cdm_mur_current v 35 his
Apr1, 2020 @ 19:3902.700 - May 31,2020 193913083
@ Fater by type o

Count

Btinestamp percay

i+ organization s wsstast_name st _pame
Y May 1, 208 @ $:43720.676  DHS-CBP Barke Karc
Y way 1, 2000 8 0e-a3:28 602 DNSACRR nolan i

L B Aart, 2020 @ 19390070 + May 31, 2020 @ 18361396

Asto

scourttyps
PRIVELEGED_NETHORK

PEVELIGED METWORY

BOCOUN SRS

FRUED

ExaaLED

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53z
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7.3.2. TRUST
7.3.2.1. TRUST Requirements
TRUST OERFHILL T O LB,
MR L~V ZRFORA SN2 —F =2 R ERCR Y NI =227 7
TALTWS
FTRCOBA EN Tz —HF—1L, EFOIEE LV OFRGEEZZ T TV
7322 . T—4RI1EH
TRUST THMEIZINE T 27 —Z B IL, MR 46 TRUST 7 —XIHH]| O LBD,
X% 46 TRUST 7 —#1HH

# Data Element ‘ Description
1 Trust Identifier B D TRUST A ¥ A K o A BT 5 — & 72k i+
2 Trust Status TRUST FRAEDBIIEDIREE, LT 6 1 DBREND
+ PENDING

+ AUTHORIZED

+ SUSPENDED

- EXPIRED

+ REVOKED

3 Trust Type ATV == TIBEDE A T8, LENLEBREND

- INVESTIGATIVE - Ny 7 7T RF v 77D
g ociid

- SUITABILITY - 555178 )0 AP O fEad

* ROB - 1TEMBLKI D /L— 2 X 5 A&

* NDA - A RFFEAIIT K 2 7KGE

- FDA - B IR ILB R A T X 2 &R

- AGENCYOTHER - = Ofth, fME O ~7 & =2

2235 3CHK 13.Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS) & ¥ #4730
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7323. DRI OF)F L18E
TRUST 2B 5, VA F =7 Oy F VAL EEREDTFIAIL TXF 47 TRUST
VA7 UF) OB,
X% 47 TRUST Y 227 5V %

)T
GAOIREZ(L. DHS-0IGH 74 AN I—HF—H) 7S ANBRETALRICB AN HHIELZBHLMNLEIENY T, HAEOMETIE. T
DAY —IZ, NHIEE. MELRLE ., HIROINTSUREFHDILEERLTOET, S0 LT, IREINVESTIGATIVE TRUSTO R T—4

REFOTEY . SEOEXRETITHIRN TN DA, T TITHRAINTNDIERDHDT A TOL—F—EHET HLIITKIET HET. 2D
MEDRIEZMIY A LERELEL .

CDMAgency® v amR—F DI R RA—1—H—La—FIFF 1 AV MIBBLREY —ILEEIRTH

BTEEEREEI<IEEL, REQKRELSRRENDLIIZT S

A TP RIE—2 Tledm mur_current 1Z35E T %

LR—MZ&&HHLa—F(lorganizational.id]. luserfirst_name]. luser.last_.name]. [trust.expiration_date |. trust.status]. Mtrust.type |) %12
RID

+  ##TEIR(DHS-0IG), trust.status(AUTHORIZED), trust.type(INVESTIGATIVE) TI4/L4F %

BELE BRICEDHRA N TOS S FRETITHMPRA U NS 1—F—UAMEHRET S

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53C
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7.3.3. CRED
7.3.3.1. CRED Requirements
CRED OELRFIHIILLTDO L B0,
ELWY A TORGEEREF ORI SN —F—DHN, Mk, fFHh,. KO
Xy N7 72T S
TARTORAINTc2—F =L, EFCEREROBFBRITEZIZTV Y M &
ZF 5
7332. T—4RI1EH
CRED THMBIZINEET 527 —#HHIE, XK 48CRED 7 —#HHH] D LBV,
X3¢ 48 CRED 5 —#IHH

# Data Element ‘ Description
1 CRED Identifier ¥EED CRED A v AKX v A B+ 25— E 72+
2 CRED Status CRED OBIEDIREE, LLTF2 6 1 DBREND
- PENDING
- ISSUED
+ SUSPENDED
- EXPIRED
- REVOKED
3 CRED Type VAT A THBIE = CRED 7 T A @M, L6 15
BIRSND
« USERID PASSWORD
- PIV CARD
» BIOMETRIC
- CAC CARD(Pif hil PIV CARD)
+ Level of Assurance 4 CREDENTIAL
+ AGENCYOTHER

2235 3K 13.Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS) & ¥ #4730
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7333 DRI OF)F L18E
CRED |1ZB9 5, VR F = v 7 O U A LEEHFIEOTIEIL TKZ 49CRED V
AT VF ODEEY,
X% 49 CRED V) 27 >+ VU %

OV T BRBIZEY, I—D1o Y —XXXDA—F =T H IV FDUSERIDERR T—RABIRICESESND | " ESHDAYRSAZa—2 DB
YELTz, TOFER. DHSALE (DHS) (&, £HBITHL . I ——BEL/RT—FEFERALTOT 1 TERTHIVMERET HLIEREHLEL
foo Fzo. TRTOI—H R —EFIBO RELLRO TS,

CDMAgency¥ v aR—F DI YR A—1—HF—La—F IFF 1AV MIBBLERERY —ILEERT S

BfTEEEEEYIEEL. BEMKANRRESND LTS

AT 9HRINB—2Tledm mur_current JZ1EET 5

LiR—KkZ& & HLa—R(lorganizationalid], luserfirst_name |, luser.last_ name ], [cred.expiration_date | , [cred.status ], [cred.type ] )&

o $ABIER(DHS). cred.type(USERID_PASSWORD)TI1/LAT %

| yRHFIvy

WigLiz. a—H—BEL/SRT—RTAT AV LTWDTHIVN) R ERET D

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53¢
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7.3.4. BEHAVE
7.3.4.1. BEHAVE Requirements
BEHAVE D ZERFIHIILL T O LBV,
figk, AT 5, HRICT 7 2ALTNDOIE, MHE N —=0 T &2 Tk

SR & 2RI DI
TRTOMREZFOMMAEPEH L —=0 722 TV D 2 & 2 g
%

7342 T—4HIEH
BEHAVE THEIZINET 57 —#HH X, [M#FE 50 BEHAVE 7 —XIHH] O LB
D,
X% 50 BEHAVE 7 — % I H

# Data Element ‘ Description
1 Training Identifier WY7et¥ =V 7 ¢ Bi#E BEHAVE R A2 ST 55
BT
2 | Training Status Y% 2 U7 ¢ B#ED BEHAVE EROBIFEDREE, LLFMD
1 OEREND

+ COMPLETED - BEHAVE 2358 T LT\ 5,
* PENDING - BEHAVE 73 HIIN, £ 7213ETH TH 5,
+ INCOMPLETE - BEHAVE 2352 7 L T 7200,
- EXPIRED - BEHAVE 2 #ifRUINTH 5,
3 Training Type Y& = U7 4 B# o BEHAVE 7 7 A gk, LLFNnb 1o
BRSNS
» CSAT - Cyber Security Awareness Training, FISMA HL/E 41
TWBH A RN—t X2 U T ¢ Bk L3I
* PHISHING - FISMA I[ZHE SN TWD 7 o v VT HE
 ROLE TRAINING - FISMA {ZHUE & v B 245 723772
AN CTER SN &ZEEOE X =
U7 1 s
- KNOWLEDGE - #HEZ2 & ZAF V7 v 7 mikigie s A
ML LizA <> b
+ CERTIFICATION
+ AGENCYOTHER

%235 3CHK 13.Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS) & ¥ #4730
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7343 DRI OF)F L18E
BEHAVE (2R3 5, VAV F v 7O VAL BEREOTFIEIT TKFE 51
BEHAVE U 227 > F U4 LBy,
X% 51 BEHAVE U 27 ¥ F VU %

Hlet-O MM TH HDHS-FEMAIZ, BUID Trvi o Itk FroRA—VERTL, a— 2R} RITTFRMEERELEL, RIIOTAMTIE, #
21%DA—H—DNTFRAD T T A— LI BHRENIULIE D) VI LIS EMNRIBLEL . CISOIE, Tavi v I R/EN—=V TR T
LTWVEWTRTOI—H—D A RFEERD TN S, 52, CISOIE, BEARNDTRTOI v v T HEDFHEFIEORELEERLTLVE
ER

CDMAgencyd v aR—F DI TR 4—1—HF—La—FIFF 1AV MIBBLERY—LEEIRT S

Bt @HEEEYICIEEL. BEOKENRRINDGLSIZTH

LTI RINE—2 Tl edm mur_current 1Z1EET 5

Lik—kZ&® BL3—F(organizational.id] . luserfirst_ name]. luser.last.name]. [cred.expiration_date |, lcred.status ], [cred.type |) &8
RIB

- fEBIEER(DHS). credtype(USERID_PASSWORD) T4 IL%¢ %

s s s

| xoFzvs

WiFLfz, A—Y—RBERRT—FTATAULTWBTHI NI RMNERET S

£ ik 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING J: ¥ #53z
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7.3.5. PRIV
7.3.5.1. PRIV Requirements

PRIV OELRFIHIILITO LB,
VAT AT ZEALTWAEDIZ, ELWEZATOT Ty M2 A S

7ma—Y =D

TRCOWUEBIL, HFETDDICBERMERDOHLZR > TND

7352. 7—4RIEH

PRIV THBIZINET D7 —XTHH L, [XF 52PRIV I —XIHH] OBV,
X 52 PRIV 7 —#IHHE

# Data Element ‘
1 PRIV ID

Description

HRED PRIV A VA X A BBY H— 512 ikn+

2 PRIV Type

THY Y MG SNV AT LRED 2 A 7 L FEPHIC &
S THRESHLD PRIV A A X U Z550E, LUFM D 1 DR
shb
*SYSADMIN - R v kU —7 LD — "= THEHRHE L)L,
F 7203 root LUV DT T AMEEFFO T A
7 LEEAE
* SECADMIN - % hU—2 EOEED Y =5y b T /31
ADEHEETIE, root LAV DT 7 A
WaEFOEX =) 7 1 BHE
- WINENTADMIN - Windows Enterprise Administrator, &
U —27 E®OFTOD Active Directory K
A Ay br—J Tk LTHRD H
% B
- WINDOMAINADMIN - Windows Domain Administrator, &
v N — 2 £ ® Active Directory
FAAf v ay ba—7 OEHERE
[R% > Windows R A A A H
=1
+ WINWKSADMIN - Windows Workstation Administrator, =
kU —2 L@ Active Directory (T #%#5¢
SNV =T AT — a  OEHRE
IZ7 7 EAT&E% Windows V—7 X
T—a COEME
* MFADMIN - Main Frame Administrator, %> b7 —2 L®
AA VT L NEHBREICEEAET 7 A
WEFFOAL 7 L— NEHH
* ENTLDAPADMIN - LDAP Server Administrator, LDAP H—
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IN—DEFE
MDMADMIN - Mobile Device Manager (MDM)
Administrator, &> YV —7 EDFE
NAN FTAL X %92 MDM
VAT LA LEDOERT I AR R
DENAI) FAL A v x—TF
(MDM) HH#H
+ NETADMIN - Network Device Administrator, > k7 —2
roxy hU—2 FARALARAEHa L bR
—)L a Y — L ~DEBET I AL
FFOoXy NU—2 TSNS AEHE
- AGENCYDEFINED - % Oftlh, ##H% CREA O & i iE

PRIV Status PRIV R OHBIEDIREE, LLTNG 1 DRI D
- PENDING
- ISSUED
+ SUSPEND
- EXPIRED
- REVOKED
Account ID WY AT AETITRBELC AT A ETRHEDT H U M
— BRI 5 Bk
System Boundary ID BEDY AT LEREZFHAT D —E O+
Entitlement D BEDZ U HZA FILA L FDTZDO—EDOMAI+
Entitlement Type e E O FFMEICE © b L7 & K 4 (FIREWALL, ROUTER,
CORESWITCH)

2235 3CHK 13.Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS) & ¥ #70.
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7353 DRI OF)F L8k
PRIV IZB9 5, VARV F =y 7O U F LEEFIEOFIEZ MFE 53 PRIV VU
AT VF ODEERY,
X S3PRIV Y RZIF VA

KILI-DHSHAEEDBEEETNA VUM HHOBEAD IR TLICT IR T 5HIERASh TO I EMNALMNI o2& 3= 21— A FH
REnFEL, REF. REP. £3). IBRUNFE—FFLSh TS TR TODHSERFENEEETAV D IRAMEERLTVET  F
f=. EEETAIOBRYBRWICET S AHEFIEOEHLROTNET . HKIC, COMBNRRINDET. RE. K3 RN, F13—
BHELEIN TW ST RTOBEEETHIUMIDWT BRLR—EERLZTRIERYER A,

+  CDMAgency%¥ viaR—FDI1—H— & RT D

- BHESEEEYICEEL. BEORRENRTSNDLSIZTE

+  TUser PRIV Details ]/ AR LD Type |5l [C B EEEN T LETHS>TOSIHED LAILHRTEN, [status]FIIZIF, ETFTAD DIKEE
MNRRSND

CDMAgency® v aR—R DI TR A—1—H—La—F |FFa AV MIBEULRERY —ILERIRYT S

BitEREETICEEL. REDKRARREINDLSIZTS

AT VY R18B— Tledm mur_current IZIEE T

LiR—kz & HLa—F T organizational.id] . luserfirst.name ], luser.last_name | . [priv.expiration_date]. lpriv.status . [priv.type 1) %2R T

o fB#1ER(DHS-Contractor), priv.type(exists), priv.status(pending, revoked. expired, suspended) CI//LAT S

| YRoFIv

HiFLI=. RE . K3, RO, —HFLEShTOIDHSHEREZDEETHIMNANERET D

£ Rk 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING & ¥ #fi55g
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7.4. T— 3 ER{EHk(Phase3)
7.4.1. BOUND
BOUND TIUET 27— X HAIZL TOLED,
Xy NT—=IERBROT7 4 V2 ) TR —CBE#H S 5T —
NACCR v T —2 7 7 & 2B OA Y o — (2B 27— &2 (Y Ff o~ —
2L, TANAKRY 7 FOFEFRIIR ET /314 ZADOWRREIZET 5 B0,
Ty 7 RME IR EIEHEILT NA ZA~DT 7 a V)
NAC R YU ¥ —HifTIZBAET 5 A N hom 7

v

v
v
v

b

BT NAADAZT—2  RA M4, OS, IP 7 FLA
NAC KU v — Wit R« 7w 7 7Pl el

NAC R Y v —Jaf THEROEE « RV o —sF/FEST
FRPET /3 A R FEERLT A ZA~D R Y 2 —FEiNR

ALK ) S — BT 57— &
7.4.2. OMI

OMI CTWNET AT —XHBIILLTO LB,
VAT LR OEROFEEME MR T 572D OR U a1l TIZBE T 5 E

v

VAT DR ONEROEEMEICET 5 a R —3 > N OMEFEEENT D720
@ NIST SP 800-53 ¥ =V 7 4 EHROFGMEICKELEZ 58X T
+ REBA DTN

HEML SO IBEE 208 U 72 Mags i & OV o /& IR
BEOHLa— K, 178, L OE#EE | BIESCEER O D HIEEH TS
IR A TR L7556 OB TR O Ttk i

VA7 T HARX L bOEZEES S R

V VAT A TTV = a rOSRER. T—F OWENE. BUMBERIC R 5
EB~DBE R E 2T, ka7 A o7 v MR
v MEEIPEA ¥ ¥ v DR
V O URITERAY MRS T2A T v MER (O EOT 77— &2&T)
7.43. MNGEVT

MNGEVT TIET A7 —XHBIILLTOEED,
A T MBI T 5

v
v

v
v
v

HBEHLH L UTRFERIFEENCEHT o4 X0 oA 7 MR

AR NEAT BB AEW, VTR TF v, WBESITILVAT AREICH
LA T FOBREIZET 50 R

ATV NOFER, AT —FRAEHE, ®EICET Y- T e—
KEOT —Z ZIEHA LAHBES 7 L2 XA

A ESSBRAEIC S LS BBk Sz A VT v hxHGIZ DWW T O

avT 4V —7 T o EEIZEE T A

v

aAVT A4V =TT = TIIBT BNy 7Ty SEMAICEE T A1
H
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Vo oarg 4V —T T NI T RERAOXIE EEIHDTS DT I v =
v
BT — 2 AR I B9 5 1
vV LbEa— A OERELZ RS AR V7 E#R
v B Ov Y =R TEN o TEHm & FHBEBER A EITTE D L DI, N
+—~w b (] : syslog X° Common Event Format) TDE:HA 1 /&
vV O EELHABEECR e X2V T AR =D E T T — |
v EABRR—2ADYV—RALxy hTBE—Y—ADHA
7.4.4. DBS
DBS CTI4ET 57 —ZHHBIILLTD LB,
WY AT DT DBBEOET U 7 Witk O R 0%t i O £l <o LL T Ok
BB 5 1
v FHRY AT D OB SRR DR E
Vi VAT ARV T MU =T ORGSR B0 B
T AT L& F 2 7 7eBRFIC B9 2 LT V& B)Z BiE - 2 1
v OREREEE, AEEE, N—Ua VEH
v MEsstER A
TEW AT LOEF 2T 70T 70 A |ZBET 25 LU R OIEB) BE T 2 5
JU—2EH, Ny TFER
T 2 T RBEFBRON— 2T A O L
FATHOFEH S AT L O
FATH OEH > AT L ORED B
FIUHNBAL

NN
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7.5. T— R ER{LHk(Phased)
Phase4 (Z CHEHT 57 — X 3B TIEEEICER STV,

7.6. #4EE - EA - Y —ILERH
CDM TiL, lXFE 54 £ Capability DERMAR] D LY | Capability (2 HERE ZR AR,
I ERAAR, Y — VEDRARRN ER SN TV D, BERMAROFEMIL 153 30k 8.CDM
Technical Capabilities Volume Two Requirements Catalog 2020 % ZHg,
XI# 54 4% Capability DERHAE

Capability B

alEa] Functional
SWAM _ .
Asset S = Requirements
Management D . (B REERE4R)
VUL
EMM
Identity TRUST
And BEHAVE
Access CRED
Management PRIV

X Operational
BOUND BOI:IJ:‘(?F ““'/;// =, Requirements
A " o
Network BOUND-E a0ty / GERZ R

Security

Management LoEET

oMl
DBS
Common Data Protection
DATA_DISCOV
ProE::ct:et‘ion DATA_PROT Vi 2. ) TOOI
Management DATA DLP 77 : Requirements
DATA_SPIL 77 (Y—ILER TR
DATA_IRM

% [Common Functional Requirements] &
Common Non-Functional Recuirements | DN EBS N T2

%2 3Lk 9.CDM Technical Capabilities Volume One Actual Desired States
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8. Kl
8.1. B @AM & REIR VB FEH

8.1.1. &{RIKH

CDM 7’1 77 AOAEEEIE TIXFR 55 CDM 2FEHIX] oLk,
X% 55 CDM 2 {&#=

4]

Department of Homeland Security(DHS)

Cybersecurity & Office of
Infrastructure Management
and Budget

Security
Agency(CISA) (OMB)

General
Service

Administration
(GSA)

Departments and Agencies(D/A)
Information System Owner

Gt Infoz(r;llaé;on itz (ISO)/Information Owner/
Steward
Risk -

> Executive Authc_)rl_zmg D/A Mitigators
e ; Official Help Desk
= (function)
(=2}
<<

Chief Information Security Officer (CISO)/
Senior Information SecurityOfficer (SISO)

Information Common Security RMF ISCM and Loc_al

System Scoring

. Control Control Program CDM ;
Security Provider Assessor Manager Manager(s) and Metrics

Officer 9 9 Group

52

Integrator
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8.1.2. HABDKZE
B OB T TXKFE 56 &ENH] oLk,
X+ 56 #&EFH5HE

A ®E B L UCEETE

E

D/AR BB ER AT LD EF 1) T(EA LEE S L TORMY . ERMNAXEC, FHRtFa) TR
V—DEEFERLUETNICHETCHRDERKRDE=RY VT E1T5, COMD E Capability DEEEITI L TD
HBHOHEES EREGERGT S,

Federal¥ v aR—FD#F - BERZTL. EHRHFLATOI A /N\—EF 1T EZORRDENTELLSIC

DHS

(Bt EES) 9%, D/AIZKL TFederal Dashboard~ D #E %R H 5 T—2EHEIC DT, OMBLIRED £ TCOMO MM ER
XEIITERT D,

CDM®MPMO&EL TId. COMY—/LIZEALTD/AQ KDY IZEEZEITL. IMER (S VR B LUV NEERTE
RE)DEIEBETS, £f-. COMDEZEICEILTD/ANLD T —F/\wHERDY , GSAIZKYEEShT=
IntegratormD/ADF Uk T —9 (2L TCOMDY—ILE—TELRNILDOBETEA - BRTIIEERRLLDICT S,

2002 |THIES - BFBATEICEY . EFBARNRESI. EFHOBAKRGOHETODIIFOREL
BERETL. D/ADBERPH—ERDFEMER LIZE DD, F, BABE, EHFMOLTBFFEEITOOL oMY
oMB Rt 2L BMELIBFBUT 7RO EREBDEFM AT LFHREEXET 20T S LDOEREST

FTREEFER)

2TW3,

DHS&3IZCIO FISMAARY 2 R(D/AIZE T2 H A/ 3\ —E X1 T4 EERDEB R NEHRT 20O DIEEDE
BFLTL S, Tt FISMAIZELY . DHSERE D £ TO/ADIEHREF 1) TR —B KU EEROEMEIC
DVWTEBERETHLIROONTL S,

GSA B £AROCDMDY—/L O —EXDRAFESELTIND, Y—ILEH—E ADEUrED/AIZEIR TS S
€05 LR | CEEBMELZHTREEALR,

Integrator([Z & HREHBEFEL . RERDCOMY—ILOER. ¥FORIES LV EAKIE HARKRO T
D/A

Do
TP | 2 COFEHBLELSCEROFEXEHLT. COMBEORILLARERT TRETBEERDD

Ao N%. MZT. OMBORMO(EEEER)EEHELT. COMEREDYY—R (A BEDHMARBEN-BAHEE
gencies, #EL FENS P EHEICCOMDEHERARAL .

& BT HEEE) -, FISMAIZEY , BERBBEF 1Y TR o—B LU FIROR 1 EHHIEIZDL TDHS, OMB, BRES
2 2HREEEICHETZLSROLNTL S,

CDOMY— L= AT LEEET 51282, GSAITETE SN - BRI, DHSZILLH LT HEIEMAMEEREL T,
COMDOHHEEH LERBHEYR—T 2V 1—2avERBRETILENHY. EY—IL- L AT LDERERS
FITITENROLNTNET,

HAgencyE6 DT N—TFIZH T, HETN—TFZLITATIL—2—DEUHTHA TS,

Integrator

2% ik 20.DHS and Selected Agencies Need to Address Shortcomings in Implementation of Network Monitoring Program
8.1.3. SAZIZB99 % DHS & GSA D& E|H4A
CDM DOFREIZB 28&E104E, TFR 57 FREREOKEIH) O LB,
M3 57 HZEBEOKEFIHHE

TaskOrder V—ILERE AT L—38E 77z —X

s EHOMYEEH-RE .
(TableTopFETRH (&Y. EHATHE || © APLERBFEOH--H ||+ FHORMELY.
e EHOLEL—DRT— SNER B3R, BT

ARINEEEITI)

- =PEYIN

. mp © FHOERD
(Issued by) *  APLOEH 158 *  TaskOrder[ZEDLALT (| + FoOzHbEE
ssuedby TL—EDEE
- - © FHOER -

K TableTopfes: BHFETE ORI, SHABHOEBYEDCPMOE & . DHS SIRTT 3207 BHRCHT AL E 2 — - SEAMEOCDMEERA 7 — 2 2Nk %
T BEG Y- ILOBTFEOLERTICDONTREEITD.
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8.1.4. Integrator TN I 2 =T 4«

CDM (B LT, (M3 58CDM OE@RFE(E - aIa2=F4] OLBY, FL—=72
ERFOABSCKFEA X 2B L, Integrator [7]1F DIFRIE(ECRESFIEE A THAL T
Do

X% 58 CDM DIERRE - aIa=F4
BER i wmE
BN ICENCEOMIN | oMo B3 o Training#-Webiner ()2 B

COMT OIS LIZET 5. BIE. ERPIE, EHIKR. BEEE
TE OTERIEME
Industry

Day

COMY— /L D455 5 B &S (SIN) 4252 5 = (DEFEND Task
OrderE E)IZRAT HIBEIMD ER/NN—rF—~DIRH

BUAFHSER LU RREEOCOMBERERITOAL IT7ZLUR

MeriTalkft (% BPIR(- L DR, /S HILTA RN 2 TR
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82. EE DRI L EFHAR
CDM TiE, EEOKRE L ELENENZERRE LTERIN TS, T, & D/A IZ5R
T 26 DOTIERL . HEOFH L E DIA ORMICEDOE CHYICHREFT 5 2 & AHEEX

nTWab,

8.2.1. Chief Information Officer (CIO)
CIO (T B3 2 ENTHESE S 2 EHNAIT TRFE 59 CIO ([ZPHE 5 BN O L

B,

Chief Information
Officer (CIO)

Risk
Executive
(function)

Authorizing
Official

X 59 CIO \[ZER#E T2 EBLENE

« D/ANTISCMTO4S S LE L, ##ETD

s BI—FXUGTL—TORBEDTI A0, RIVIANDL—20 5 ) Y—REWHRT S

+ COMAA SRV REHEABAO LX) TR —SEHETS

+ Agency# Y aR—FIZRRTHERAOEHBREL., F v aR—FORBRANEOREO IO LI POEHREFUT

ANDEFBERET S

s VHORIAT7IT RUFHEIT —XEEELECERL, T 71— XDOETHIZ, BEASLVILEAENOER

MICHERT S

* LR—kATT AN NIST SP 800-39DYAILARJNELVYRIRATEHN =L TWBILEHKRT S
* COMZwiaRR—RTF—20FERAAEERABELIKRERELROEBETL R TERLVRY . (BRI FETE

BYRYEHEILT D

+ Agency® W aR—FICRRESNBVATLLRILDOLAR—MATIYEREIIL, #GMIC) R 7EFTHET S

275 3k 19.CDM Roles & Responsibilities Guide & ¥ #5750

8.2.2. Information System Owner (ISO) / Information Owner / Steward

ISO |ZBHE# 4~ A RENCHELE SN EBENAFIT TRFE 601SO ([ZBET 5 EBENE] 0L

B,

Information System
Owner (ISO)/
Information
Owner/Steward

D/A Help
Desk

Mitigators

X% 60 ISO ([ZBE T 32 ¥BENE

 BYGEFAUTELE CRATLARAES ., BRIRTLAEF2)T+ERE, FRUATLEF2UTHELEGRLE)

EBALT, VAT LLANLTEDELA—FEHEHTIT D

+ AgencyH i aR—R DT —2EHEALT. BEMIZURHEEFETS
+ AgenoyHwiaR—FOT—4EEALT, KRG RRECHNT DEREF 1) TAREERET D
+ COMT7OT S LMRZYIN, BIYE ToN-BBEETT 2L-OICRELGIN —ZUF EYY—R (REYTOFEEE)

EROTVBILEHRTS

« COMMDBIREICHIG ., TAAL—ar RUGRARETTS

+ FEEEREREL. 34 ALV—IZYRIEREITS

2735 3k 19.CDM Roles & Responsibilities Guide & ¥ #5750
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8.2.3. Chief Information Security Officer (CISO) / Senior Information Security Officer (SISO)
CISO |2 B4~ 2 & HENHEE S 5 BT TE 61 CISO IZBET 5] D&Y,
B 61 CISO IZBET 2 EBHE

Chief Information

Security Officer + COMTOYSLNEBHLEREEETH A0, REYIDN—=0 7 )Y —REHRT D
(CISOy « COMT7OYSLDHEBFRELEREL. TOYSLICOVNTHICEREREMT 50D TOLRERITS
Senior Information | * CDMTAY S LICK>Titif=EN BHFISMAE LUCISOLANILDLR—FEHEHET D
SecurityOfficer * Agency¥ v aR—R DT —4EEALT, FBRTELRVIRVKROBRIAES, FREF L) TFA~ADBREERET
(SISO) %
Information

System o BUBEFI)TARLBEGALT. VAT LALRIL TEYGLR—NERE#TIT S
Security « Agency# v aR—RDF—2%ERAL T, $HMICURVEEL EREF 1 TR EDHBEEEERTS

Officer
Common c BYREFL)TABLELRALT. ZBOEFELANILTCOMT O S AICK>Til=shbi#EELR— N EREHE
Control v )

Provider « Agency#® v aR—RDT—2ZHERALT, $EEMIZY RHOZTET S

Secutly . EEMEEETERT HI0Ic. NIST SP 800-3TRVFI 055 A ERU B EL A~ BRERTT S
Assessor * COMT—ANFL+AFELIFRBEISELTOEWNEEX, BEMESh TOEWEHES A5 IEKEERTSH

RMF * COMEZDEF I TABETFMA~DHERICETHERELET T 2LHODTOLREEREBH(0IG) LHAKT S
Program | * EDBERETERT SHOLA—IBEERET S
Manager * COMOEREHFNLARBTEDLIICHERTINERET D
o (BEERARRICEAT ANISTHEHAZ VR (FIFYTILEA LD RV EEADHIT, 201456 AESHR)

* CMaaSTO/NAH—LFHELT, FTROBY o H—/T+—I U REEET D
YV BB —TFORRRIE(TTATIA—LREEED) . TADTLE (AALEET) . T—20M#RE, T5—%(
BRREE S URRRA)
o VL aR—ROT7IERAFETOCREFIREHIL, BOICERESNTWSILRERT S
ISCMand | « D/ANLTTROERAEL. HREISH T HHAICRABSNBRRRVIRNL—2av DL —LEFIREEHIT S
CDM o BHRICRINLXIEERHET I T ERERI TS

Manager(s) SFESFRI Y —RTCLR—IEHEFETD
COMMDERBBEZRET D-ODEHKERIL. REVINN—=VTERITDEL312T5
(b7pd&H, DHS COMAMRE T BL—=2 T 2FIAT5)
+ COMTASTSLDRZYIN BN —=05 E)Y—REFH>TWHIELERRT D
LB Y EEEEL T, ZUEDCDME LU CMaaSD AN EE MG HERT D

* FederaDRATYU T T—F LT T N—TEIVANIRT—F LTI N—TEDERZERET D
o FERURIDBEAEEES 50D TORAERIL. ERTS
- BRBREOMBERLRABY IV N—TERITS
Local s U —MEDRELEEDODEHEHIT D
Scoringand | « YRYBIEH TV IN—TDEREE . URIBEERET OO TOREHEIL. EATS
Metrics c UTEELVRIRATIVTEEERTD
Group v YRYZRAT DEBFRE, A—RFAVRENDEBLIZIBE DA EERET D
v ERBEFCHADAITHEEORAESEZERET D
v 237 OAEM, BEE, SEE. ERIEORIILHFETS
v BREBEICHULENSDS, EFA—avEED, NIA—TVREFHET 5102, ROAT7ERBEEERT S

.
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9. BIEFT M TEE
9.1. YRS RaAF7IYvy

9.1.1. AWARE D&

Agency-wide Adaptive Risk Enumeration (AWARE){X, CDM (2315 Y A7 2a 7 U 7
DR TEH Y . "Worst Problem First”D& 2 F IS & A R—U X7 ZONTOIR
DL & B & MEFBTED ¥ A LU —TofE & RIS T 5,

AWARE 2 =277 (%, T3 62 AWARE OMZE ] & L350 | FEIZ Phasel D4 Capability (&
TIET 27 —#Ib & D& HE M I, VUL, CSM, UAH O 3 R & 5,

X% 62 AWARE O E

. . COMAIZBiFESN Tz, RATYV TV RTLTY,
Agency-wide Adaptive T REGDIELE . [ REGORIERIRIL . R R RSN R T LAOEEE ) [ZOMOEELE

Risk Enumeration FiEEEL, YVRIRITEEBL, 521 TREBORRERLET .
(AWARE) HEHIN=ZXaT7HLEBEIBMZMT TETV. X2 T LOMEESA L) —ICBRTHEE
AHEICLET .

VWISpk i iEEk e | 7y MEEHC VUL REFvoY—LIZE s TRYMNI—HIURRA b ETHREINF-E L D
(VUL) BB ETIAR—Sr— (OVE) AOERENET,

TR e CSMY— LI k> TERBEESNDCSMFTYVIZEB LIz RKaIE, FLIEICEONT, £BMHBHER
gSM = ATYDYT D RTL(CVSS) R —ILAD R —) o J Shi=fEZEY $THILITE>TRIAT L
(CSM) hiEd.

UAHIZ, #uiaR—F-av T RTHAENSESIY S TORTORLN—FDZT7-T/AMRERL
T TEENINYLETORTOENEER, EEEEORRBKICN\—FIT7TEEEEY—L

RAAHBER
(UAH) FEALTRRSNES,

%32 ik 21.CDM PROGRAM AWARE SCORING Y 57T
9.1.2. AWARE Ra 7 EHH A%
AWARE A =17 (%, [[XI# 63 AWARE B HI %] D & B | [Base Metric] . [ Age Metric] |
['Weight Metric |, [Allowable Tolerance Metric] @ 4 EFENLHEIND, £/-, A=
T REFIC X o TR H 45 Metric DA 722 5,
X% 63 AWARE B H 5k

Base Age Weight 1”_‘(')';2:’:::; mmm  AWARE
Metric Metric Metric Metric I RISK
[€-331) (F@BH (BEE) () SCORE
HHIZHERYT 5E A
Base Age Weight ToI?aer:cZ
Metric Metric Metric Metri

CVssIZ fr3el=F=1 ZEE

L& [ZIECT=1E 12 C-fiE days
STIGIZ 1 LEE 30
LB 12 C-fE days

7

10 1 1 days
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9.1.2.1. Base Metric

Base Metric (%, (X 64 Base Metric] @ &LV KA TFEIZ L > THEHT SE
WNRIRD,

(B LTk, s MegsEREAl > 2 7 A (CVSS : Common Vulnerability Scoring
System)|Z K o THH S 72 fag9 M O FEAME(CVSS E)DIE & A 77—V v 7 LT i
2T 2,

CSM [ZB L TiL, KEDEPE# (DoD : Department of Defense) D [E|BS & > A T A
J&(DISA : Defense Information Systems Agency) N f2fit 2% = U 7 4 HilF A K74
>(STIG : Security Technical Implementation Guide)iZEFE I AL TN D, U A7 DEKES
S~ A7 =3 U (Category 1- IWTKHST DIEZEHT 5,

UAH Ti&, —f 10 ZfEHT 2.

X% 64 Base Metric

VUL CSM UAH
CVSSfEZTTIZ. RERT—1) 25 DoD STIGIZ E % & fr#=Category —1{210%BASElEL T %,
L71-fEZBASEIEL T %, T35 g %EEBASEEL T 5.
WNEYRr— 2T
10 10
8 5.12 Category 1 0.72 4
7 3.43 Category 2 0.36 - 1$ 1 0
6 2.16 Category 3 0.12
5 1.25
4 0.64
3 0.27
2 0.08
1 0.01

2% 3k 5.CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING X ¥ #57¢
9.1.2.2. Age Metric
Age Metric (%, TXF 65 Age Metric] @ &30 | HiBMEg5MERRR]F(CVE : Common
Vulnerabilities and Exposures) 3 /ABH &AL T 5 0)1'*1 A E A r—I 7 LIciE
T 5, MEFsrEIL, T ST D ORFERGE & LT A 21T D ATREMEN S 2.
L7200, VAZBHEMTHENWIEZEX ST ThH D,
X2 65 Age Metric

1 10 20 30 40 50 60 70 80 90
ERSTOlRE
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9.1.2.3. Weight Metric

Weight Metric |Z, [[X]2 66 Weight Metric| ® & 33 ¥ | High Value Factor (HVF) & Federal
Vulnerability Action (FVA)D LRI SND, KEOT AT LOBTEBENGMEE, i
FEDEB L SABENEE T AT NEL RD LWV EX T TH D,

HVF (2B L TlX. Federal Information Processing Standard Publication 199 (FIPS 199)(Z
F o THH SN BRSO BFEES U THEARE 5,

FVA (2B LTI, threat intelligence (Z & > C CVE OFR L~y THE] EHlErs
%A1 2.0, TNLADOEEIL1.0 L7225,

XZ& 66 Weight Metric

x [ Weight
[ Metric

BEMEE  RE ZRLANIL
high 1.5
=} 2.0
mode 10
rate
1.0
low 1.0

9.1.2.4. Allowable Tolerance Metric

Allowable Tolerance Metric (%, CVE B H 22 B85 T £ TOMICMEL L IR D | Sy
FHHT A M CEMEMBE DO 72D OWI A | T3y T S CTORWIREEZ FFA T
LMTHIE] L TEDELDTH S,

X3 67 Allowable Tolerance Metric|] D & 351 | B SN A MM OMIIL. AWARE
DHH & Y Agency Dashboard ~DFEKRI1ZAT4415 A3, Federal Dashboard ~0 7 — 4 i
#IIATONR N,

X% 67 Allowable Tolerance Metric

Allowable Tolerance

CVE4L Fa-ﬁ = HAHEETH
® ® o

AWARE
A7

Agency

Hyah—

Federal

Ayl ahi—
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9.1.3. AWARE R a7 &itAi%

AWARE 2 277 %, 313K ICKT 2% 2 27 (VUL,CSM,UAH)D & FHE A iR A =2
TELTCHEHETS, ZOET IK#E 68 AaT7HEHA A=V OB WKEAaT %,
VAT LHANL, Agency BT THERFT 252 LT, VAT AAZTT Agency A2 T NELH X
5,

X% 68 AaT7EHA A

BEET  AWARER O7

AWAREX 7
Agency AT L T ES YRGS HEHERE
a7 237 Za7 DOAIF DORIF
CVE1 | A
VUL éé CVE2 |B
=Rt
2T LA ARAEE Config 1 | E
T(O+P) T osM o =—— cg:f:gz F
T P(E+F+G) ~— 9 -
[ CVE1 |H
VUL
W(T+V) — | ik §§ CVE2 ||
T CVE3 |
V(U+S) U@+R) T~ csm
R(L+M+N) §< Config 1 | L
Config2 | VI
. N
3 —
FRBHE AR

9.1.4. AWARE DFTKR
X7 69 AWARE OHEATIRIL] D LI 0 | BUFHERI 4K T AWARE X =27 DR - #
ETHEOORMVMEAEED D L LI, 22T V77TV XL EEGERINZ EHT L,
KV FEMIR Y A N = 27 ORPGEEHR AR T 22 L 2B L TV 5,
X% 69 AWARE DHEFTIRIL

AWARE 1.0

- BURFHBAE S UDEFENDA T L—4&
#ALT, AgencyF v aR—FKIZEIT5
f—?@%%ﬂﬂ)&%ﬁtﬂk%ltﬂlUﬁﬁh

- SIEEICHL. YA/ - RIDKRR
HEED. BECHBEOEROREE
L. BRNICHEOXNRERSY =0
[CHERIERERL.

AWARE 2.0

- DHSIZ, AgencyL N L THAWAREDIE

FRBAMICA 1 TR IR MBI LB HEL . &
AN—tF L TIRBERET D,

 DHSIZE., govERADARMEEHMIFL. &

BHREESEDYA/N—tEF)Tr
RERAEET 510, Federal¥vyia
R—KIZE 1+ BFederal AWAREZR 7 D
ERLICE I BEERRT 5,

© AWARE (&, thDLAR—k, FvPak—F

RRRBEY—ILERTTREDTHD,
BEICAWARED RO 7 #RELTL 4R

DF=BI12. ERBFOA—RFA % HE

EF B, T, AAFALEFEDHAE
2ERET B,

(f5l: FISMA 2T F EDBEE. a5
ADyFER)

© AWARE 2O 7EFZHMELTLVELEE

DREIHIT DI PRAT LAY
TIL—5vHELBNT R,
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© AWARE 237YL 7 7NTYXLIZHE

ISIBLTEHEND,
(FECEIC1 BUR)

© AWARE RO7YUTZBELT. BEED

BRI Iy TR TOFvELYE
EFONH T, URIDFHMZIBE
TELHEIIZT S,

© O FEHEEAELLEIT AT, g0

BROBEIZHIYFAR—YRIDK
MEBHERMT S,

© CDMZ7BY T L. CISADE#RE®/—

r—&1 AL TAWARESE % kA1
HEESE, YA — B2 BH.ZE. )
RIDIRIF—TRICETHKRREHR
ERELGEDICLET .
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9.2. CDM DR BIFEIEE
DHS |34, #ABIFOY A N—t X2 U T 458k T—/L 7T o ORE & EPRI D
NBRZEIT> T D, TXFR 70 CDM OVRREIEEE O LBV, ZOH T3 D0 Strategy & 3
WD RMEFRE 2% T CH Y., CDM 7 u 7 7 LB+ 25 BIE L RN TH STV 5,
X% 70 CDM D% R EFE

Strategy %A E $542(Key Indicator/Measure) FY208+& FY20§5 82
« EEEOEL. EEAWARER a7 %Federal[Z#R &L f-Agency D& 0% 100%
 Federal y2at—KADA——7 T AT~ HORMBEMIELIAsency OB 25% 100%
[=]

« FISMADT /A RIZDT, Federal¥ v aiR—R CHRESNEITN—F 27T
INAADNBECHELEHEIED10%LNIZIRE->T L D AgencyDENE

« Federal¥yLaR—RDT7HT47 1—H—HH . FISMAI—HF—DBECHERH
D10%LARIZURFEH>TULVDAgencyDENE

FY21 o ERE T E

FY21 0 oiRSEMFE

+ oyber hygiene R ¥ v IS TREEN - EEE-ABLBBEDIL. BEEN || 00 5%

FHRAIC BN LD DEE
MW | - EEAOmENISECRBIECHT SRIEDOIS, A7 D2 LRYISESE 60% 2%
. ST AES
B

. BEAOBEABEA—RORBHENOSS . 308 LNICEREA-HIE 70% 30%

. BEED T hAgenoy MEREN B MRICEEE B BENLEEDH LY % 05%
A N—EHOBEHDOE S

. EHENFAgency N BIEEHBL - BEMNLEEEDH S YA A—EBOBMOD 5% 039%
PPN

. Agenoy BNEBETIHA N EHBLIBENLBRLY A —EHOBHAOEE "Lﬁ 55%

¥ PR EBEFRE. National Cybersecurity Protection System (NCPS)IMaD AR Y 2 BIEEIE. THY . COMMD EEES-
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10. ERZEEEE
10.1. BAZEA R
10.1.1. CDM DFRZEA X
CDM O — b AL, (K& 71CDM OFFESR] O LBV GSA OBIFRENTL
PEEH . Alliant 2 Government Wide Acquisition Contract (GWAC)IZ25-25 % | Dynamic and
Evolving Federal Enterprise Network Defense (DEFEND) & V> 9 —3# D Task Order (TO)% i U
TIT %,
e D EFEIEE €. Black Purchase Agreement (BPA) /537> % DEFEND Task Order ~
DBATIZE D, CDM D4 T ® Phase, Capability X NT A 7% A 7 VK% —FETifliET
D ENAREE R BUMBERE O ICRE 2 A BB S e,
K# 71 CDM OFHEF R

e HESOY—E ROHO RN —X AR T 1 SRS
L L Lo —XERET oA BRLY, FBC. REREIEHALCELFOBEHEIL
9 (ZEAL. EEESMEEOL. SHNBENHT AN TES
(BPA) . EROBEHBEOLAILTESATHIS

- COMDTzHDHFHLWAZEAXTHY . V—ILESDBATIEE BEA-Y—EXLEDHZI4
THAINLEENN—FTEREAXTHD

+ CODM7RY S LML IT—X-CapabilityE xR ELTHEY , BEFE THEAF DPhasel 200CDMY!)

DEFEND 1—32arDHR—kE, Phase3 4 DHEEBIARI—TELTEEND

Task Order « 5~6EDRIZINEAM

+ (DEFEND TOD#15 T#H%)BPAR—Z TO & (Task Order 2(TO2)21)— X LLIZPRIVMGMT
. CRED MGM)IZZ ML TULMVELEER 2% 375, CDMEY ) a—ar DI

o BHORAHEEED=—X LT —FETHRIEA ATEE
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10.1.2. DEFEND Task Order 0D %[

DEFNED Task Order (%, X3 72 DEFEND OFfiEA A —] D LBV, 6 DICyE S
7z Agency O 7 L— AL TIERL & 4L, 7 /V— 7T Integrator 2 OV — /L& GE L T
W5,

X|# 72 DEFEND OFEA A —

Agencies Group DEFEND Task Order Integrator

T I—TA =] -

-
A

S N—7B =i -

-
AN

o
P s—Fc i ses

'd ™\
? 5 L—7D = see
fe— IME (=) 255
g % [ TIL—TF ) o T
e | (Non-CFO Act) = T
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10.1.3. Agency D4 JL— TR

Agency D 6 7 /b— 7 OFERL K% O Task Order % 52{F L 7= Integrator X V2 {Fa801L, T1X]
7% 73 Agency O 7 )—THER(A-E)] & T[XF 75Agency D7 —THER(F)] O &¥0 T
D, A-E DT N—Y 7%, Agency DEUR(AHK >~ MU —2 L0 endpoint )% —>DH

LE LTI TV D,

728, 7 /V—7 F(Non-CFO Agencies) D551, CDM O AW AR 72 W51,
OMB, CISA |ZH#T 5 Z & TCDMPMO IZEAAHEZ L TH L X DEDENNH 5,
X% 73 Agency D 7 )L —7H#EAR(A-E)

Group

Department of Homeland Security

Agency

Integrator

CACI International

o Executive Office of the President (EOP) of e Department of Transportation (DOT) Booz Allen
the United States (Office of Management e Office of Personnel Management(OPM) Hamilton
and Budget (OMB) MAX) e Department of Agriculture (USDA)

o Department of Energy (DOE) e Department of Veteran Affairs (VA)

o Department of Interior (DOI)

C o Departments of Commerce e Departments of State CGlI Federal

e Departments of Justice e the U.S. Agency for International

e Departments of Labor Development.

e GSA e Social Security Administration (SSA) Booz Allen

o Department of Health and Human e Department of the Treasury (Treasury) Hamilton
Services (HHS) e the United States Postal Service (USPS)

e National Aeronautics and Space
Administration (NASA)

E o Department of Education (ED) e Federal Deposit Insurance Corporation ManTech

o Department of Housing and Urban (FDIC)

Development (HUD) e Nuclear Regulatory Commission (NRC)
o HUD Office of Inspector General (HUD e National Science Foundation (NSF)
QlG) e Securities and Exchange Commission
o Environmental Protection Agency (EPA) (SEC)
e Small Business Administration (SBA)
X3 74 Agency D 7 )V— THER(F)
Group Agency Integrator
American Battle Monuments Commission (ABMC) ® National Archives and Records Administration CaGl

.
® Broadcasting Board of Governors (BBG)

® Consumer Financial Protection Bureau (CFPB)

® Commodity Futures Trading Commission (CFTC)

e Council of the Inspectors General on Integrity and
Efficiency (CIGIE)

Corporation for National and Community Service
(CNCS)

Consumer Product Safety Commission (CPSC)
Court Services and Offender Supervision Agency for
DC (CSOsA)

Defense Nuclear Facilities Safety Board (DNFSB)
Department of State Office of the Inspector General
(DOS 0IG)

Equal Employment Opportunity Commission (EEOC)
Farm Credit Administration (FCA)

Federal Elections Commission (FEC)

Federal Energy Regulatory Commission (FERC)
Federal Housing Finance Agency (FHFA)

Federal Maritime Commission (FMC)

Federal Trade Commission (FTC)

International Boundary and Water Commission
Millennium Challenge Corporation

Merit Systems Protection Board (MSPB)

_
e © 0 0 ¢ 0 0 0 0 o e o L L]

(NARA)

National Capital Planning Commission (NCPC)
National Endowment for the Arts (NEA)

National Endowment for the Humanities (NEH)
National Labor Relations Board (NLRB)

National Transportation Safety Board (NTSB)
Office of Government Ethics (OGE)

Overseas Private Investment Corporation (OPIC)
United States Office of Special Counsel (OSC)
Occupational Safety and Health Review Commission
(OSHRC)

Pension Benefit Guaranty Corporation (PBGC)
Privacy and Civil Liberties Oversight Board (PCLOB)
Peace Corps Peace Corps

Postal Regulatory Commission (PRC)

Railroad Retirement Board (RRB)

U.S. Securities and Exchange Commission (SEC)
Selective Service System (SSS)

Tennessee Valley Authority (TVA)

United States Access Board (USAB)

U.S. African Development Foundation (USADF)
United States International Trade Commission
(USITC)

® USPS Office of Inspector General
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10.2. sREREEY—IL
GSA 1%, Xz 75 #EEEY —/L ) O LBV, CDM % EELT 572952 DHS 237K L7z
FIHFTRE 72 4L U X |~ % CDM Approved Product List (APL) & U C, A BUFRERE 2358 E 75 8l it
KO — B 2 230 - AT A5k & LT CDM Tools Special Item Number (SIN) Z i
L TCW5%, Tools SIN (X, DEFEND Task Order OO #skH 2 0O G JH LASR CHLYL A FHEE T 2 BRICIE
AHETH B,
MR 75 FRZEEEY —/V

+ DHSAAZELI-. COMEHZFH-TERZOHEOT THSD,

CDM Approved « EBREIhD1=8IZ1F. &Capability®Functional RequirementsZii =L T\ IHE
Product List(APL) NHd.
* CDM Tools SINIZE R %#3B N AHIIZ. CDMAPL ELTERESNAHENH D,

CDM Tools o EIPBATIEET AT FATT 857 . DHS(CISA)A EE L1-COMBEL B~ D EET /R

: FRETS,
VAL . COM Tools SIND 2 HEHEIS (. BIES B4 T F2 PR —=2 T EDBIEY
Number(SIN) —EZMNEFRTLD,
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11. ZT L DRRE
11.1. BEY< ) —
CDM EATICHT 2% [XF 76 Y~V —) OLBY, EIZ6 >OHEB I - 3
M U7, FEMIE T11.2 BREIC R 2 B IE IO FLHGEM | [ZFEHT 5.
K% 76 REY <V —

BE

EH
R ¢« KUBEOENEECEEDVATLEBECI+—ARTEOMN. ETOVATLEEZLTO
CapabilityZB AT HDH., LWL AREOBREABETHS

CHASE S |« COMDEAPERDAE—FAEL, H1 /A A—HBOEILITEBLDN TV

585 « FAREANE LR —RERVEERRESARSTHS
T AT - FARXPNESROELEILABETHD

1y —ZER4 - WMAOFTEDIYL TTIICOMOFEA -#iEHEH
(£ A)

o AgencyflldD AU Y—ZEEELLVMKREETHS
» JYRHNICUR—RE{RLONS LB Y—RFEINBETHD

« BUFEMME. TELUEF ) TAICETABENE LUNC XA DL —2 U R EVRET
»H3

» AgencyfllOCDMIZH T AHEACA LTV L—4DEBENLNTFTELTLS

o AT L—2BIOCDMICHEEL TV DR AV INFTELTLVS

« SEBFEEOIZVNH—ERORBAERSEBESN, TV —EX~ADTOTTLIE
proys HABETHD
%EJE;H%K ¢« BRAUTRAA~NDTOT I LBERANDLETH D
Pl + ATHEE/BEPE. SOAR. RPAGEDEMEF AL, ML OEEL- BEbEEH S
ABETHD

AEIL-RED
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11.2. REICET 5 & EHRRDERE
11.2.1. CDM Referendum (Meri Talk)
Meri Talk 7% 2019 F{Z/ERK L 7= CDM Referendum Tli. 160 ALL_EO@EFEURF K OZER
BRE ~DORAEICH L -3& CDM 71 7' T AT 2 BN BH S T\ 5,
LIF, FERtdliNgs & Hke,
CDM 71 7' 7 ML, #IBIFOY A R—t X2V T Z&KFEL TODHR, AE—
R, TR, UERREFEORER & 5,
85%D AT — 7 IRV —Z CDM 2L > THILBIFOY A S—t X2 U T 1 Bk
BINTZEEZEZTWDEN, REREEND ST-EEZT2OIXDT D 2% E 72
Y,
BFRBUF & ML, ke hL—=27 CDM KD KOEETH D Z LT
FELTWD,
BEBUREBEEI D370 27% L2 BIED PHEL/) T CDM DS ZHERrTE 5 &
% 2 T2\, DEFEND Task Order 737 11 7' T AMIEBE 5 2 5 DIZ+47 72 i
VoD LHEE L TV D EEEROFFRBREIL, 15% & S HITPETH D,
BIFEFIIER LD BERTD, CDM 1Z—R2 % EIF il e o720 &9
TIEmE LB —HLTWD,
DHS @ CDM ‘& BROFEAT 1T 23R D B AV T2BR, BFRBUF D A §Hl & 350 D 7l
A Ccdh o7z,
4. DHS & 51T, DHS 28 CDM ORIIERM & 7 T U NERIE 4 BT 2 0W3E
N5 Z EICRET 5,
AT =7 RN F—IL, CDM ZHED 5720, HHNe hL—=27 Gk
TR, ROTROFEMEZHERET 5,
AT — 7 RV H—IL, Agency TORKINE, KER 78R, #@ISME. hL—=v7
KT Z 7 REEITH>TND LTV 5,
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11.2.2. Government Accountability Office (GAO) Report
GAO 75 2020 42 CDM (2B 3 2fEZ A L, [XF 77 Asset Management D77 |
DEBYHELTWD, FRATIE, IELZT =2 BEMES, BEREDTZDIZS

v aR— REFMTLZENELVEREBPET LTS,

Fio, [HMFE 79 ZOMOE OLBY, F—

AR S Y . DHS Z SIS LTV DRI E 72> T D,
X|Z& 77 Asset Management DFRH

Capability

HAWM

27 3CHk 20.DHS and Selected Agencies Need to Address Shortcomings in Implementation of Network Monitoring Program L ¥ #i£50
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CDM @ FY2020 725 FY2021 o — R~ » 7, [¥F 79CDM e — RK~v v 7| DO LB,
Xz 79CDM 2 — K=o/

CDM Program FY 2020 — FY 2021 Roadmap

Time Frame FY2020 Q3 FY2020 Q4 FY2021 Q1 FY 2021 Q2

Implement new Dashboard at all Agencies

Ensure data quality across all layer of CDM solution

Operationalize AWARE across all agencies

Continue to fill gaps in Asset Management and Identity and Access Management >

Deploy Network Security Management tools across .gov based on agency readiness
\ ] I

Deploy DPM tools based on agency requirements
|

[
Integrate Mobile Asset Data into Agency

| Refine cloud proof of concept and cloud guidance
I
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25 3LHR3.

235 3Hik4.
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142. X&
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275 RS,

% 3LHR9.

Securing Federal Networks

CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, Securing Federal
Networks, https://www.cisa.gov/cdm

Continuous Diagnostics and Mitigation (CDM)

CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, Continuous
Diagnostics and Mitigation (CDM), https://us-cert.cisa.gov/cdm/home

Continuous Diagnostics & Mitigation (CDM) Program

U.S General Services Administration, Continuous Diagnostics & Mitigation (CDM)
Program, https://www.gsa.gov/technology/technology-products-services/it-
security/continuous-diagnostics-mitigation-cdm-program

OMB sets new CDM data standards deadline for agencies

FEDERAL NEWS NETWORK, OMB sets new CDM data standards deadline for
agencies, https://federalnewsnetwork.com/reporters-notebook-jason-
miller/2020/11/omb-sets-new-cdm-data-standards-deadline-for-agencies/
CONTINUOUS DIAGNOSTICS AND MITIGATION TRAINING
CYBERSECURITY & INFRASTRUCTURE SECURITY AGENCY, CONTINUOUS
DIAGNOSTICS AND MITIGATION TRAINING, https://www.cisa.gov/cdm-training
CDM CENTRAL TALES FROM THE FRONTLINES

Meri Talk, https://www.meritalk.com/event/cdm-central-may-2020/faqs/, CDM
Keynote with Kevin Cox, CDM Program Manager, CISA Presentation

HWAM Capability Description

https://us-cert.cisa.gov/cdm/resources, HWAM _CapabilityDescription.pdf

CDM Technical Capabilities Volume Two Requirements Catalog 2020
https://www.gsa.gov/technology/technology-products-services/it-security/continuous-
diagnostics-mitigation-cdm-program, CDM Technical Capabilities Volume Two
Requirements Catalog 2020 [PDF - 2 MB]

CDM Technical Capabilities Volume One Actual Desired States
https://www.gsa.gov/technology/technology-products-services/it-security/continuous-
diagnostics-mitigation-cdm-program, CDM Technical Capabilities Volume One Actual
Desired States [PDF - 652 KB]

275 3CHk10. CDM PROGRAM SHARED SERVICES PLATFORM FACT SHEET

https://www.cisa.gov/publication/cdm-program-shared-services-platform, CDM

Program Shared Services Platform Fact Sheet
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275 3CHK11. Description of Generic Sensor Types for the Continuous Diagnostic and Mitigation
(CDM) Collection System
https://us-
cert.cisa.gov/sites/default/files/cdm_files/DescriptionofGenericSensorTypesfortheCDM
CollectionSystem.pdf

£°Z k12, CDM Approved Products List
https://www.gsa.gov/technology/technology-products-services/it-security/continuous-
diagnostics-mitigation-cdm-program, CDM Approved Products List (APL) [XLSX - 15
MB]

x5 3CHK13. Privacy Impact Assessment for the Continuous Monitoring as a Service (CMaaS)
https://www.dhs.gov/publication/dhsallpia-082-continuous-monitoring-service-cmaas,
DHS/ALL/PIA-082 Continuous Monitoring as a Service (CMaaS) - February 2020

272 3 jik14. Elastic for CDM Overview
https://www.elastic.co/jp/videos/cdm-dashboard-2-with-elastic-ecs, elastic-for-cdm.pdf

%72 3iik15. HWAM Capability Data Sheet
https://us-cert.cisa.gov/cdm/resources, HWAM _CapabilityDataSheet.pdf

%3 Y HRk16. SWAM Capability Data Sheet
https://us-cert.cisa.gov/cdm/resources, SWAM DataSheet.pdf

232 3Hik17. CSM Capability Data Sheet
https://us-cert.cisa.gov/cdm/resources, CSM_DataSheet.pdf

%3 Y #k18. VULN Capability Data Sheet
https://us-cert.cisa.gov/cdm/resources, VUL _DataSheet.pdf

25 3LHk19. CDM Roles & Responsibilities Guide
https://us-cert.cisa.gov/cdm/guides, FNR_CPM_GDE CDMRRGuide.PDF

275 W k20. DHS and Selected Agencies Need to Address Shortcomings in Implementation of
Network Monitoring Program
https://www.gao.gov/products/gao-20-598, 708885.pdf

£ 3Hk21. CDM PROGRAM AWARE SCORING
https://www.cisa.gov/publication/cdm-program-aware-scoring-fact-sheet, CDM
Program AWARE Scoring Fact Sheet

227 Y ik22. Strengthen Federal Cybersecurity January 2021
https:/trumpadministration.archives.performance.gov/homeland _security/APG_dhs 2.

html, FY2021 january Strengthen Federal Cybersecurity.pdf
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