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Hardware-based authenticator

FIPS 140 validation

SRELFIESIET A RCHIA T, 52
SEE. J12heF1UT4(CEAL T,
FIPS 140-2(CRESINABLA)N %
gTENEREIND

verifier impersonation resistance

« verifier impersonation resistance
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« verifier compromise resistance
OELLIBADASE (I B4
AR UL OTPZEFNDVRINDI L

AAL.1

AAL.2

AAL.3

X Permitted authenticator types.

Reauthentication’s & Z Db EHE L F

either single-factor or multi-factor
authentication using a wide range of
available authentication
technologies

Proof of possession and control of two
distinct authentication factors is required

through secure authentication protocol(s).

Approved cryptographic techniques are
required

(AAL2DZERIZHIZ T) shall use
hardware-based authenticator and an
authenticator that provides verifier
impersonation resistance; the same
device may fulfill both these
requirements.

» Level 1: Government agency
verifiers

« Level 1: Government agency
authenticators and verifiers

» Level 2 overall: MF Authenticators

» Level 1 overall: verifiers and SF
Crypto Devices

« Level 3 physical security: all
authenticators
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4. SECURITY REQUIREMENTS

This section specifies the secunty requirements that shall be sansfied by cryplographic modules
conforming to this standard. The security requirements cover areas related to the design and
implementation of a cryptographic module. These areas include cryptographic module specification;
module ports and interfaces: roles, services, and authentication; finite state model; physical security;
operational environment; cryptographic key management; electromagnetic interference/clectromagnetic
compatibility (EMIEMC); self-tests; and design assurance, An additional area concemed with the
mitigation of other attacks 15 currently not tested but the vendor 14 required to document implemented
controls (e.g., differential power analysis, and TEMPEST). Table | summarizes the security requirements
in cach of these areas.

Kevurity Level |

Security Leved 2

Kecurity Level § Xecuriiy Level 4

Cryptographic Specificanion of cryplographic module, crypiogmphic boundary, Approved algonthms, snd Approved modes of openaton. Desorpton of
Aodule cevplographic modul:, mchuding ol hardware, software, and firmare component.  Stnscment of module scounity policy

Specilication

Cryplagraphic Requined and optional isterfsces. Specificatson of all imerfsces Diats ports for unprodected cribeal security parmsiens logeally or
Madule Farts aird ol all ievpeid oo ittt daen paiths plivescally coparuted from olher data pots

and Interfsces

Rabes, Services,
and
Auidhenticathon

Logscal separation of redquired
o optaonal rolo and services

Role-hased or idemtiny-based
operalod aulhontroation

I

y-heesed operntor swthentcation

Finlte State

Spocafication of finte state model

Rioquared stwics and optanal sisies. State transition dugram and specification of stale tramsitions

Maoded

Phosical PFroduction grade oquipmont Lowks or wmper evidence Tamper detoction mnd rosponse Tamper dotconion snd response
Secarity For covers pnd doos emelops. EFP or EFT
Dperational Single operutor, Executshic Referenced PPy cvaluated st Reforencod PPs ples trasted Referencad PPy plios tnostéd path
Environment vode. Approved imegrity EAL? with speciffied path evaluated ot FALT plus evalusbed st FALAL

ochnague

dmcrctonary soceis contrel
erecchanasins ard sid g

socurity policy modeling

Cryplographic

Key management mechaniema: random number and key gencration,

key evtablishment, key distribution, key entry/output. key storage. and

I('.':- key Zeonration
Mamagement -
Secred and privale keys establiabed using mamusl methods may be Secret and private keys established using manual methods shall be
entered or output i plaisiext form entered or outpu encrypted of with split knowledpe procedure
EMUEMC 47 CFi FCC Part 15, Subpart B, Cless A | Bobness use) 47 CFR FOC Part 15 Subpart B, Cless B {Home i),
Applicable FOC roguarcments | oo radio]
Self-Tests Power-up teaty: oryplographic abporithm teiis, soflwahe/firmwase mlegrity tests, critcal functions tests. Conditions] tests
Design Coniigaralon managomcnl CM systom. Securc High-leved lnguage Formal model. Detded
Assurance () Cacure sl and dearrbimivm  Fomiricssl il il il i inCwvmsl preends)
gencrabion. Design and pulicy specification Preconditions and postconditiens
corresposdence. Guidance
docusments
Mitigation of Specificabon of mitigation of aitascks for which po icsinble roguirements are curremily available
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