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elDAS(electronic Identification and Authentication Service)#3 8l *

=

REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

* eIDASIERID2D D HHY it i
« RRJMDSM(Digital Single Market) &} B
¢ FPTRMTF—ERDERIZKD
R FE B O e

economic and social development. Lack of trust in
particular because of a perceived lack of legal certainty,
makes consumers, businesses and public authorities
hesitate to carry out transactions electronically and to
adopt new services.
(MR AU A VRBICE T 5 EHEOBREEIBREFLHEOR
BROBTHD, EEORN, HFITENREEDRMAHESR .
. ARBEICEFIREIOH LY —ERDRAZEES
BT, y

Building trust in the online environment is key to \ .

\.

*Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the )
internal market and repealing Directive 1999/93/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0910




eIDAS(electronic Identification and Authentication Service)#3 Bl *

c el DONMBEBHEEEAR 7L —LT—7
=clDDT a2 T 7 AL NJLIZDWTIERRE (low, substantial, High)

% FRTE

c SR MY —ERDERZHH A BE
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*Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0910



elDD ) >~ 2 ) 7 v AL ~N)b

Low, Substantial, High® 14 (3 CIR (EU)2015/1502*

ICHRESINTWS,

elDAS2.0/Z ¥ |7 5 EUDIW(EU Digital Identity Wallet) (X fREE L ~NJLHighd ST 3

{REFL ~NIL

Low

Substantial

High

B ThERR

STHEREREMFHL VDL
Ry ZenTsD

BITHEREH O 2 R R U

BITHER E R DB MR

BAEEZOEFBERZET T
HREROFR 2 IR, &
TR E R DB

elIDDHEHE

HERRE

TR R

TBRAL X X N

A H=XLD
EFEERE

581t E A (Enhanced-Basic),

EAL1~3

fH(moderate), EAL4

5, EAL4+

CIR(EU)2015/1502* &

*COMMISSION IMPLEMENTING REGULATION (EU) 2015/1502 of 8 September 2015 on setting out minimum technical specifications and procedures for assurance levels for
electronic identification means pursuant to Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic identification and trust 4

services for electronic transactions in the internal market

R



BT £ TOD

R

Austria

Belgium - elD

Belgium - Itsme

Croatia

Czech Republic

Czech Republic (Mobile eGovemment
Key, mojeiD)

Denmark

Estonia

France

Germany

Ialy - elD

italy - SPID

Latvia

Lithuania

Member State
Austria

The Kingdom of
Belgium

The Kingdom of
Belgium

Republic of Croatia

Czech Republic

Czech Republic

Kingdom of Denmark

Republic of Estonia

French Republic

Federal Republic of

Germany

Republic of Italy

Republic of Italy

Latvia

Republic of Lithuania

Title of the scheme

1D Austria

Belgian elD Scheme FAS / eCards

Belgian elD Scheme FAS / Itsme®

National Identification and Authentication System (NIAS)

National identification scheme of the Czech Republic

National identification scheme of the Czech Republic

NemiD

Estonian elD scheme: ID card

Estonian elD scheme: RP card

Estonian elD scheme: Digi-ID

Estonian elD scheme: e-Residency Digi-iD
Estonian elD scheme: MobiiiD

Estonian elD scheme: diplomatic identity card

French elD scheme "FranceConnect+ / The Digital Identity La Poste”

German elD based on Extended Access Control

Italian elD based on National ID card (CIE)

SPID — Public System of Digital Identity

Latvian elD scheme (elD)

Lithuanian National Identity card (elD / ATK)

€lD means under the scheme

Belgian Citizen eCard
Foreigner eCard

itsme® mobile App

Personal Identity Card (eOl)

CZ elD card

Mobile eGovernment Key (MEG),
mojelD

Key card (OTF)

Mobile app

Key token (OTP)

NemiD hardware

Interactive Voice/Response (OTP)
Magna key card (OTP)

—ID card

—RP card

— Digi-ID

— e-Residency Digi-ID

— MobiiiD

— Diplomatic identity card

National Identity Card
Electronic Residence Permit
elD Card for Union Citizens and
EEA Nationals

italian elD card (Cana di identita
elettronica)

SPID elD means provided by
Aruba PEC SpA
Namirial SpA
InfoCert SpA
InTeSA SpA
Poste htaliane SpA
Registerit SpA
Sielte SpA
Telecom Htalia Trust
Technologies Srl
Lepida SpA

elD karte
eParaksts karte
eParaksts karte+
eParaksts

s s s s os oo

Lithuanian National Identity card

Level of assurance

High

High

High

High

High

Low, Substantial,
Hi

Substantial

High
Substantial
High
High

Low, Substantial,

High

Substantial, High

High

g
H

TIFIED

g g
N

]
.}
m
-]

278ep
2021

27 Dec
2018

18 Dec
2019

07 Nov
2018

13Sep
2009

27 Sep
2021

08 Apr
2020

07 Nov
2018

02 Feb
2021

26 Sep
2017

13 Sep
2019

10 Sep
2018

18 Dec
2019

21 Aug

QUEU

2018/C 464/08

2019/C 425/06

2018/C 401/08

2019/C 309/09

2020/C 116/05

2018/C 401/08

2017/C 319/03
2020/C 432/07

2019/C 309/09

2018/C 318/02 amended by 2018/C
344/09, 2019/C 309/09

2019/C 425/06

2020/C 276/02
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BERIIR 2

Luxembourg

Malta

Norway

Portugal - Cartdo de Cidaddo

Portugal - Chave Mdvel Digital

Portugal - Sistema de Ci

30 de

Atributos Profissionais

Slovakia - elD Scheme

Spain

Sweden

The Netherlands (DigiD)

The (DTF/et

The Grand Duchy of Luxembourg national identity card (elD card)
Luxembourg

Malkta Identity Malta

Norway elD-gateway "ID-porten”

The Portuguese Cart3o de Cidaddo

Republic

The Portuguese Chave Mével Digital

Republic

TheF a Sistema de C: 30 de F

Republic

Slovak Republic National identity scheme of the Slovak Republic
The Kingg of Spain D 1to Nacional de 5 (DNle)
The Kingdom of Swedish elD (Svensk elegitimation)

Sweden

The Kingdom of the DigiD

Netherlands

The Kings of the
Netherlands

Trust Framework for Electronic Identification (Afsprakenstelsel

Elektronische Toegangsdiensten)

(elD / ATK)

Luxembourg elD card

Maltese elD card and e-residence
documents

Buypass ID, BankiD

Portuguese national identity card
(elD card)

Digital Mobile Key
Professional Attributes

Certification System

Slovak Citizen eCard
Foreigner eCard

Spanish ID card (DNle)

BankiD
Freja elD

DigiD Substantieel
DigiD Hoog

Means issued under eHerkenning
(for businesses)

High

High

High

High

High

High

Substantial and
High

Substantial, High

Substantial, High

2

g
i F
g

1§ AF §

H
8

g
i
g

2020

07 Nov
2018

04 Mar
2021

27 Sep
2021

28 Feb
2019

08 Apr
2020

30 May
2018

18 Dec
2019

07 Nov
2018

14 Dec
2020

21 Aug
2020

13 Sep
2019

2018/C 401/08

2019/C 75/04

2020/C 116/05

2019/C 425/06

2018/C 401/08

2020/C 276/02

2019/C 309/09
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1L.EFELIZ. TNABFHEATH S, NFBEEEFBLOEGEZH-IHLWE WS EBRIEIT T, FMARVENFES ICH T 5L
ELTODBENEBEI NG L,

BEFE4

(Art.25) 2BRETERIE. FEZZBLLAFOENMHEL DI L,
3.HHMBETRITINI-ERIAPEICEDOCHEKEEFBERIL. MOITRXTOMBERICFLWITHLBEREFELL L THRDHONS,
lery—Iid, ZDENDNARVENFHEEICE TS LToiEHE, TNABTFEATH S, XiTdEKer —LOBEHEH S AL
EWHEBRAZITTEEI NG L,

ev—JL

(Art.35) 2.8 e —ILiE, BEiReY— DV VI TET—2DREERVT—XDERDEEEEHETEZILHTES,

3.5 ANMBETRITSN/ERIPEECES GEKey —ILiE, O TOMBECERe —ILE L TRDH NS,
1.ZBALRZ Y T3, ZOERNHENENFLEZICBITAEME L TDRENE. ZNABFEATH S, Xif, BERZALRZ Y TD
BALRZY BHAE-IHEWE WS BRI TEE I NG L,

&”4D 2EEBRALRZY T, ZNARTEBOERNE L ZOABERUS T —20RS I ET 2 ETEEZET 5,
3.BDNMBETCRITINEBERZALRAZ Y TIE. MOLTONBE CERZ A LAZX YT LTEDLOHND,
leTUNY —H—ERAZFBLTEREINT—XIE. ZOENNARNENFHREICHIT2EHLE L TORELE., ZNHBEFERT
e-7-_\‘ Py — HDH. XlE, EgeT UNY —H—EROBEEAH-IHWVWE WS EBRLITTEEI NG L,
(Art.43) 2. e T Y NY —H— EREFAL TESESNETF— L E. F—R2OESHE. BUSNFEESICL 3T — 2 0EE. BAShi5E

FHICKBZRE, EReTINY —Y—ERTRINET -2 OEXZEOAROEREICEHTIHELZEETT S,



N A T —ER(BTFTER)OL NILE
DINELE, BE=FHE /L —LT —7

elDASHRAIIC |y 0, : =57 — LT —

5133 X5 FA: kbl = — Pprepp——— BE=HFHMOIL—LT—S

. _ EIRBETER, | 'QSCD(Quallfled I

BIE M TR |, Higes —L

FH—EX HEIND (Qcp-n-gscd, 'F2F elD(substantial A S|gnature/SeaI Creation 'eIDAS*EE' | (B MR
s e L), BETTABRU 'PEY'.C?) ................. B8 0D A R U D < B
s FEn S o i UET(C K 2R MDD
;g%&ﬁf% RF DT :%Jﬁﬁ%@fiiﬁ’é{%% :71‘72&]595 % ] ﬁ’:__r)
QCP-1) ' ___________________________

'SCD(Secure Crypto

T
1
1
1
1
1
1
1
1
1
1
1

U T
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
L
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

g ———

FEBT B Device): ISO/IEC 15408
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e Staff Working Document (2021 F6 A3 H)
* Briefing from European Parliament (20223 H7H)

*1 COM(2021) 290 final “REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL on the evaluation of Regulation (EU) No 910/2014 on electronic
identification and trust services for electronic transactions in the internal market (elDAS)”

*2 SWD(2021) 130 final “COMMISSION STAFF WORKING DOCUMENT Accompanying the document REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL

on the evaluation of Regulation (EU) No 910/2014 on electronic identification and trust services for electronic transactions in the internal market (elDAS)”
*3 Revision of the elDAS Regulation Findings on its implementation and application
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BRI ERE (BUT) 40,000 - 2,300,000 (8) 10,000 — 500,000 (7) 30,000 - 650,000 (9) N/A
elDiZ 10,000 — 4,500,000 (3) 100,000 - 2,000,000 (4) 30,000 - 650,000 (3) N/A
elDY — ' RiBfHtE 55,000 — 230,000 (3) 25,000 — 1,000,000 (3) N/A N/A
EHERS, ESEMEES. BAMHE N/A 0-1,550,000 (23) N/A N/A
Bl
B 7R T —ERTAN 50,000 - 10,000,000 (19) 3,000 — 4,750,000 (17) N/A 0 - 20,000,000 (9)
1%
FoR MY —ERTONAL N/A 3,000 - 4,750,000 (17) N/A 10,000 (2)
* RXAFICIE, 2ENET—2OIE02&F L, BEOY Y TILE,I O, T—XHMICILERNIDETH S LHHRINTWV S, BT EURO (NI BEREEE

H{#E © SWD(2021) 130 final “COMMISSION STAFF WORKING DOCUMENT Accompanying the document REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND THE
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FifTax b 35% 262,500€
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elDAS2.0*
EU Digital Identity Wallet(EUDIW)
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iz ge—Attestation of Attribute) . U E— 2% (S —)L) i REB DS

the management of remote eSig/eSeal creation devices)

® {7 Bl DE g
WMEEZIEE T 5 TR OREEAEUZESICERETIT

*Proposal for a Regulation of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a framework for a European Digital
Identity (SEC(2021) 228 final) - (SWD(2021) 124 final) - (SWD(2021) 125 final)
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I1SO 27000

Supports elDAS

e-Government Act of

N/A IDAS R lati N/A
oo Regulation / SN FagaTon 2002 /
Identity management and
Technical interoperability = Technical interoperability - trust across
P . . Legal recognition of i ) )
Objective and trusted third party and trusted third party ) ) organizational, Information security
electronic trust services : .
assessment assessment operational, physical and
network boundaries
Governor ETSI Board N/A EU Committee CIO Council
Harmonization Body ETSI ESI PKI Assurance Task Force FESA N/A
National Accreditation National Accreditation
Accreditation Body : — CPA Canada NAB FPKI Policy Authority ; -

Bodies

Bodies

Conformity Assessment

Body

CAB accredited to
EN 319 403

Same as above

Conformity Assessment
Body

FPKI Certificate Policy
Working Group

Conformity Assessment
Body

Supporting Technical
Standards

ETSI Standards, CA/B
Forum: BRG, EVCG +
NetSec

WebTrust Criteria

ETSI Standards, CEN
Standards

NIST SPs, FIPS 201, FPKIPA
Documents

Assurance to be
achieved

Best Practices and
Legal Compliance

Best Practices

Legal Compliance

Technical Compliance,
Interoperability with FPKI
system

Technical Compliance to
Management
Requirements

https://www.enisa.europa.eu/publications/towards-global-acceptance-of-eidas-audits
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4. SECURITY REQUIREMENTS

This section specifies the secunty requirements that shall be sansfied by cryplographic modules
conforming to this standard. The security requirements cover areas related to the design and
implementation of a cryptographic module. These areas include cryptographic module specification;
module ports and interfaces: roles, services, and authentication; finite state model; physical security;
operational environment; cryptographic key management; electromagnetic interference/clectromagnetic
compatibility (EMIEMC); self-tests; and design assurance, An additional area concemed with the
mitigation of other attacks 15 currently not tested but the vendor 14 required to document implemented
controls (e.g., differential power analysis, and TEMPEST). Table | summarizes the security requirements
in cach of these areas.

Security Level |

Security Leved 2

Kecurity Level § Xecuriiy Level 4

Cryplagraphic Specification of cryplographic module, cryplogmphic boundary. Approved algontbms, snd Approved modes of operation. Desaription of
Aodule cevplographic modul:, mchuding ol hardware, software, and firmare component.  Stnscment of module scounity policy

Specilication

Cryplagraphic Requined and optional isterfsces. Specificatson of all imerfsces Diats ports for unprodected cribeal security parmsiens logeally or
Madule Farts aird ol all ievpeid oo ittt daen paiths plivescally coparuted from olher data pots

and Interfsces

Rabes, Services, Logical separation of required Role-hased or idemtiny-based Identity-hased operator suthentscation

and o optaonal rolo and services operalod aulhontroation

Auiheaticatloa

Finlte State Spocafication of finde state model. Roquired ststos and optonal sisies. State tansition diagram and spocification of staic tranitions
Maoded

Phosical PFroduction grade oquipmont Lowks or wmper evidence Tamper detoction mnd rosponse Tamper dotconion snd response
Secarity For covers pnd doos emelops. EFP or EFT
Dperational Single operutor, Executshic Referenced PPy cvaluated st Reforencod PPs ples trasted Referencad PPy plios tnostéd path

Environment

vode. Approved imegrity
ochnague

EAL? with speciffied
dmcrctonary soceis contrel
erecchanasins ard sid g

path evaluated ot FALT plus evalosted s EALA

socurity policy modeling

Cryplographic

Key management mechaniema: random number and key gencration,

key evtablishment, key distribution, key entry/output. key storage. and

I{.-.':. key FetonTation

Mamagement -
Secred and privale keys establiabed using mamusl methods may be Secret and private keys established using manual methods shall be
entered or output i plaisiext form entered or outpu encrypted of with split knowledpe procedure

EMUEMC 47 CFi FCC Part 15, Subpart B, Cless A | Bobness use) 47 CFR FOC Part 15 Subpant B, Clss B (Home )
Applicable FOC roguarcments | oo radio]

Self-Tests Power-up teaty: oryplographic abporithm teiis, soflwahe/firmwase mlegrity tests, critcal functions tests. Conditions] tests

Design Coniigaralon managomcnl CM systom. Securc High-leved lnguage Formal model. Detded

Awaur mnce (M) Sacsine i eT—] Asarrdmion  Fumeriowal il E anl et {inEremsl prseds)
gencrabion. Design and pulicy specification Preconditions and postconditiens
|_'nrn_-|.|'urul.m.,\: Criusd snee
docummenis.

Mitigation of Specificabon of mitigation of aitascks for which po icsinble roguirements are curremily available

ther Atischks
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